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Document uploads to secure data room are required only for certification, not for self-assessment!

A01-S01-C01 CSP Profile Company Name Contract partner who offers the cloud service as
legal facing entity for the customer

A01-S01-C02 Street address
A01-S01-C03 City
A01-S01-C04 Country
A01-S01-C05 Company website
A01-S01-C06 Country and city of company registration For Auditors only:
Please upload copy of registration to secure data
room and insert document ID
A01-501-C07 Company registration number
A01-S01-C08 Date of registration
A01-S01-C09 Contact for Sales and Product Services Full name, Mail address, Phone Number
A01-S01-C10 Contact for Technical Services Full name, Mail address, Phone Number
A01-S01-C11 Contact for Data Privacy Full name, Mail address, Phone Number
A01-S01-C12 Contact for Legal Aspects Full name, Mail address, Phone Number
A01-502-C01 Physical Data Location Full contact details of the DC location (primary)
Customer Data
A01-S02-C02 Primary - name and address Please specify official address of legal entity acting
as contractor.
A01-502-C03 Legal owner of the DC location and owner
structure
StarAudit Catalogue This document is for internal use only.
Date: 06/11/20, Version 4.0 Rev. 04 Any modification, distribution or public download is denied
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Document uploads to secure data room are required only for certification, not for self-assessment!

A01-502-C04

A01-502-C05

A01-502-C06

A01-503-C01

A01-504-C01

A01-504-C02

A01-504-C03

A01-504-C04

A01-504-C05
A01-505-C01
A01-505-C02

A01-505-C03

StarAudit Catalogue

Service Management

Extended Company Profile

Reference Information about the Cloud Service

Date: 06/11/20, Version 4.0 Rev. 04

Full contact details of the DC location
(secondary/backup)

Secondary/backup - name and address

Legal owner of the DC location and owner
structure

Access options for technical and support resources
outside the CSP and DC facilities; level of country
restriction

Headcount for cloud service provisioning

Company headquarters

Worldwide headcount

Main role

Level of experience for service provisioning
Name of the cloud service
Short service description

Website of the service

Page 5

Please specify official address of legal entity acting
as contractor.

Please list all external management providers and
their origin; if applicable, list duties per country of
service provisioning separately

Please specify any mandating shareholder
companies or parent companies with their full
contact details

e ISV

® Reseller

* CSP (laaS)
* CSP (PaaS)
* CSP (SaaS)
® Other

Please specify the reference URL

This document is for internal use only.

Any modification, distribution or public download is denied



Document uploads to secure data room are required only for certification, not for self-assessment!

Verified Information Comment

References

A01-505-C04

A01-505-C05

A01-505-C06

A01-505-C07

A01-S06-C01 Certifications

A01-506-C02

A01-506-C03

A01-506-C04

A01-506-C05

StarAudit Catalogue
Date: 06/11/20, Version 4.0 Rev. 04

Overall number of cloud services (no modules) Please specify the range of cloud services offered
publicly by the company

Number of customers of the cloud service in scope
for assessment/certification

Number of users of the cloud service in scope for
assessment/certification

Existing Reference Customers Please specify existing reference customers for the
cloud service, if any, and provide evidence

Certifications for technical management Please specify all existing certifications (with o
expiry date and detailed scope description)

Certifications for quality management Please specify all existing certifications (with expiry
date and detailed scope description)

Certifications for compliance Please specify all existing certifications (with expiry
date and detailed scope description)

Certifications for data privacy Please specify all existing certifications (with expiry
date and detailed scope description)

Sector-specific certifications Please specify all existing certifications (with expiry
date and detailed scope description)

For Auditors only:

Please upload evidence (e.g. a screenshot from the
CSP homepage or e-mail correspondence) as well
as information to a contact person to secure data
room and insert document ID

For Auditors only:

Please upload certification statement and scope
overview to secure data room and insert document
ID

For Auditors only:

Please upload certification statement and scope
overview to secure data room and insert document
ID

For Auditors only:

Please upload certification statement and scope
overview to secure data room and insert document
ID

For Auditors only:
Please upload certification statement and scope
overview to secure data room and insert document

ID

For Auditors only:

This document is for internal use only.

Any modification, distribution or public download is denied
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Document uploads to secure data room are required only for certification, not for self-assessment!

Verified Information Comment References

Please upload certification statement and scope
overview to secure data room and insert document

ID
A01-S06-C06 Number of employees providing the service Please specify the number of qualified (properly For Auditors only:
trained) / certified employees in their respective Please upload certification statement and scope
areas who are involved in providing the cloud overview to secure data room and insert document
service (e.g. CISA, CISM, CRISC or supplier ID

certifications like Microsoft- or Cisco-certifications),
and provide appropriate evidence.

This document is for internal use only.

StarAudit Catalogue
Any modification, distribution or public download is denied

Date: 06/11/20, Version 4.0 Rev. 04
Page 7



e

uroCloud

StarAudit

StarAudit Catalogue
Version 4.0 — 2019

Full Review:
Area 2: Contract

StarAudit Catalogue This document is for internal use only.
Date: 06/11/20, Version 4.0 Rev. 04 Any modification, distribution or public download is denied
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A02-501-C01-Q01

A02-501-C01-Q02

A02-501-C01-Q03

A02-S01-C01-Q04

A02-S01-C02-Q01

A02-S01-C02-Q02

A02-S01-C02-Q03

A02-S01-C02-Q04

A02-502-C01-Q01

A02-502-C01-Q02

A02-502-C02-Q01

StarAudit Catalogue

Adequate Contract Terms

Rules for Data Management

Date: 06/11/20, Version 4.0 Rev. 04

Conclusion of Contract

Terms of Cancellation

Location of Data

Data Access by Customer

(OEDBY EUge,
& ‘%,

StarAudit

valid oy if published on

Are the contract elements accessible for the Cloud Service
Customer before booking services?

Are all the relevant contractual elements included and
referenced — like the general terms and conditions, privacy
policies, security policies and others?

Is there a guarantee that the Cloud Service Customer will
be notified of contractual changes by the contractor?

Are all the Cloud Service Provider’s relevant terms and
conditions transferred into the subcontractor agreements?

Is it possible to terminate the contract with just cause?

Is there a list of possible reasons for contract termination
by either party?

Is there a contractual obligation to provide advance notice
of changes to subcontractors involved in providing a
service?

Are there special termination rights for the Cloud Service
Customer in the event of changes to subcontractors
involved in providing a service?

Are the location, postal address and contact person for the
physical hosting of the Cloud Service Customer’s data
clearly specified?

Is it possible to limit the physical server hosting of customer
data to a certain region, country, physical address or
judicial area if potential multiple sites are in place?

In the case of disputes about the delivery of the service, the
Cloud Service Customer is guaranteed unrestricted access
to the data and the Cloud Service Provider must remain
bound to the data archiving requirements.

Page 9

Rating

ok kK

ok kK

ok kK

ok kK

%k %k

ok kK

EE L

Online reference or request procedure for customers.

A main document (e.g. framework contract) clearly referenced to the
offered service according to the profile is in place. All related
agreements are referenced and named in this document.

The Cloud Service Customer is involved in relevant changes that might
impact its own compliance requirements.

Scoping on SLA, data privacy, security and support services to identify
potential gaps between customer-facing commitment and transfer of
obligations to subcontractors.

At least a standard clause for termination of the contract must be
outlined.

Clear specifications of contract termination options.

Transparency about involved subcontractors.

The Cloud Service Customer is entitled to cancel the contract if it is
uncomfortable with a chosen new subcontractor.

The Cloud Service Customer must be able to provide evidence of data
location for personal and financial data (if required by local regulations).

Guarantee that no backups or recovery services are maintained outside
of the specified region. This also applies to the service and operations
staff, which must be located within the specified region.

Ensuring the Cloud Service Customer’s right to access its data in the
case of unclear payment balances or other contractual obligations. The
service itself can be interrupted.

This document is for internal use only.
Any modification, distribution or public download is denied



A02-502-C02-Q02

A02-502-C02-Q03

A02-503-C01-Q01

A02-S03-C01-Q02

A02-S03-C01-Q03

A02-S03-C02-Q01

A02-S03-C02-Q02

A02-504-C01-Q01

A02-S04-C02-Q01

A02-S04-C03-Q01

A02-505-C01-Q01

StarAudit Catalogue

Legal Data Protection
Requirements

Service Level Agreements

Date: 06/11/20, Version 4.0 Rev. 04

Technical and Organizational
Procedures

Compliance with Local Data
Privacy Requirements

General Requirements

Verifiability

Service Disruption

Terms in Case of Bankruptcy

(OEDBY EUge,
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StarAudit

valid oy if published on

In the case of abnormal contract termination, is there a
guarantee that the Cloud Service Provider will not delete
the data and will retain the archives specific to the Cloud
Service Customer?

Is the protection of the Cloud Service Customer’s data and
its access to that data ensured in the case of bankruptcy of
the Cloud Service Provider?

Is the usage and processing of personal data clearly defined
for the type of service?

Is it clearly stipulated that any change made to the service
that may affect the nature of personal data processing
must be agreed to and confirmed by the Cloud Service
Customer (data controller)?

Are procedures defined for the correction, deletion, and
restriction of processing of personal data upon the affected
individual’s request, and what are these procedures?

Is the Cloud Service Customer entitled to request a signed
written data protection agreement from the contractor?

Are relevant details provided for the implementation of
technical and organisational measures in order to fulfil the
national obligations of a data controller?

Is the service level agreement (SLA) part of the overall
contract and does it sufficiently describe the guarantee of

service quality?

Is the fulfilment of the SLA verifiable by the Cloud Service
Customer?

Does the SLA include penalty agreements in case of
insufficient service quality?

Is the Cloud Service secured by an Escrow Agreement for
continuation by other parties? Not mandatory (optional).

Page 10

Rating

*AkA Guaranteed data recovery.

*AkA Full procedure description and clear statement entitling the Cloud
Service Customer to the same level of access from any successor of the
operational service.

*Ekk The role and functional description of the Cloud Service Provider as data
processor is clearly detailed (if applicable).

ko Please refer to StarAudit Data Privacy Audit Guide

*AkA Please refer to StarAudit Data Privacy Audit Guide

o Some countries require a written contract if data privacy regulations
apply (only for specific countries).

o Please refer to StarAudit Data Privacy Audit Guide

*Ek Provide appropriate service level objectives that can be monitored by
the Cloud Service Customer

ko At least quarterly reports or direct dashboard with specified KPIs.

*AkA The situation of not meeting the SLA targets may have serious
implications for the Cloud Service Customer and must be clarified on a
contract level.

%k %k ok

A formal escrow holder is specified who is responsible for supporting
the Cloud Service Customer in regard to data archiving and transfer.

This document is for internal use only.
Any modification, distribution or public download is denied



A02-S05-C01-Q02

A02-S05-C01-Q03

A02-S06-C01-Q01 Terms for Pricing and Cost
Allocation Allocation

A02-S06-C01-Q02

A02-507-C01-Q01 Specific Questions (optional)  Special Use Case
Requirements

A02-507-C01-Q02

A02-507-C01-Q03

A02-507-C01-Q04

A02-507-C01-Q05

StarAudit Catalogue
Date: 06/11/20, Version 4.0 Rev. 04

Terms for Pricing and Cost

Is the unrestricted right granted to the Cloud Service
Customer to access its data in case of bankruptcy of the
data centre owner hosting the physical data?

Is the unrestricted right granted to the Cloud Service
Customer to access the archives of its data together with

appropriate documentation of the data structure?

Are the pricing units and service costs described in a

transparent way?

Is the Cloud Service Customer allowed to change to an
appropriate pricing option offered by the Cloud Service
Provider as a public option according to the usage forecast

StarAudit

\DED. BY EUHQC
& “oy,

vald ony if published on
tarauditorg

(upgrade/downgrade)?

Are the procedures for digital signing of data objects in
accordance with national law? Not mandatory (optional).

Is the role of an external auditor or examiner entitled by
law described for third party data access (read-only)? Not
mandatory (optional).

Is the data relevant for tax purposes clearly described and
compliant to local laws and regulations? Not mandatory

(optional).

Is any access to or modification of compliance documents
registered by monitoring and logging systems that are
secured against manual intervention? Not mandatory

(optional).

Is it possible to prevent the physical deletion of data
objects if required by local laws/regulations? Not
mandatory (optional).

Page 11

Rating

ok kK

ok kK

%k %k ok

%k kK

ok kK

%k %k

%k %k

%k %k ok

The contract or a separate legal entitlement grant the Cloud Service
Customer access to its data at the physical location of data storage.

The procedures of data export and data separation must be specified,
as musts the handover procedures and data format description for this
export type.

A sample calculation with all ramp up costs and dynamic price items
must be provided.

Early adopters should not be forced to stay in an expensive pricing
scheme if the general prices are being lowered.

Bookkeeping services might need to comply with local regulations.

A special role to allow third parties (e.g. financial authorities) to access
data in read-only mode.

Attestation of compliance with Cloud Service Customer tax regulations.

Appropriate service specification to avoid a manipulation of special data
and documents without appropriate change tracking.

This document is for internal use only.
Any modification, distribution or public download is denied
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StarAudit Catalogue
Version 4.0 — 2019

Full Review:
Area 3: Information Security

StarAudit Catalogue This document is for internal use only.
Date: 06/11/20, Version 4.0 Rev. 04 Any modification, distribution or public download is denied
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A03-501-C01-Q01

A03-501-C01-Q02

A03-501-C01-Q03

A03-501-C01-Q04

A03-501-C01-Q05

A03-501-C01-Q06

A03-501-C01-Q07

A03-501-C01-Q08

A03-501-C02-Q01

A03-501-C02-Q02

A03-501-C02-Q03

StarAudit Catalogue

Security Management

Date: 06/11/20, Version 4.0 Rev. 04

Organizational Requirements

Preventive Measures

\0ED BY EURoy,
@9" ‘f’oa

StarAudit

vald ony if published on
tarauditorg

Is an ISMS established with reference to ISO 27001?

Are there security policies in place with reference to 1SO
27001 and/or ENISA?

Is the administrative remote access to sensitive systems
(identity management, databases and personal data)
sufficiently protected?

Is cryptographic key management established and are the
key users separated from the key managers?

Is communication with all relevant parties guaranteed in
the case of security breaches and unauthorized data
access?

Are all involved staff members obliged to undergo
Awareness Training (including IT security) on a regular
basis?

Are the operational staff trained in policies related to
access to personal data and data privacy (especially
according to the EU General Data Privacy Regulation)?

Based on regular risk assessments or impact analyses, all
relevant areas where adequate data protection is required
are identified. The scope includes all relevant areas
including applications, network, interfaces, storage,
backup, archive and third-party/subcontractor access.

Are regular security checks or penetration tests
performed?

Are regular emergency/disaster recovery tests (drills)
performed and documented?

Is the entitlement and authorization process for new
customers appropriate?

Page 13

Rating

%k kK

%k %k k

ok kK

%k %k

%k %k k

%k %k (A)’
ok kK (B)’
k% k ( C)

" ()
* % % ( C)

k% k

e ()
* % % ( C)

%k %k ok (A)’

ok kK (B)

%k %k k (B)

Provide evidence of effective security management.

Provide evidence of appropriate controls in relation to common and
newly identified security threads.

No VPN access is allowed, only a dedicated virtual desktop with no data
transfer options.

Evidence of key management.

Communication plan with all parties in the case of security breaches as
part of the security policies.

A - Evidence of training and testing by a training institute for ISO-27001-
compliant training

B - Evidence of training and testing

C - Training plan and participation plan provided

A - Dedicated training with attestation;
B - Policies in place and confirmed by each individual;

C - Policies referenced in HR contract.

The need for data protection measures is regularly identified and
defined (where data are transferred, stored or processed)ar

Proactive security monitoring and verification of procedures.
Show the capability to deal with emergency situations and reduce the
risk and length of service interruptions.

Protect other customers from being affected by suspicious or
anonymous users (cyber and crime threats).

This document is for internal use only.
Any modification, distribution or public download is denied



A03-501-C02-Q04

A03-501-C02-Q05

A03-501-C03-Q01

A03-501-C03-Q02

A03-502-C01-Q01

A03-502-C01-Q02

A03-502-C01-Q03

A03-502-C01-Q04

A03-502-C01-Q05

A03-502-C01-Q06

A03-502-C02-Q01

A03-502-C03-Q01

StarAudit Catalogue

Technical Security Measures

Date: 06/11/20, Version 4.0 Rev. 04

Audit Ability

Cyber Security

Resilience

Password Management

\DED BY EURo,
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StarAudit

vald ony if published on
tarauditorg

Do the current security procedures meet common
requirements for web and application security with respect
to the chosen technology?

Quality assurance tests (e.g. scans and penetration tests)
are determined and managed based on the architecture
overview and management decision.

Is the Cloud Service Customer entitled to audit the data
centre including the supporting infrastructure and

interview staff upon request?

Are specific audits/certifications in place for the data
centres used?

Is the infrastructure protected by a firewall system that
conforms to current technology standards?

Is the system protected against DoS and DDoS attacks from
the Internet?

Is access to the service secured through either Virtual
Private Network (VPN) or Virtual Private Cloud (VPC)

access? Not mandatory (optional).

Is a virus scanner used to protect against viruses, Trojans,
malware, etc.?

Is an overall and holistic protection concept for the cloud

service in place and approved by management?

The cloud service is sufficiently protected against current
(well-known and impending) threats.

Is load balancing implemented to increase reliability and
scalability?

Is the password management system automated?

Page 14

Rating

ok kK

%k %k (A)’

ok kK (B)’
EE L ( C)

%k %k k

%k %k

EE L

ok kK

%k %k

%k %k ok (A)’

ok kK (B)’
EE L ( C)

%k %k (A)’

ok kK (B)’
EE L ( C)

%k %k ok

The security management team governs and steers quality assurance
(e.g. scans and penetration tests) including remediation activities.

Compliance with local regulations, if applicable.

Additional certifications beyond the scope of StarAudit.

Evidence of baseline protection.

Evidence of baseline protection.

Show isolation level of connected users for highly sensitive areas (e.g.
medical patient data).

Appropriate baseline security against cyber threats.

The overall and holistic protection concept for the cloud service is
implemented, tested and updated.

The cloud service is sufficiently protected against all currently known
threats.

Evidence of appropriate load balancing across redundant services.

No user intervention in the management of customer passwords is
permitted.

This document is for internal use only.
Any modification, distribution or public download is denied



A03-502-C03-Q02

A03-503-C01-Q01

A03-S03-C01-Q02

A03-S03-C01-Q03

A03-S03-C01-Q04

A03-S03-C01-Q05

A03-S03-C01-Q06

A03-S03-C02-Q01

A03-S03-C02-Q02

A03-S03-C03-Q01

A03-S03-C03-Q02

A03-S03-C03-Q03

A03-504-C01-Q01

StarAudit Catalogue

Data Confidentiality

Cryptographic Assessment

Date: 06/11/20, Version 4.0 Rev. 04

Data Encryption

Access Control

Separation Control

Credential Cryptographic

Controls

{DED BY EURG,,
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StarAudit

vald ony if published on
tarauditorg

Are the passwords secured against unauthorized access?

Is the communication between the user and the service
fully encrypted?

Are the encryption technologies in use uncompromised and
at a sufficient encryption level?

Are all data stored in encrypted form on data storage
devices? Not mandatory (optional).

Are backups sufficiently secured against unauthorized
access e.g. by means of encryption?

Is end-to-end encryption that prevents unauthorized access
by administration persons and other third parties
implemented up to the persistent storage level? Not
mandatory (optional).

Is log tracking implemented for all login activities, and is it
auditable by the Cloud Service Customer? Not mandatory
(optional).

Is the Cloud Service Customer entitled to use its identity
and access right management system to assign roles?

Is the data access encapsulated via defined user interfaces?

Is the use of production data separated from testing and
staging systems?

Is a separation of master and transactional data
implemented?

A role-based access management system is in place that
supports the process of identifying contradicting assigned
access rights. Exceptions (for contradicting roles/access
rights) are approved by management.

Are all data transported in encrypted fashion (data in
transit)?

Page 15

Rating

EE L

EE L

EE L

%k %k

k% k

ok kK

%k %k ok

%k %k

%k %k

k% k

EE L

ok kK

Protection of passwords against decryption and unauthorized access.

Only allow https communication between end user and cloud service.

Encryption level in keeping with current market standard.

Evidence of encryption mechanism for stored data.

Archived data is included in all security processes.

Key management is performed by the Cloud Service Customer. The
Cloud Service Provider should not be able to decrypt stored objects.

Transparency about account activities for the customer.

Granular access control can be configured by the Cloud Service
Customer.

No native database access to production data.

Clear separation of production and testing systems.

Prevent recombination of personal data with transaction data through a
single database account.

Access rights management considers contradicting roles and ensures

“segregation of duties” where necessary to decrease the probability of
internal fraud and meet statutory requirements.

Proof of the use of appropriate transport encryption methods

This document is for internal use only.
Any modification, distribution or public download is denied
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A03-504-C01-Q02 Are all data stored in encrypted fashion (data at rest)? o Proof of the use of appropriate storage encryption methods.
A03-504-C01-Q03 Is key management in use? ko Proof of the confidentiality of cryptography keys.
StarAudit Catalogue This document is for internal use only.
Date: 06/11/20, Version 4.0 Rev. 04 Any modification, distribution or public download is denied

Page 16



StarAudit Catalogue
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Full Review:
Area 4: Operation DC Infrastructure

StarAudit Catalogue This document is for internal use only.
Date: 06/11/20, Version 4.0 Rev. 04 Any modification, distribution or public download is denied
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A04-501-C01-Q01

A04-501-C02-Q01

A04-501-C03-Q01

A04-501-C03-Q02

A04-501-C04-Q01
A04-501-C04-Q02
A04-501-C04-Q03
A04-501-C04-Q04

A04-501-C04-Q05

A04-501-C04-Q06

A04-501-C04-Q07

A04-501-C05-Q01

A04-501-C05-Q02

A04-501-C05-Q03

StarAudit Catalogue

Proper Facility and IT Co-
location Management

Date: 06/11/20, Version 4.0 Rev. 04

Proof of Minimum
Requirements of Data Centre
Operations and Facility
Management. Analysis of
Existing Certifications or On-
site Visit

Basic Area Security

Access Control

Fail-safe Operation

Data Centre Organisation

(OERBY EURg,,
ES &

StarAudit

vald ony if published on
tarauditorg

Does the data centre meet the minimum requirements?

Is there a danger and risk analysis for the location of the
data centre?

Is there an adequate access and security concept for the
data centre?

Is the location used for the cloud service physically secured
against unauthorized entry?

Is there a redundant power supply with UPS operation?

Is there a redundant Internet connection (IX)?

Is the power supply of the cloud infrastructure redundant?
Is the cooling system redundant?

Are the hardware components adequately separated from
other infrastructure? Is expansion possible if required?

How high is the availability level in the individual data
centres?

How high is the availability level using a redundant
construction?

Is there an operation management handbook?

Is there an emergency plan, and are there emergency work
stations?

Is data centre redundancy assured across distributed data
centres?

Page 18

Rating

EE L to
3 %k %k k

ok kK

EE L

%k %k k

ok kK

%k %k (A)’

ok kK (B)’
EE L ( C)

%k %k ok

%k %k ok

%k %k

http://www.dcaudit.com/about-dcsa.html#9

Transparency about potential area and environment risks.

Area and access protection.

Evidence of appropriate access protection to cloud service environment
and stored data.

Service continuity in case of brief electricity outage.

The DC is linked to the Internet by at least two separate IX connections.
In-house redundant cabling to hardware and appliances.

Service continuity in case of cooling outage.

Appropriate physical isolation level and expansion capabilities.

A >99.5;

B >99,0;

C>98,5.

99.9

Evidence of failover scenarios with seamless continuity of service.

This document is for internal use only.
Any modification, distribution or public download is denied
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A04-S01-C05-Q04 Is there a fire protection report? *AkA Evidence of fire protection measures.
StarAudit Catalogue This document is for internal use only.
Date: 06/11/20, Version 4.0 Rev. 04 Any modification, distribution or public download is denied
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StarAudit Catalogue
Version 4.0 — 2019

Full Review:
Area 5: Cloud Service Operational Processes

StarAudit Catalogue This document is for internal use only.
Date: 06/11/20, Version 4.0 Rev. 04 Any modification, distribution or public download is denied
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A05-501-C01-Q01

A05-501-C01-Q02

A05-501-C01-Q03

A05-501-C01-Q04

A05-501-C01-Q05

A05-502-C01-Q01

A05-502-C02-Q01

A05-502-C02-Q02

A05-502-C03-Q01

A05-502-C04-Q01

A05-502-C05-Q01

A05-502-C06-Q01

StarAudit Catalogue

Appropriate Customer

Support

Appropriate Service
Management

Date: 06/11/20, Version 4.0 Rev. 04

Validation of Support Service

Validation of Basic Principles
of Service Management

Incident Management

Problem Management

Change Management

Configuration Management

Release Management
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How is user authentication performed with regard to
support?

What is the guaranteed response time?

What is the average resolution time? Differentiation
according to degree of severity.

Does the customer have read access to the contractor’s
ticketing system?

What is the availability of the support line (operating
hours)?

Are the essential criteria in accordance with 1ISO 20000-1
fulfilled?

Is an incident management system for the service available
to the Cloud Service Customer?

Are the relevant subcontractors thoroughly integrated into
the incident management system?

Are the roles and tasks defined for the problem
management system?

Are changes in services reported to the Cloud Service
Customer in advance when an impact is expected on the

operation of the service?

Is the configuration management documented and
appropriate for the service type?

Is there a staging concept for development, acceptance and
production systems?
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Rating

%k kK (A)’
ok kK (B)'
EE L (C)

%k %k (A)’
ok kK (B)’
EE L (C)
%k %k k (A)’
ok kK (B)’
EE L (C)
%k %k (A)’
ok kK (B)’
k% k (C)
%k %k (A)’

ok kK (B)’
EE L (C)

ok kK

ok kK

%k %k

ok kK

ok kK

Appropriate mechanism for authentication before acting in support of a
customer’s specific request.

Guaranteed response time (not resolution time) for a service request.

Average resolution time for standard priority.

Allow customers to keep track of ticket status/activity.

Show support availability.

Fulfilment of service management system (SMS) requirements.

Appropriate capability to deal with service incidents.

Inclusion of all service-relevant subcontractors in regard to incident
management.
Efficient problem management.

Appropriate customer information about potential service
disruption/changes.

Evidence of appropriate configuration management in respect to the
specific cloud service.

Clearly separate production from the staging system and follow quality
rules for staged deployments.
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A05-502-C07-Q01

A05-502-C07-Q02

A05-502-C08-Q01

A05-502-C08-Q02

A05-502-C09-Q01

A05-502-C09-Q02

A05-502-C10-Q01

A05-502-C11-Q01

A05-502-C12-Q01

A05-502-C12-Q02

A05-502-C12-Q03

A05-502-C12-Q04

A05-502-C12-Q05
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Capacity Management

Availability Management

Emergency Management

Risk Management

Operation Management

Backup Management
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Are the system resources continuously monitored?

Are thresholds defined for the provision of additional
resources?

Is there an availability management system in place for the
hardware?

Is there an availability management system in place for
applications?

Is there emergency planning with detailed definitions of
emergencies and a catalogue of corresponding measures to
be taken?

Is there an emergency handbook with action plans?

Has a risk analysis been performed for the estimation of
damages to the provider in the event of an outage at the
data centre?

Are there operation management handbooks for all
applications run in the data centre and related to the cloud
service?

Is there a data backup management system?

On what types of media are the backup data archived, and
for how long?

Can data recovery be requested by the Cloud Service
Customer, and with what lead time?

At what intervals do backups of the movement data occur?

Are the backup media (tapes, CDs, etc.) stored securely
(e.g. in a bank safety deposit box or safe)?
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Rating

EE L

ok kK

EE L

EE L

%k %k

%k %k

ok kK

%k %k

ok kK

%k %k ok (A)’
****(BL
***(C)

ok kK

Proactive resource monitoring to identify SLA-related issues.

Provide evidence for scalability of the cloud service.

Appropriate procedures for hardware availability management.

Appropriate procedures for application availability management.

Clear emergency procedures to mitigate business impact for the Cloud
Service Customer.

Clear processes for dealing with emergency situations.

Internal provider risk analysis.

Appropriate service portfolio management.

Backup management practise.

Appropriate backup media and retention periods.

Allow individual recovery of specific Cloud Service Customer data upon

request.

Frequency of backup cycles.

Secure data archives.
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Rating
A05-502-C12-Q06 Are the application data mirrored and permanently *AkA Full service redundancy.
available using a failover procedure?
A05-502-C13-Q01 Quality Management Is there a quality assurance process for the development of =~ ***** Application quality.
software?
A05-502-C13-Q02 Are quality criteria defined, and are they checked and HHAEE Application quality.
documented through appropriate process specifications?
StarAudit Catalogue This document is for internal use only.
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Al6-501-C01-Q01

Al6-502-C01-Q01

Al6-502-C01-Q02

Al6-503-C01-Q01

Al6-S03-C01-Q02

Al6-S03-C01-Q03

Al6-S03-C01-Q04

Al6-S03-C01-Q05

Al6-504-C01-Q01
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Reference Architecture

System Management

Security

Licence Management
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Analysis of Employed
Technology

Self-Provisioning

Access Hypervisor

Operating System
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Rating
Is the complete cloud stack documented, including all *Ekk Transparency about technical service layout and key services as
technologies used? functional and technical overview.
Can the Cloud Service Customer book and configure its *oxkx Self-service and self-provisioning capabilities.
system resources itself and are the corresponding
procedures fully documented?
Can the Cloud Service Customer administrator supervise *xkx Control and monitoring of the service by the Cloud Service Customer.
the state of the system, and are the corresponding
procedures fully documented?
Is two-factor authentication in place for the provisioning *Ek Secure admin access.
access?
Can admin access be limited to a customer-specific direct *AkA Network access to the admin interface can be limited to a customer-
connection? Not mandatory (optional). specific direct connection.
Are there user directives to ensure the security of virtual *Ek Guidance to avoid vulnerability through customer-managed systems.
machines?
Are the operating systems automatically protected against ~ **** Avoid security risks due to deployment of outdated OS versions.
known vulnerabilities?
Are virtualized operating systems provided in hardened HHAEE All provided OS are hardened by default according to vendor specific
condition? recommendations.
Are there appropriate authorisations by the licensor of the = *** Show evidence that the Cloud Service Provider is entitled to offer the
operating systems that are made available for deployment? respective operating systems.
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Rating
AP6-501-C01-Q01 Reference Architecture Analysis of Employed Is the complete cloud stack documented, including all *Ekk Transparency about technical service layout and key services as
Technologies technologies used? functional and technical overview.
AP6-502-C01-Q01 Security Isolation Are the provided applications accordingly isolated, and is *Ek No influence by other customer-built applications within the PaaS
this isolation confirmed by testing? runtime environment.
AP6-S02-C02-Q01 Security Technology Are the safety measures in regard to the provided PaaS *Ek Baseline security
technology appropriate for web and application security?
AP6-S03-C01-Q01 Management Deployment Is the deployment support for PaaS components *Ekk Clearly separate production from staging systems and follow quality
appropriate for staging and release management? rules for staged deployments.
StarAudit Catalogue This document is for internal use only.
Date: 06/11/20, Version 4.0 Rev. 04 Any modification, distribution or public download is denied
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AS6-501-C01-Q01

AS6-S01-C01-Q02

AS6-S01-C01-Q03

AS6-S01-C01-Q04

AS6-S01-C01-Q05

AS6-S01-C01-Q06

AS6-S01-C02-Q01

AS6-S01-C02-Q02

AS6-502-C01-Q01

AS6-5S02-C01-Q02

AS6-S02-C01-Q03
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Interoperability and
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User Support
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Export Format

Integration

Documentation

DED BY EURog
& -

(E.urocloud

StarAudit

Does a sufficient documentation of the export formats
exist?

Is it guaranteed that the entire referential integrity
including access authorizations is represented in the

export?

Which export formats are made available?

Are the interfaces usable in multiple versions?
Are all meta data available as data objects? Not mandatory
(optional).

Is data migration possible independent of the
manufacturer?

Are there APIs, e.g. REST or SOAP, for integration of the
solution into other services?

Is there an SDK/developer platform for APl integration?
Does a user documentation exist?
Is there a training plan?

Are training courses offered?
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Rating

EE L

ok kK

%k %k (A)’
****(BL
EE L ( C)

ok kK

ok kK

%k %k

ok kK

%k %k

ok kK

%k %k

Portability of Cloud Service Customer data.

Portability of Cloud Service Customer data without losing transaction
and metadata information.

Appropriate common data export formats.

Allow the Cloud Service Customer to plan training and migration
procedures before a major change of interfaces becomes effective.

Full auditing of export data.

Portability.

Interoperability.

Interoperability.
User guidance.
User training.

Appropriate education offerings.
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A07-S01-C01-Q01 Provider-Related Data
Protection Criteria

A07-501-C01-Q02

A07-501-C01-Q03

A07-501-C02-Q01

A07-501-C02-Q02

A07-501-C02-Q03

A07-501-C02-Q04

A07-501-C02-Q05

A07-501-C02-Q06

A07-501-C02-Q07
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Data Protection
Representative

Data Protection Organization
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Has the Cloud Service Provider nominated a data
protection representative who serves as the dedicated
point of contact for the Cloud Service Customer in data-
protection-related matters?

How familiar is the data protection representative of the
Cloud Service Provider with relevant legal, technical and
business requirements?

What degree of influence is the data protection
representative able to exercise on relevant data protection
issues of the Cloud Service Provider?

How does the data protection organization of the Cloud
Service Provider handle conflicting or differing data
protection requirements at the local or sector-specific level
in a global data protection program?

What is the vision of the data protection organization of
the Cloud Service Provider with regard to existing and
upcoming data protection requirements?

What relationship exists between the data protection
organization and the highest level of management of the
Cloud Service Provider?

How does the Cloud Service Provider respond to requests
by law enforcement authorities for disclosure of personal
data controlled by the Cloud Service Customer?

Does the Cloud Service Provider have a data protection
policy?

Does the Cloud Service Provider maintain an inventory of
records of processing activities?

How does the Cloud Service Provider respond to requests

by law enforcement authorities for disclosure of personal
data controlled by the Cloud Service Customer?
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Rating
EE L
Appointment of a data protection representative
ok kK
Appropriate know-how and training of the data protection
representative
ok kK
Ability of the data protection representative to act quickly
%k k ok
Management of conflicting data protection requirements
%k k ok
Future-oriented and proactive attitude towards data protection
%k kK
Collaboration with and backing of the data protection organization by
top-level management
ok kK
Appropriate advanced training of staff regarding data protection
k% k
Appropriate internal guidelines regarding Data Protection
EE L
Adequate description of data processing activities
ok kK

Adequate handling of requests for disclosure of personal data
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A07-S02-C01-Q01 Product-Related Data
Protection Criteria

A07-502-C01-Q02

A07-502-C01-Q03

A07-502-C01-Q04

A07-502-C01-Q05

A07-S03-C01-Q01 Process-Related Data
Protection Criteria

A07-S03-C01-Q02

A07-S03-C02-Q01
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Support for Data Subject
Rights

Data Protection Planning

Data Protection Design
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In what way does the cloud service support the Cloud
Service Customer in responding to requests from data
subjects relatedrelating to their right to data portability?

In what way does the cloud service support the Cloud
Service Customer in responding to requests from data
subjects relating to their right of access and right to
rectification?

In what way does the cloud service support the Cloud
Service Customer in responding to the need to erase data
or restrict its processing (either triggered by the expiration
of relevant retention periods or by corresponding requests
from data subjects)?

In what way does the cloud service support the Cloud
Service Customer in responding to the need to notify data
subjects (triggered by relevant events in the course of the
data processing occurring in the cloud service)?

In what way does the cloud service support the Cloud
Service Customer in the handling of requests from data
subjects regarding the data processing occurring in the
cloud service?

Does the Cloud Service Provider conduct data protection
impact assessments in case of anticipated high risks to the
rights of the data subjects resulting from the processing?

Does the Cloud Service Provider consult the responsible
supervisory authority in cases of high risks to the rights of
the data subjects resulting from the processing and an
absence of measures to mitigate those risks?

Does the Cloud Service Provider consider data protection
by design and by default to be an integral part of the
system development life cycle in order to satisfy
corresponding requirements of the Cloud Service
Customer?
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Rating
ok kK
Interoperability concerning data through standardized data formats
ok kK
Access and possibility of rectification of the personal data stored on the
data subject
ok kK
Adequate mechanisms for the data subject to erase data and restrict
data processing
ok kK
Automatic notification of data subjects when obligated
ok kK
An appropriate mechanism to handle requests from data subjects is
accessible to the Cloud Service Client
ok kK
Accessible documentation of privacy or data protection impact
assessments
%k k ok
Process of consulting the responsible supervisory authority accepted by
the data protection authority
ok kK

Data-protection-oriented development to fulfil legal data protection
principles
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A07-504-C01-Q02

A07-504-C02-Q01

A07-504-C03-Q01

A07-504-C04-Q01

A07-504-C04-Q02

A07-504-C05-Q01

A07-504-C05-Q02

A07-504-C05-Q03

A07-504-C06-Q01

A07-505-C01-Q01

A07-S05-C01-Q02
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Other Data-Protection-
Related Criteria

Technical Data Privacy
Assessment
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Record of Processing
Activities

GDPR and IT Security

Training of Employees of the
Cloud Provider

Data Protection Impact
Assessment

Contractual Compliance with
GDPR

GDPR Organisation and
Documentation

Credential Add-on Controls
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Does the Cloud Service Provider as a processor maintain
records of processing activities?

Are the duration of data processing and the deletion of
data clearly defined?

Does the Cloud Service Provider have IT security
implemented according to Art. 32 GDPR — Security of
Processing?

Does the Cloud Service Provider ensure that its employees
do not process personal data without instructions from the
Cloud Service Provider?

Has the Cloud Service Provider determined whether a data
protection impact assessment (DPIA) is necessary for the
cloud service?

Did the Cloud Service Provider check whether the
supervisory authority should be consulted prior to

processing?

Has the Cloud Service Provider implemented the (new)
requirements of Art. 28 GDPR?

Has the Cloud Service Provider taken into account the new
regulations concerning joint controllership?

How will the Cloud Service Provider notify the Cloud
Service Customer in case of a personal data breach?

Is the Cloud Service Provider prepared to fulfil the new
obligations to organize and document data accountability

or are said obligations already implemented?

Are stored passwords secure against dictionary attacks?

Does the service ensure the security of biometric data?
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ok kK

ok kK

ok kK

%k k ok

%k %k ok

Up-to-date records of processing activities

The data controller is obligated to keep track of the existence of
personal data by data processors.

Technical and organisational state-of-the-art IT security

Proper and continuous training of staff processing personal data

Documented examination of need for a DPIA

Documented necessity-examination of consulting athe need to consult
the supervisory authority

Contractual compliance with Art. 28 GDPR

Compliance with obligations regarding joint controllership

Timely notification of the Cloud Service Customer in case of a personal
data breach

GDPR compliance regarding the organization and documentation of
data accountability

Adequate password security mechanisms are implemented.

Biometric data collected from users are adequately protected.
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Rating
A07-S05-C01-Q03 Does the application development life cycle integrate o The selected security measures are integrated throughout the
security seamlessly into the underlying software modules development life cycle.
and contributing factors that affect its security, such as
data, technology, application development life cycle
processes, supporting processes and actors?
A07-S05-C01-Q04 Does the service return and remove customer assets after o The service returns or removes all customer data, files, cryptographic
the end of the contract? materials etc.
A07-S05-C01-Q05 Does the service ensure rightful and secure data deletion *Ek Data are erased or disposed of properly when a user stops using the
(data erasure)? service or deletes certain content.
StarAudit Catalogue This document is for internal use only.
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