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The approach to service assessment taken by StarAudit is based on the following principle:
Any assessment following the StarAudit scheme can be performed solely for a combination of

a) aspecified cloud service with brand name and further publicly available information
b) alegal entity as primary customer contact for the provisioning of the service

This requirement is due to the fact that a cloud service can be offered by a single Cloud Service
Provider as well as through the use of intermediate channels like marketplaces or resellers, or
even as a white label service with individual adaptations to terms and conditions and the labelling
of the service to the final Cloud Service Customer.

This initial inspection focuses exclusively on general background information about the
responsible company for assessment, the service itself and relevant baseline information to
identify the legal entity, the governing law, and certain indicators for the maturity level of the
Cloud Service Provider.

None of this information is used for the StarAudit star rating, but the references provided will be
used for further consideration within the scope of the following assessment areas.
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StarAudit Catalogue StarAudit Area 1: Cloud Service Profile

2 Profile, Service, Location, Governing Law, Certificates

Document uploads to secure data room are required only for certification, not for self-
assessment!

e : Trusted | Austrian
Contract partner who offers
A01-S01-C01 CSP Profile Company Name the cloud service as legal
facing entity for the customer

A01-S01-C02 Street address

company registration
A01-501-CO7 Company registration - -
number

A01-S01-C08 Date of registration
A01-S01-C09 Contact for S.ales and Full name, email address,
Product Services phone number
A01-S01-C10 Cont'act for Technical Full name, email address,
Services phone number
A01-S01-C11 Contact for Data Privacy AIE Gl GRS - -
phone number

Full name, email address,
phone number

Physical Data  Full contact details of the
A01-S02-C01 Location DC location

Compatible

A01-S01-C12 Contact for Legal Aspects

Customer Data (primary)

Primary - name and Please specify official address
A01-S02-C02 v of legal entity acting as
address
contractor.

Legal owner of the
A01-S02-C03 DC location and
owner structure

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.

Contact: info@staraudit.org Page 7
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Document uploads to secure data room are required only for certification, not for self-

assessment!

Verified Information

Full contact details of the

Comment Trusted
Cloud

Area 1: Cloud Service Profile

Compatible

Austrian
Cloud

A01-S02-C04 DC location
(secondary/backup)
Please specify official address
Kup -
A01-502-C05 peeaidanyibackup of legal entity acting as
name and address
contractor.
Legal owner of the
A01-S02-C06 DC location and
owner structure
Acces-s options for Please list all external
technical and support .
Service resources outside the ma?age'rr?en.t prov!ders an.d
A01-S03-C01 Management  CSP and DC facilities; thel'r origin; if applicable, I.|st
duties per country of service
]G CER) rovisioning separatel
restriction P & sep ¥
Extended
Profile P &
Please specify any mandating
Company shareholder companies or
AD1-504-C02 headquarters parent companies with their
full contact details
A01-504-C03 Worldwide
headcount
o |SV
* Reseller
. e CSP (laas)
A01-S04-C04 Main role « CSP (Paas)
e CSP (Saas)
¢ Other
Level of experience for
A01-S04-C05 service
provisioning
Reference
A01-S05-CO1 Information Nam'e of the cloud
about the service
Cloud Service

StarAudit Catalogue
Date: 15/12/20, Version 4.0 Rev. 04

Contact: info@staraudit.org

This document is for internal use only.
Any modification, online-publication or public download is prohibited.
Page 8
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Document uploads to secure data room are required only for certification, not for self-

A01-S05-C02

A01-S05-C03

A01-S05-C04

A01-S05-C05

A01-S05-C06

A01-S05-C07

Certifications

A01-S06-C01

A01-S06-C02

A01-S06-C03

A01-506-C04

StarAudit Catalogue
Date: 15/12/20, Version 4.0 Rev. 04

Contact: info@staraudit.org

/a
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assessment!

Verified Information

Short service
description

Website of the
service

Overall number of cloud
services
(no modules)

Number of customers of
the cloud service in
scope for
assessment/certification

Number of users of the
cloud service in scope for
assessment/certification

Existing Reference
Customers

Certifications for
technical
management

Certifications for quality
management

Certifications for
compliance

Certifications for
data privacy

Page 9

uroCloud
=

Area 1: Cloud Service Profile

Compatible

Austrian
Cloud

Trusted

C t
ommen Cloud

Please specify the reference
URL

Please specify the range of
cloud services offered publicly
by the company

Please specify existing
reference customers for the
cloud service, if any, and
provide evidence (e.g. a
screenshot from the CSP
homepage or e-mail
correspondence) as well as a
contact person if possible.

Please specify all existing
certifications (with expiry date
and detailed scope
description)

Please specify all existing
certifications (with expiry date
and detailed scope
description)

Please specify all existing
certifications (with expiry date
and detailed scope
description)

Please specify all existing
certifications (with expiry date
and detailed scope
description)

This document is for internal use only.
Any modification, online-publication or public download is prohibited.
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Document uploads to secure data room are required only for certification, not for self-

assessment!

Verified Information

Sector-specific

AO1- =
01-506-C05 certifications

A01-S06-
01-506-C06 providing the service

StarAudit Catalogue
Date: 15/12/20, Version 4.0 Rev. 04

Contact: info@staraudit.org Page 10

Number of employees

Area 1: Cloud Service Profile

Compatible

Comment Trusted | Austrian
Cloud Cloud

Please specify all existing
certifications (with expiry date
and detailed scope
description)

Please specify the number of
qualified (properly trained) /
certified employees in their
respective areas who are
involved in providing the cloud
service (e.g. CISA, CISM, CRISC
or supplier certifications like
Microsoft- or Cisco-
certifications), and provide
appropriate evidence.

This document is for internal use only.
Any modification, online-publication or public download is prohibited.
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The StarAudit evaluation area 2 is related to the most relevant aspects of a cloud service contract
in relation to

e Overall transparency of agreements between Cloud Service Provider and Cloud Service
Customer

e Fair and safe contract terms in respect to highly standardized service offerings

e Appropriate assignment of data privacy requirements in respect to the data controller/data
processor model

e Appropriate definition and contractual inclusion of service level agreements

e Terms and conditions for exit and potential inability to provide the service

e Special evaluations for certain service types (depending on the use cases supported by the
Cloud Service Provider)

and structured as followed:

e Adequate contract terms

e Rules for data management

e Legal Data Protection Requirements
e Service level agreements

e Terms in case of bankruptcy

e Terms for pricing and cost allocation
e Specific questions (optional)

The guiding principle is a balanced approach between the requirements of the Cloud Service
Customer and the contractually guaranteed commitments by the Cloud Service Provider. In
contrast to previous managed service and outsourcing agreements, a cloud service agreement is
related to a multi-tenant and highly standardized service offering. Particularly in the area of data
privacy, legal regulation entail special requirements imposed by governments on the national
level. In any case, the use of cloud services with personal data requires a clear understanding of
the separation of duties between the customer and provider levels.

It is highly recommended to provide a contract that applies to the legal regulations applicable to
the Cloud Service Customer, as in most cases the absence of such an option will result in a denial
of usage. At least the data privacy agreement must be compliant with the laws applying to the
Cloud Service Customer, and in case of disputes must be evaluated by the courts in the Cloud
Service Customer’s country.

Furthermore, the nature of cloud service provisioning implies the use of subcontractors for the
overall service provision. This begins with the data centre as co-location service, and likewise
applies to infrastructure components and potential further platform or software services. Any
party that is part of this delivery chain ad has a potential impact on service level conformity and



StarAudit

data privacy requirements must be bound in a similar way to the terms and conditions affirmed to
the Cloud Service Customer.

General remarks:

The StarAudit scheme is built on a graduated assessment matrix resulting in the award of three to
five stars. For each individual evaluation, a score of A to C is considered sufficient, D and E indicate
failure to conform, and F indicates that the evaluation is not applicable to the service. The latter
can by only accepted with a reasonable explanation for why the evaluation is not relevant in the
specific context.

Some of the evaluations are multi-star. The final rating is based on the graduation of A, Band C
ratings and is documented where applicable.

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.

Contact: info@staraudit.org Page 13
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4 Adequate Contract Terms
4.1 Conclusion of Contract

4.1.1 A02-S01-C01-QO01

Are the contract elements accessible for the Cloud Service Customer before
booking services?

Evaluation:
Rating: I

Online reference or request procedure for customers.

Please provide online reference or contract bundle.

Mandatory

D e

All relevant contract elements are bundled, easy to understand, and
easily accessible on the website in their most recent version with

A Excellent . . . .
version management. No hidden links to any other legally binding
documents.

All relevant contract elements are available online with version

B Good . . -
management. No hidden links to any other legally binding documents.
All relevant contract elements are available upon request. Links to

C Sufficient other contracts exist; the contract layout conforms to market
standards.

D Major gaps Not all elements of the contract are available in current versions.
Some of the contract elements are missing or are not compliant with

E Not acceptable .
legal regulations.

F Not applicable Internal contractual relationship or internal assessment of service.

41.1.1 Background Information

Before booking a service, this information must be visible to the Cloud Service Customer and
clearly structured to avoid a situation of hidden terms or general terms and conditions which
might overrule terms described in the specific service agreement.

4.1.1.1 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.

Contact: info@staraudit.org Page 14
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StarAudit Global
Trusted Cloud DE
Austrian Cloud AT

41.1.2 Reference Information

SLA EU Document:
Pre-contract information

http://ec.europa.eu/justice/contract/files/expert groups/discussion paper pci en.pdf
Unfair contract terms

http://ec.europa.eu/justice/contract/files/expert groups/discussion paper unfair contract terms _en.pdf

StarAudit Catalogue
Date: 15/12/20, Version 4.0 Rev. 04
Contact: info@staraudit.org Page 15

This document is for internal use only.
Any modification, online-publication or public download is prohibited.
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4.1.2 A02-S01-C01-Q02
Evaluation: Are all the relevant contractual elements included and referenced — like the general
terms and conditions, privacy policies, security policies and others?
Rating: I

A main document (e.g. framework contract) clearly referenced to the offered
service according to the profile is in place. All related agreements are referenced
and named in this document.

Please provide online reference or submit documents.

D e

Main document is easily available, easy to understand, in most recent

A Excellent . . .
version, with version management.
B Good Main document is available in the most recent version.
C Sufficient Available according to market standard.
D Major gaps Major issues or contradictions in terms identified.
E Not acceptable Main document not available.
F Not applicable Internal contractual relationship or internal assessment of service.

4.1.2.1 Background Information

All terms and conditions of a contractual agreement, as well as the rights and obligations of the
Cloud Service Provider and Cloud Service Customer, must be bundled in a clear contractual
package with all basic legal agreements.

4.1.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

for Self-Assessment for Certification

Catalogue Validity

Trusted Cloud DE No

Austrian Cloud AT No
4.1.2.3 Reference Information
Title
Contracts for Clouds: Comparison and Analysis of the Terms and Conditions of Cloud Computing
Services
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.

Contact: info@staraudit.org Page 16
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Reference
Queen Mary School of Law Legal Studies Research Paper No. 63/2010

Editors
e Simon Bradshaw, University of London - Centre for Commercial Law Studies (CCLS);
e Christopher Millard, Queen Mary University of London, School of Law - Centre for
Commercial Law Studies; Oxford Internet Institute
e lan Walden, Queen Mary University of London, School of Law

Link: http://tinyurl.com/m6u5jh7

Abstract

Cloud computing offers an attractive solution to customers keen to acquire computing
infrastructure without large up-front investment, particularly in cases where their demand may be
variable and unpredictable. But the greater flexibility of a cloud computing service as compared
with a traditional outsourcing contract is balanced by lower certainty for the customer in terms of
the location of data placed into the cloud and the legal foundations of any contract with the
provider. This paper reports on a detailed survey and analysis of the terms and conditions offered
by cloud computing providers.
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4.1.3 A02-S01-C01-Q03

Evaluation: Is there a guarantee that the Cloud Service Customer will be notified of contractual
changes by the contractor?

Rating: I

The Cloud Service Customer is involved in relevant changes that might impact its
own compliance requirements.

I e
A

The Cloud Service Customer is notified of any upcoming changes and

Excellent
allowed to cancel the contract.

The Cloud Service Customer is notified of any upcoming changes and

B Good s
allowed to cancel the contract within 3 months.

C Sufficient The Cloud Service Customer is notified of any upcoming changes.
D Major gaps Please comment on reasoning

Not .
E Please comment on reasoning

acceptable
F Not applicable Please comment on reasoning

4.1.3.1 Background Information

The assessment of the contract is performed based on the structure at the time of booking of the
service. Due to the complexity of regulations, particularly in the area of data privacy, it is
important to inform the Cloud Service Customer about changes in the contract if they affect the
existing contract. Due to the fact that most providers include clauses allowing such changes, it is
mandatory that the Cloud Service Customer can identify potential consequences for its own
compliance criteria.

4.1.3.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

Trusted Cloud DE
Austrian Cloud AT

No
No

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.

Contact: info@staraudit.org Page 18



/E.wocloud
S

StarAudit Catalogue StarAudit Area 2: Contract

valid

4.1.3.3 Reference Information

If yes — the Cloud Service Customer must be informed at least four weeks before the change will
occur

e Change of data centre provider

e Change of laaS provider

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
Contact: info@staraudit.org Page 19



\DED BY EUR
S,

/E-urocloud
oo

StarAudit Catalogue StarAudit Area 2: Contract

4.1.4 A02-S01-C01-Q04

Evaluation: Are all the Cloud Service Provider’s relevant terms and conditions transferred into
the subcontractor agreements?

Scoping on SLA, data privacy, security and support services to identify potential
gaps between customer-facing commitment and transfer of obligations to
subcontractors.

Evidence of subcontractor inclusion by contract.

Mandatory

N

All subcontractors are listed, including the assignment of roles and

R specified obligations transferred to them.

B Good Individual assessment of agreements with subcontractors who can
access the cloud infrastructure against SLA and data privacy obligations.
Self-statement by the Cloud Service Provider that all subcontractors are

C Sufficient committed by contract to comply with contractual obligations assumed
by the Cloud Service Provider vis-a-vis the Cloud Service Customer.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

Not applicable Please comment on reasoning

4.1.4.1 Background Information

Due to the nature of the cloud service delivery model, several subcontractors are involved in most
scenarios. The key area is the level with potential access to customer data and general security
services. In most cases, there are requirements in terms of regional constraints for the Cloud
Service Customer to be compliant as data controller. Some countries mandate a written statement
by subcontractors that they adhere to the technical and organisation measures for data privacy
compliance.

4.1.4.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global

Trusted Cloud  DE _ No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.

Contact: info@staraudit.org Page 20
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Austrian Cloud AT Yes No

http://ec.europa.eu/justice/contract/files/expert groups/expert group subcontracting discussion paper en.pdf

Terms of Service (ToS): This document details the overall relationship between the Cloud Service
Customer and Cloud Service Provider. It usually contains the commercial terms for a paid-for
service, and includes legal clauses such as choice of law and disclaimers. If there are other T&C
documents, it typically incorporates them by reference.

Service Level Agreement (SLA): This document specifies the level of service the Cloud Service
Provider aims to deliver together with the process for compensating the Cloud Service Customer if
the actual service falls short of that level. Accordingly, SLAs are associated only with paid-for
services.

Privacy Policy: This document describes the Cloud Service Provider’s approach to using and
protecting the Cloud Service Customer’s personal information. Although usually termed a “Privacy
policy”, it often incorporates terms specifically relating to data protection.

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
Contact: info@staraudit.org Page 21
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4.2 Terms of Cancellation

4.2.1 A02-S01-C02-Q01

Is it possible to terminate the contract with just cause?

Rating: I

m At least a standard clause for termination of the contract must be outlined.
o e

A set of termination options for the Cloud Service Customer and Cloud

A Fealeit Service Provider is clearly specified.

B Good Contract termination terms according to market standards.
C Sufficient A standard clause for contract termination is specified.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

42.1.1 Background Information

Some contracts do not explicitly address the situation of contract termination.
This might lead into uncertainties, especially in the context of data restitution after contract
termination.

4.2.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

for Self-Assessment for Certification

Trusted Cloud DE No
Austrian Cloud AT No

4.2.1.3 Reference Information

There are currently no suitable references regarding period and payment structure or the steps to
be taken by either party to terminate a contract.

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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valid

It is not unusual to incorporate a provision that the contract will continue indefinitely until it is
terminated.

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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4.2.2 A02-S01-C02-Q02

Evaluation: Is there a list of possible reasons for contract termination by either party?

Rating: I

Clear specifications of contract termination options.

Mandatory
T e
A Excellent A list with clear reference to specific contract elements exists.
B Good A list of clear references for general contract termination exists.
C Sufficient At least one termination clause for the Cloud Service Customer exists.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

4221 Background Information

In reference to A02-S01-C02-Q01, it is highly recommended to describe termination and exit
procedures clearly to avoid uncertainties during the termination and exit phase.

4.2.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Validity for Self-Assessment for Certification

StarAudit Global
Trusted Cloud ~ DE Yes. o
Nes I o

Austrian Cloud AT

4.2.2.3 Reference Information

The contract terms and conditions for cloud services will usually specify the initial duration of the
contract, its renewal period, and the steps to be taken by either party to terminate the contract.

It is not unusual for a contract to continue indefinitely, subject to the payment of service fees and
unless terminated by either party.

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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Area 2: Contract

The customer will expect the contract to be clear with respect to the circumstances under which

either party may terminate it.

An important issue for the customer is what happens to its data following the end of the
contractual relationship with the provider.

StarAudit Catalogue
Date: 15/12/20, Version 4.0 Rev. 04
Contact: info@staraudit.org
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4.2.3 A02-S01-C02-Q03

Evaluation: Is there a contractual obligation to provide advance notice of changes to
subcontractors involved in providing a service?
Rating: I

m Transparency about involved subcontractors.
e

Full transparency about involved subcontractors is established through a

A Excellent customer self-service portal with up-to-date information and notification
of changes.
B Good The Cloud Service Customer is duly informed about relevant changes

concerning involved subcontractors.

The Cloud Service Customer is entitled to receive a list of involved
subcontractors upon request.

Major gaps Please comment on reasoning

Sufficient

Not acceptable Please comment on reasoning

m m O 0O

Not applicable Please comment on reasoning

4.2.3.1 Background Information

The compliance assessment is an obligation of the Cloud Service Customer. This requirement also
includes changes to ownership structures, as they may lead to changes in legal obligations by the
sub-contractor (e.g. due to the US Patriot Act). The maturity and reputation of certain sub-
providers might be another criterion directly affected by subcontractor change.

4.2.3.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

Trusted Cloud  DE Yes . No

Austrian Cloud AT No No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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4.2.3.3 Reference Information

It is important to determine whether third parties will have access to data — for example, to what
extent elements of the cloud service are subcontracted by the provider to third parties.

If subcontracting occurs, the customer should ensure that the terms of its contract with the
provider reflect its security requirements.

Example:

http://assets-production.govstore.service.gov.uk/G4/IBM United Kingdom Ltd-
0217/51f978a612a2fcb9e800056¢/QD5/G-Cloud%204%201BM%200fferings%20Sub-
Contractor%20List.pdf
http://www.oracle.com/us/corporate/contracts/cloud-dpa-2079839.pdf - Chapter 8

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
Contact: info@staraudit.org Page 27
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4.2.4 A02-S01-C02-Q04

Evaluation: Are there special termination rights for the Cloud Service Customer in the event of
changes to subcontractors involved in providing a service?

The Cloud Service Customer is entitled to cancel the contract if it is uncomfortable
with a chosen new subcontractor.

Mandatory

I e

A list of core subcontractors for key relevant services and their roles is
specified, and the Cloud Service Customer is allowed to terminate the

A R contract immediately if they have any concerns about the involved
subcontractors.
A list of core subcontractors for key relevant services and their roles is
B Good specified. The Cloud Service Customer is allowed to terminate the

contract within a defined period if they have any concerns about the
involved subcontractors.

The event of a core subcontractor change in conjunction with an
C Sufficient objectively justified reason is specified as a termination option for the
Cloud Service Customer.

D Major gaps Please comment on reasoning
Not acceptable Please comment on reasoning
Not applicable Please comment on reasoning

4241 Background Information

In reference to A02-S01-C02-Q03, the follow-up assessment might lead to a situation where the
Cloud Service Customer has begun the termination and exit procedure before a planned
subcontractor change will occur. For this reason, it is mandatory to retain the option for
immediate exit and to overrule existing booking periods.

4.2.4.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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Trusted Cloud DE
Austrian Cloud AT

4.2.4.3 Reference Information

Area 2: Contract

A core subcontractor is a party who is either highly relevant for the service delivery or potentially

entitled to access customer data.

StarAudit Catalogue
Date: 15/12/20, Version 4.0 Rev. 04
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5 Rules for Data Management
5.1 Location of Data

5.1.1 A02-502-C01-Q01

Evaluation: Are the location, postal address and contact person for the physical hosting of the
Cloud Service Customer’s data clearly specified?

The Cloud Service Customer must be able to provide evidence of data location for
personal and financial data (if required by local regulations).

m Mandatory if required by local regulations

e e

Any location with potential storage of data is listed with address, contact

A Excellent data and the Cloud Service Customer’s entitlement to access the data
upon request.

B Good Postal address for all data (incl. backups/archives) is clearly specified.

C Sufficient Postal address for main data is clearly specified.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

5.1.1.1 Background Information

The permission to use a Cloud Service Provider as a data processor is sometimes affected by local
regulations regarding the Cloud Service Customer. This is typically related to data privacy laws as
well as financial authority regulations, and therefore directly related to the use case of the cloud
service. This leads to the Cloud Service Customer being obligated to provide address information
for the hosting of the customer master data for personal physical access. In the context of data
privacy regulations, this also applies to mirrored data sources and backups/archives.

5.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

Trusted Cloud  DE Yes . No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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Austrian Cloud AT

5.1.1.3 Reference Information

e.g. German guide:
http://staraudit.org/fileadmin/userdaten/dokumente/publications/EuroCloud-GuidelineLaw.pdf

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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5.1.2 A02-502-C01-Q02

Is it possible to limit the physical server hosting of customer data to a certain
Evaluation: region, country, physical address or judicial area if potential multiple sites are in
place?

Guarantee that no backups or recovery services are maintained outside of the
specified region. This also applies to the service and operations staff, which must
be located within the specified region.

o e

A Excellent The physical location can be mandated.

B Good The country can be mandated.

C Sufficient The country, region or judicial area (please specify) can be mandated.
D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

5.1.2.1 Background Information

To avoid uncertain situations for the Cloud Service Customer as data controller (see also A02-S02-
C01-Q01), a specific geo-assignment can be negotiated.

5.1.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

for Self-Assessment for Certification

Catalogue Validity

Trusted Cloud DE No
Austrian Cloud AT No

5.1.2.3 Reference Information

When contracting with a cloud service provider, it is good practice for the customer to ensure that
there is a warranty or legal contractual assurance with respect to the geographical location of its
stored or archived data. The customer should also consider adopting a reporting or audit
mechanism to monitor compliance with this requirement.

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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Several major providers offer a number of “regional zones” in which customer can be assured their
data will remain. For example, Amazon’s sign-up process includes a choice of storage domains
aws.amazon.com/s3/faqs/#Where is my data stored, and Amazon’s AWS Customer Agreement
(updated in 2011) includes provision forbidding content transfer from the selected region without
notification unless required for compliance with the law or requests from government entities
aws.amazon.com/agreement/.

Fundamentally, the data protection principles apply to the processing of personal data irrespective
of the geographical location chosen by the customer or provider. The legal contract with the cloud
provider is the means by which the customer ensures that its legal obligations are fulfilled.

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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5.2 Data Access by Customer
5.2.1 A02-S02-C02-Q01

In the case of disputes about the delivery of the service, the Cloud Service

AEINEVL S Customer is guaranteed unrestricted access to the data and the Cloud Service
Provider must remain bound to the data archiving requirements.

Ensuring the Cloud Service Customer’s right to access its data in the case of unclear
payment balances or other contractual obligations. The service itself can be
interrupted.

Mandatory

D e

The Cloud Service Customer can still use the service for at least 4 weeks
A Excellent after first formal notice of potential service interruption; archiving
remains active. Data access is granted for the following 12 months.

The Cloud Service Customer can still use the service for at least 2 weeks
B Good after first formal notice of potential service interruption; archiving
remains active. Data access is granted for the following 6 months.

It is confirmed that data will be accessible for at least the following 3

ffici

C Sufficient months.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

5.2.1.1 Background Information

A standard rule should be to agree on the fact that the data are owned by the Cloud Service
Customer. This leads to the requirement of defining appropriate procedures to hand over the
Cloud Service Customer’s data at any time, independent of any dispute regarding service delivery.

5.2.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global

Trusted Cloud  DE _ No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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Austrian Cloud AT Yes No

5.2.1.3 Reference Information

The customer will want to ensure that it maintains the right to have data returned upon
termination of the contract and that the contract is specific about the format in which the data are
to be returned. The terms should be clear on the length of time during which data will be retained
by the provider for the customer to retrieve it, as well as details of charges or conditions, if any,
relating to such retrieval.

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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5.2.2 A02-502-C02-Q02

In the case of abnormal contract termination, is there a guarantee that the Cloud
SEILEL L Service Provider will not delete the data and will retain the archives specific to the
Cloud Service Customer?

m Guaranteed data recovery.

D e

It is confirmed that data will remain accessible for at least the following 6
A Excellent months and will not be deleted without written confirmation by the
Cloud Service Customer.

It is confirmed that data will remain accessible for at least the following 6

B Good .
months or can be recovered form backup media.
. It is confirmed that data will remain accessible for at least the following 3
C Sufficient .
months or can be recovered from backup media.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

5.2.2.1 Background Information

In reference to A02-S02-C02-Q01, the Cloud Service Provider should respect the Cloud Service
Customer’s data ownership and avoid serious consequences for the Cloud Service Customer in
terms of data deletion without a prior exit process confirming the handover of data to the Cloud
Service Customer in an appropriate format. See also Area 6 — SaaS for data export requirements.

5.2.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

No
No

Trusted Cloud DE
Austrian Cloud AT

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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5.2.2.3 Reference Information

The contract should outline the procedure agreed between the parties regarding the deletion of
data. The customer will want to know whether the provider will delete its data upon termination
of the contract.

It is likely that in order for the customer to ensure compliance with its legal obligations with
respect to data privacy and to preserve confidentiality, it will want all copies of data in the
possession of the provider to be deleted after the customer has exercised its right to have the data
returned.

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
Contact: info@staraudit.org Page 37



\DED BY EUR
ST,

/E-urocloud
oo

StarAudit Catalogue StarAudit Area 2: Contract

5.2.3 A02-S02-C02-Q03

Evaluation: Is the protection of the Cloud Service Customer’s data and its access to that data
ensured in the case of bankruptcy of the Cloud Service Provider?

Rating: * ok ok ok ok
Full procedure description and clear statement entitling the Cloud Service
Customer to the same level of access from any successor of the operational service.
N e

The Cloud Service Customer is explicitly entitled to
unconditional access to its data from any legal successor of

A Excellent the Cloud Service Provider and/or subcontractor involved in
physical hosting; confirmed by all currently involved
contractors.

The Cloud Service Customer is explicitly entitled to

B Good unconditional access to its data from any legal successor of

the Cloud Service Provider.
- The contract grants the Cloud Service Customer

C Sufficient " )
unconditional access to its data.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

5.2.3.1 Background Information

The Cloud Service Provider must ensure that data access (not the service itself) is available even in
the event that the CSP is not reachable. It is recommended to provide funds to subcontractors for

an appropriate time to cover special handling and service costs, and to establish a procedure and a
list of entitled customers that may access their data without the CSP as intermediate facilitator.

5.2.3.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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Trusted Cloud DE Yes No
Austrian Cloud AT No No

The first issue arises because the user is the legal owner of the data.
Bankruptcy courts only have jurisdiction over property of the estate, i.e. property of the debtor.

Therefore, it is critical that any agreement concluded with a provider clearly specifies what data
and features are owned by the user.

This question must be carefully considered and covered comprehensively in the service
agreement. It is easy to understand that text entered into a cloud-based word processing
application by a user is that user’s property. However, consider questions to which the answers
are not quite as obvious:

1. Who owns the user’s name or the right to sell that name (or the user’s purchasing habits, or the
purchasing habits of the user’s customers if the user is a seller of goods or services itself) as part of
a customer list?

2. If the user is a software developer whose applications are housed on the servers of an laaS
provider, who owns the software code that makes the application interact with the server’s
operating system?
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6 Legal Data Protection Requirements
6.1 Technical and Organisational Procedures

6.1.1 A02-S03-C01-Q01

Is the usage and processing of personal data clearly defined for the type of service?

The role and functional description of the Cloud Service Provider as data processor
is clearly detailed (if applicable).

Mandatory (if personal data processing is within the scope)

) T

Excellent A certification statement for data privacy compliance is in place.
B Good A full description of technical and organisational measurements (TOM) is
in place.
A formal document specifying the obligations of the data processor
C Sufficient (Cloud Service Provider) and data controller (Cloud Service Customer) is
in place.
D Major gaps Please comment on reasoning

Not acceptable Please comment on reasoning
Not applicable Please comment on reasoning

6.1.1.1 Background Information

If the CSP functions as data processor, it is in the interest of both parties (CSC and CSP) to clearly
specify their respective duties and obligations as part of their agreement.

Beside this, several countries legally mandate clarification of the level of data processing and the
division of duties between the data controller (CSC) and data processor (CSP) as well as assurance
of compliance with the personal rights of individuals (e.g. data correction and deletion) upon valid
request. Please refer to the EuroCloud Data Privacy Guide for further details.

6.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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Trusted Cloud DE
Austrian Cloud AT

6.1.1.3 Reference Information

https://staraudit.org/fileadmin/userdaten/emaillinks/ecsa-data-privacy-audit-guide.pdf

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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6.1.2 A02-S03-C01-Q02

Is it clearly stipulated that any change made to the service that may affect the
Evaluation: nature of personal data processing must be agreed to and confirmed by the Cloud
Service Customer (data controller)?

m Please refer to StarAudit Data Privacy Audit Guide

I e

A full description of the planned change must be provided; the Cloud
A Excellent Service Customer’s confirmation is required before the change becomes
effective for the Cloud Service Customer.

A full description of the planned change must be provided and a

B Good cancellation period guaranteed.

C Sufficient A pre-notification followed by a cancellation period is guaranteed.
D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

6.1.2.1 Background Information

Any deviation of the specifications stipulated in A02-S03-C01-Q01 must be reviewed and
confirmed as applicable by the Cloud Service Customer in terms of the legal obligations for data
controllers in the Cloud Service Customer’s country before the change can become effective.

6.1.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

Trusted Cloud DE No

No

Austrian Cloud AT No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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6.1.2.3 Reference Information

https://staraudit.org/fileadmin/userdaten/emaillinks/ecsa-data-privacy-audit-guide.pdf

The cancellation period is the contractual lead time to exit the service in case there is no consent
about the planned change. The key goal is that the customer is notified about such changes
upfront and is able to exit the service should it see serious problems in terms of compliance.

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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6.1.3 A02-S03-C01-Q03

Are procedures defined for the correction, deletion, and restriction of processing of
Evaluation: personal data upon the affected individual’s request, and what are these
procedures?

m Please refer to StarAudit Data Privacy Audit Guide

] e

All procedures are attested by a data privacy auditor according to local

Excellent
law.
The procedures are described and can be performed directly by the
B Good . . . .
Cloud Service Customer via appropriate service features.
C Sufficient The appropriate procedures are described in the SLA.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

6.1.3.1 Background Information

In reference to A02-S03-C01-Q01, the details of data processing must clearly specify the
procedures for the handling of requests by affected individuals to change their personal data. A
simple example would be the disclosure of birthdays in an aggregated list made public to other
persons. An individual might request the exclusion of his or her birthdate from such processing,
and a procedure to handle such requests must be in place to coordinate the execution between
data processor and data controller. This may occur via configuration options on the application
level that are under the full control of the data controller.

6.1.3.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global

Trusted Cloud DE No No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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Austrian Cloud AT

6.1.3.3 Reference Information

https://staraudit.org/fileadmin/userdaten/emaillinks/ecsa-data-privacy-audit-guide.pdf

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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6.2 Local Data Protection Requirements

6.2.1 A02-S03-C02-Q01

Evaluation: Is the Cloud Service Customer entitled to request a signed written data protection
agreement from the contractor?
Some countries require a written contract if data privacy regulations apply (only for
specific countries).

Mandatory (if required by local law)

e e

A procedure for providing a contract signed by both parties is

R established.
B Good A contract in compliance with local regulations is offered by default.
C Sufficient A contract .in compliance with local regulations can be requested by the
Cloud Service Customer.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

6.2.1.1 Background Information

Some countries mandate the existence of a legal binding contract, which in most cases is satisfied
by a written contract countersigned by legally representatives of both the Cloud Service Customer
and the Cloud Service Provider.

6.2.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Validity for Self-Assessment for Certification

Trusted Cloud  DE Yes . No

Austrian Cloud AT No No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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valid

6.2.1.3 Reference Information

Some countries mandate a written data privacy agreement to be signed by both parties (data
controller = Cloud Service Customer, data processor = Cloud Service Provider)

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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6.2.2 A02-503-C02-Q02

Are relevant details provided for the implementation of technical and
SNBSS organisational measures in order to fulfil the national obligations of a data
controller?

m Please refer to StarAudit Data Privacy Audit Guide

I e

The technical and organisational measures are fully approved against

A Excellent .
local regulation.
B Good The technical and organisational measures are publicly available.
C Sufficient The technical and organisational measures are outlined in the contract.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

6.2.2.1 Background Information

See reference information.

6.2.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

for Self-Assessment for Certification

Trusted Cloud DE No
Austrian Cloud AT No

6.2.2.3 Reference Information

This evaluation is directly related to national data privacy regulations. Requirements may vary
depending on the chosen country.

A general guideline applying to European data protection laws is available in the SA Data Privacy
Guide.

StarAudit Catalogue This document is for internal use only.
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These requirements may be overruled by local regulation to some extent.

See further examples such as the German data privacy requirements:
http://www.cloudingsmes.eu/wordpress/wp-content/uploads/2014/07/EuroCloud GuidelineLaw-
DP-C EN1.pdf

StarAudit Catalogue This document is for internal use only.
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7 Service Level Agreements
7.1 General Requirements
7.1.1 A02-S04-C01-Q01

Evaluation: Is the service level agreement (SLA) part of the overall contract and does it
sufficiently describe the guarantee of service quality?
Provide appropriate service level objectives that can be monitored by the Cloud
Service Customer

e

The SLA details clear service objectives, metrics and ongoing evidence of

A Excellent .
compliance.
B Good The SLA provides clear service objectives and metrics.
C Sufficient A SLA is part of the contract.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning
7.1.1.1 Background Information

There are no specific requirements regarding the extent of SLAs, but any indicator that is part of
the service fulfiiment must be trackable through appropriate data provisioning to allow the Cloud
Service Customer to verify its fulfilment.

7.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Validity for Self-Assessment for Certification

StarAudit Global
Trusted Cloud DE
Austrian Cloud AT

No
No

StarAudit Catalogue This document is for internal use only.
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7.1.1.3 Reference Information

http://ec.europa.eu/digital-agenda/en/cloud-select-industry-group-service-level-agreements

StarAudit Catalogue This document is for internal use only.
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7.2 Verifiability
7.2.1 A02-S04-C02-Q01

AEINERLLE Y |s the fulfilment of the SLA verifiable by the Cloud Service Customer?

Rating: I

At least quarterly reports or direct dashboard with specified KPIs.

Mandatory

D e

The Cloud Service Customer can track SLA compliance via service

A Excellent .
monitoring tools.
B Good The Cloud Service Customer can request a specific SLA report.
C Sufficient The SLA fulfilment is justified by service reporting on a quarterly basis.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

7.2.1.1 Background Information

Any indicator that is part of the service fulfilment must be trackable through appropriate data
provisioning to allow the Cloud Service Customer to verify its fulfilment. Ideally, this can be done
using a dashboard of relevant SLA performance indicators (availability, outages and affected areas,
known performance digressions, service windows, etc.) and related service desk activates with
average resolution indicators in relation to specified severity levels.

7.2.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

for Self-Assessment for Certification

Trusted Cloud DE No
Austrian Cloud AT No

StarAudit Catalogue This document is for internal use only.
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7.2.1.3 Reference Information

http://www.etsi.org/deliver/etsi tr/103100 103199/103125/01.01.01 60/tr 103125v010101p.p
df
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7.3 Service Disruption

7.3.1 A02-504-C03-Q01

Does the SLA include penalty agreements in case of insufficient service quality?

The situation of not meeting the SLA targets may have serious implications for the
Cloud Service Customer and must be clarified on a contract level.

e

The penalty is specified with different escalation scenarios which might
A Excellent lead onto serious implications for the Cloud Service Customer with
appropriate compensation.

Good The Cloud Service Customer can opt in to several insurance levels.
Sufficient A penalty or compensation clause is included in the contract.
Major gaps Please comment on reasoning

Not acceptable Please comment on reasoning

m m O O W

Not applicable Please comment on reasoning

7.3.1.1 Background Information

It is not mandatory to negotiate penalties, but there should at least be a clear description of
resulting consequences in case of nonfulfillment of the SLA targets.

7.3.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

for Self-Assessment for Certification

Trusted Cloud DE No
Austrian Cloud AT No

StarAudit Catalogue This document is for internal use only.
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In general, penalties for not meeting a specified service level should be defined in the same
section. It is recommended to use a non-linear structure where the rate of penalty increases with
the severity of nonfulfillment. Two illustrative examples:

Example 1: Penalty equals 5% of the periodic charge for each 0.2% that the availability falls below
the target value. This means that if availability is specified at 99.8%, there will be a 5% penalty if it
drops below 99.6%, 10% if it drops below 99.4%, etc.

Example 2: Penalty of 5% if the availability falls 0.2% below target, then an additional 2% penalty
for each further 0.1% shortfall. If the shortfall reaches 1%, the penalty is 25%, with every further
0.1% shortfall resulting in an extra 5% penalty. This is shown graphically below for a 99.8%
availability target.
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7.4 Terms in Case of Bankruptcy

7.4.1 A02-S05-C01-Q01
Evaluation: Is the cloud service secured by an escrow agreement for continuation by other
. parties? Not mandatory (optional).
A formal escrow holder is specified who is responsible for supporting the Cloud
Service Customer in regard to data archiving and transfer.

Escrow agreement which entitles the Cloud Service Customer to be covered.

Not mandatory (optional)

] e

A direct agreement between Cloud Service Customer, Cloud Service

Fealeit Provider and escrow agent is in place.
B Good An escrow agreement with explicit Cloud Service Customer entitlement
is in place.
C Sufficient A standard escrow agreement is in place.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

7.4.1.1 Background Information

This evaluation is relevant for special cloud services that entail a very high dependency on the part
of the Cloud Service Customer as business-critical services. This could lead to a situation where the
Cloud Service Customer requires the option to keep the service up and running with its own or
third-party-managed resources, which requires access to software and related runtime
components for service recovery as an alternative until standard service operations are recovered.

7.4.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global

Trusted Cloud ~ DE _ No

Austrian Cloud AT No No
StarAudit Catalogue This document is for internal use only.
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7.4.1.3 Reference Information

None.
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7.4.2 A02-S05-C01-Q02
Evaluation: Is the unrestricted right granted to the Cloud Service Customer to access its data in
case of bankruptcy of the data centre owner hosting the physical data?
The contract or a separate legal entitlement grant the Cloud Service Customer
access to its data at the physical location of data storage.

Mandatory

] e

The Cloud Service Customer is explicitly entitled to unconditional access

Excellent to its data with a confirmed statement by the DC owner.

B Good The Cloud Service Customer is explicitly entitled to unconditional access
to its data hosted by the DC owner by a certificate of authority.

C Sufficient The contract grants the Cloud Service Customer unconditional access to
its data hosted by the DC owner.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

7.4.2.1 Background Information

In case of bankruptcy of the Cloud Service Provider, the Cloud Service Customer may face serious
problems in regard to accessing its data without having a clear entitlement upfront. Data are
typically hosted at a subcontractor site (co-location, DC, laaS provider), and the subcontractor
might deny such a request due to unclear communication channels with the Cloud Service
Provider as legal entity. Ultimately, the Cloud Service Customer can enforce its rights through a
court, but this typically entails a delay of several weeks or months. This situation can be avoided
with a written entitlement of the Cloud Service Customer as justification towards any successors
or insolvency agents.

7.4.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global

Trusted Cloud  DE _ No
StarAudit Catalogue This document is for internal use only.
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Austrian Cloud AT No No
7.4.2.3 Reference Information
None.
StarAudit Catalogue This document is for internal use only.
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7.4.3 A02-S05-C01-Q03

Is the unrestricted right granted to the Cloud Service Customer to access the
SEILEL R archives of its data together with appropriate documentation of the data
structure?

The procedures of data export and data separation must be specified, as musts the
handover procedures and data format description for this export type.

D e

A Excellent A procedure with data export structure and self-service portal is in place.
B Good A procedure with data export structure is in place.

C Sufficient A procedure is documented.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

7.43.1 Background Information

There are several standard use cases that require the control of data as raw format independent
of the specific cloud service. Typical samples are financial records, CRM core data, etc. Therefore,
appropriate procedures, services and documentation of data structures should be in place to
guarantee data transfer and data portability for cloud-service-independent handling.

7.4.3.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

for Self-Assessment for Certification

Catalogue Validity

Trusted Cloud DE No
Austrian Cloud AT No

7.4.3.3 Reference Information

Portability design recommendations:
https://www.oasis-open.org/committees/tc_home.php?wg abbrev=tosca
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8 Terms for Pricing and Cost Allocation
8.1 Terms for Pricing and Cost Allocation

8.1.1 A02-S06-C01-Q01

Are the pricing units and service costs described in a transparent way?

A sample calculation with all ramp up costs and dynamic price items must be
provided.

D e

A dynamic decision-based price calculator to identify the best offering is

A Excellent .
in place.
B Good An online calculator is in place.
C Sufficient A standard pricing scheme is in place.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

8.1.1.1 Background Information

The price model must be transparent, and in case of bundled options, appropriate guidance
should be available to determine the best option. It should be guaranteed that there are no
hidden costs that are added on top of the resulting service price. It is of course valid to outline
non-included costs, and specify under which circumstances such costs will be charged with typical
costing samples.

8.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

for Self-Assessment for Certification

Trusted Cloud DE No

Austrian Cloud AT No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.

Contact: info@staraudit.org Page 61



ﬁuc(loud

StarAudit

8.1.1.3 Reference Information

None.
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8.1.2 A02-S06-C01-Q02

Is the Cloud Service Customer allowed to change to an appropriate pricing option
SEINEVLL S offered by the Cloud Service Provider as a public option according to the usage
forecast (upgrade/downgrade)?

Early adopters should not be forced to stay in an expensive pricing scheme if the
general prices are being lowered.

D e
A

The Cloud Service Customer can change directly to appropriate better

Excellent . _
pricing schemes within the current agreement.

The Cloud Service Customer receives direct offers for cheaper pricing

B Good .
options.

C Sufficient The Cloud Service Customer can opt for a different standard pricing
scheme.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

8.1.2.1 Background Information

Early service users should not be forced to stay in a less attractive pricing model if better
alternatives are being offered for public use.

8.1.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

Trusted Cloud DE No No
Austrian Cloud AT No No
8.1.2.3 Reference Information

Similar to package upgrades on mobile phone contracts. Can be combined with extension of the
contract booking period.

StarAudit Catalogue This document is for internal use only.
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9 Specific Questions (optional)
9.1 Special Use Case Requirements

9.1.1 A02-S07-C01-Q01

Are the procedures for digital signing of data objects in accordance with national
law? Not mandatory (optional).

Evaluation:
Rating: IS

Bookkeeping services might need to comply with local regulations.

Not mandatory (optional)

D e

A Excellent ISAE3402 attestation.

B Good Attestation by appropriate auditors.

C Sufficient A compliance statement by the Cloud Service Provider if applicable.
D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

9.1.1.1 Background Information

Several countries specify requirements for the use of digitally signed data in terms of legal
acceptance.

9.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Global

Trusted Cloud DE No No

Austrian Cloud AT No No
9.1.1.3 Reference Information

http://europa.eu/legislation summaries/information society/other policies/124118 en.htm

StarAudit Catalogue This document is for internal use only.
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9.1.2 A02-S07-C01-Q02

Evaluation: Is the role of an external auditor or examiner entitled by law described for third
party data access (read-only)? Not mandatory (optional).

Rating: I

A special role to allow third parties (e.g. financial authorities) to access data in
read-only mode.

m Not mandatory (optional)
s semens 1

A special external auditor role can be assigned, with granular access

A R settings that can be modified by the Cloud Service Customer.
B Good A special external auditor role can be assigned.

C Sufficient A read-only mode role can be assigned.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

9.1.2.1 Background Information

Especially during audit procedures by fiscal authorities or internal compliance audits, it can be
necessary to allow access to relevant data without the risk of compromising the data through this
activity. Therefore, a read-only role that is clearly assigned to the data areas relevant for auditing
is required.

9.1.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

for Self-Assessment for Certification

Trusted Cloud DE No

Austrian Cloud AT No
9.1.2.3 Reference Information
None.
StarAudit Catalogue This document is for internal use only.
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9.1.3 A02-S07-C01-Q03

Is the data relevant for tax purposes clearly described and compliant to local laws
and regulations? Not mandatory (optional).

Evaluation:

Rating: IS

Attestation of compliance with Cloud Service Customer tax regulations.

Not mandatory (optional)

I e

A Excellent Tax authority compliance statement.

B Good Attestation by appropriate auditors.

C Sufficient A compliance statement by the Cloud Service Provider if applicable.
D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

9.1.3.1 Background Information

The use of cloud services that are related to tax booking must comply with local regulations in the
Cloud Service Customer’s country.

9.1.3.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Trusted Cloud DE No No
Austrian Cloud AT No No
9.1.33 Reference Information
None.
StarAudit Catalogue This document is for internal use only.
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9.1.4 A02-S07-C01-Q04

Is any access to or modification of compliance documents registered by monitoring
SEIELE S and logging systems that are secured against manual intervention? Not mandatory
(optional).

m Not mandatory (optional)

D e

A Excellent Accounting authority compliance statement.

B Good Attestation by appropriate auditors.

C Sufficient A compliance statement by the Cloud Service Provider if applicable.
D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

9.1.4.1 Background Information

As long as the service is offered as an auditable system of record, it must be guaranteed that
appropriate versioning and change-tracking features are in place to register changes and preclude
unauthorized access that could cause untracked or anonymous changes.

9.1.4.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Validity for Self-Assessment for Certification

Trusted Cloud DE No No
Austrian Cloud AT No No
9.1.4.3 Reference Information
None.
StarAudit Catalogue This document is for internal use only.
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9.1.5 AO02-507-C01-Q05

Evaluation: Is it possible to prevent the physical deletion of data objects if required by local
laws/regulations? Not mandatory (optional).

Rating: IS
Appropriate service specification to avoid a manipulation of special data and
documents without appropriate change tracking.
m Not mandatory (optional)
e e

A Excellent Accounting authority compliance statement

B Good Attestation by appropriate auditors

C Sufficient A compliance statement by the Cloud Service Provider if applicable
D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

9.1.5.1 Background Information

Certain use cases, especially in the area of financial records, might require a guarantee of non-
deletion of any versions, transaction records etc.

9.1.5.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

Trusted Cloud DE No No
Austrian Cloud AT No No
9.1.5.3 Reference Information

Important reference information:
http://ec.europa.eu/justice/contract/cloud-computing/expert-group/index en.htm

The Expert Group was established to assist the Commission in identifying safe and fair contract
terms and conditions for cloud computing services for consumers and small firms.

StarAudit Catalogue This document is for internal use only.
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The Group is to take account of existing best market practices regarding terms and conditions in
cloud computing contracts, the protection of individuals with regard to the processing of personal
data, and the free movement of such data (as required under of Directive 95/46/CEC).

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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Due to the usage of the Internet for the transfer of sensitive data and the inclusion of third-party
providers for data hosting and data processing, there are various security requirements for
achieving an adequate level of risk that is manageable by the Cloud Service Customer. This is
complicated to some extent by the use of multiple sourcing providers in a multi-layered supply
chain of hosting, infrastructure, platform and software services.

In general, most IT certification schemes focus on Information Security Management Systems
(ISMS) with the intent of securing data against unauthorized access. According to the European
data privacy regulations, there are several requirements addressing the personal rights of
individuals whose data are processed by foreign parties. The intent of these formal requirements
is to allow such third-party data processing without permission from each individual, which would
typically be unaffordable for most companies. However, the company that uses a cloud service for
data processing always remains the data controller. To fulfil this role, the company is obligated to
implement appropriate organisational and technical measures that must in turn be guaranteed by
the Cloud Service Provider as data processor.

The following evaluations are designed to enable the Cloud Service Customer to perform suitable
risk assessment for the use of a specific cloud service and gather evidence for the appropriate
separation of roles and duties as per the associated data privacy requirements. It is important to
note that the security requirements are directly related to the type of data, the relevance of the
business operations, and the potential impact due to service interruption and unauthorized
disclosure of data. From case to case, it may be necessary to extend the current scope of security
and data privacy evaluations to include additional, mutually defined controls so as to meet the
internal criteria for compliance, security and data privacy.
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11 Security Management
11.1 Organisational Requirements

11.1.1 A03-S01-C01-Q01

Evaluation: Is an ISMS established with reference to ISO 270017

Rating: IS

Provide evidence of effective security management.

Mandatory
o e
A Excellent ISO 27001 certificate with appropriate scope is in place.
B Good ISO 27001-compliant ISMS is established and managed.
C Sufficient ISMS is in place and managed.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

11.1.1.1  Background Information

The establishment of an Information Security Management System is a base requirement for any
professional Cloud Service Provider. The effectiveness of the ISMS is typically measured by the
following core processes:

IT and business alignment

Information security risk management process

e Compliance processes

e Awareness process

Audit processes

ISO 27001 is an excellent baseline for establishing an internal framework of controls suitable for
the service within the scope of this assessment.

11.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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Catalogue Validity for Self-Assessment for Certification

No
No

StarAudit Global
Trusted Cloud DE
Austrian Cloud AT

11.1.1.3 Reference Information

ISO/IEC 27001 formally specifies an Information Security Management System (ISMS), a suite of
activities that deal with management of information security risks.

The ISMS is a management framework through which the organisation identifies, analyses and
addresses its information security risks.

The ISMS ensures that the security arrangements are fine-tuned to keep pace with changes in
terms of the security threats, vulnerabilities and business impacts.

CSA: The security program shall include, but not be limited to, the following areas insofar as they
relate to the characteristics of the business:
e Risk management
Security policy
Organisation of information security
Asset management
Human resources security
Physical and environmental security
Communications and operations management
Access control
Information systems acquisition, development, and maintenance

NIST: http://csrc.nist.gov/publications/nistpubs/800-55-Rev1/SP800-55-revl.pdf

StarAudit Catalogue This document is for internal use only.
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11.1.2 A03-S01-C01-Q02

Are there security policies in place with reference to ISO 27001 and/or ENISA?

m Provide evidence of appropriate controls in relation to common and newly

identified security threads.
e e

Validated against ISO 27001 or ENISA with a scope on cloud service.
A Excellent Some controls/KPlIs are implemented, and they indicate the efficiency
and fulfilment of the security policies.

Mandatory

Good ISO 27001-compliant policies are in place.
Sufficient Adequate policies are in place.
Major gaps Please comment on reasoning

Not acceptable Please comment on reasoning

m m O O W

Not applicable Please comment on reasoning

11.1.2.1  Background Information

ENISA, supported by a group of experts comprised of representatives from the industry, academia
and governmental organisations, has conducted risk assessment on cloud computing business
models and technologies in the context of the Emerging and Future Risk Framework project. The
result is an in-depth and independent analysis outlining some of the information security benefits
and key security risks of cloud computing. The report also provides a number of practical
recommendations.

The ISO 27002 standard stipulates a control framework focusing on:
e Risk assessment and treatment

Security policy

Organising information security

Asset management

Human resources security

Physical and environmental security

Communications and operations management

Access control

StarAudit Catalogue This document is for internal use only.
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Information systems acquisition, development and maintenance
Information security incident management

Business continuity management

Compliance

Some of the above assessments are reiterated intentionally in other areas with a specific
relationship to cloud service management. Nevertheless, the above areas are relevant for all
parties involved in the provisioning of a cloud service.

11.1.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Validity for Self-Assessment for Certification

Austrian Cloud AT No No

11.1.2.3 Reference Information

http://www.enisa.europa.eu/activities/risk-management/files/deliverables/cloud-computing-risk-
assessment

http://en.wikipedia.org/wiki/ISO/IEC 27002

https://resilience.enisa.europa.eu/article-13/guideline-for-minimum-security-measures/technical-guide-
line-for-minimum-security-measures-v1.0
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11.1.3 A03-S01-C01-Q03

Evaluation: Is the administrative remote access to sensitive systems (identity management,
 databases and personal data) sufficiently protected?

m No VPN access is allowed, only a dedicated virtual desktop with no data transfer

options.

Mandatory

0 T

Excellent Only dedicated access through a dedicated network line.
B Good Screen sharing only via a controlled and secured system.
C Sufficient Evidence that remote access to sensitive areas is not allowed through
VPN without IP verification or at least 2-factor-authentication.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

11.1.3.1  Background Information

A key objective is to mitigate the risk of unauthorized bulk transfer of sensitive data. Protection of
key systems against any kind of mass data transfer can be achieved simply by implementing
intermediate systems that can only be accessed through screen sharing and have no data transfer
capability. Furthermore, access to such a bridging host should be limited to certain network
segments protected by highly secure authentication mechanisms.

11.1.3.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global

Trusted Cloud DE No No

Austrian Cloud AT No No
StarAudit Catalogue This document is for internal use only.
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11.1.3.3 Reference Information

http://www.enisa.europa.eu/activities/risk-management/files/deliverables/cloud-computing-
information-assurance-framework/at download/fullReport

See chapter Datacentre PHYSICAL SECURITY

As with personnel security, many of the potential issues arise because the IT infrastructure is
under the control of a third party. Like with traditional outsourcing, the effect of a physical
security breach can have an impact on multiple customers (organisations).

StarAudit Catalogue This document is for internal use only.
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11.1.4 A03-S01-C01-Q04

Evaluation: Is cryptographic key management established and are the key users separated
" from the key managers?

Rating: IS

m Evidence of key management.
T e

A Excellent Certified according to ISO 27001 (within the scope of the audit).
B Good In line with ISO 27002 code of practice for crypto-management.
C Sufficient In line with ENISA assurance framework.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

11.1.4.1  Background Information

Key management refers to the management of cryptographic keys in a cryptosystem. This includes
the generation, exchange, storage, use, and replacement of keys. It also includes cryptographic
protocol design, key servers, user procedures, and other relevant protocols.

Key management concerns keys at the user level, either between users or between systems. This
is in contrast to key scheduling, which typically refers to the internal handling of key material
within the operation of a cypher.

Successful key management is critical to the security of a cryptosystem. In practice, it is arguably
the most difficult aspect of cryptography because it involves system policy, user training,
organisational and departmental interactions, and coordination between all of these elements.

11.1.4.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global
StarAudit Catalogue This document is for internal use only.
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Trusted Cloud DE No No
Austrian Cloud AT No No

http://www.enisa.europa.eu/activities/risk-management/files/deliverables/cloud-computing-
information-assurance-framework/at download/fullReport

See 6.4.4. KEY MANAGEMENT
For keys under the control of the cloud provider:

e Are security controls in place for reading and writing the keys? For example, strong
password policies, keys stored in a separate system, hardware security modules (HSM) for
root certificate keys, smart-card-based authentication, direct shielded access to storage,
short key validity, etc.

e Are security controls in place for using the keys to sign and encrypt data?

e Are procedures in place for the event of a key being compromised, e.g. key revocation lists?

e Isthe key revocation mechanism able to deal with simultaneity issues for multiple sites?

e Are customer system images protected or encrypted?

e See also http://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-130.pdf

StarAudit Catalogue This document is for internal use only.
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11.1.5 A03-S01-C01-Q05

Is communication with all relevant parties guaranteed in the case of security
breaches and unauthorized data access?

Evaluation:

Rating: ok ok ok

Communication plan with all parties in the case of security breaches as part of the
security policies.

Mandatory
o e
A Excellent Certified in accordance with I1ISO 27001 (within the scope of the audit).
B Good In line with ENISA good practices for incident management.
C Sufficient In line with ISO 27035 information security incident management.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

11.1.5.1  Background Information

ISO/IEC 27035:2011 details a best-practice approach to information security incident
management. It provides a structured approach for:
e Detecting, reporting and assessing information security incidents.
e Responding to and managing information security incidents.
e Detecting, assessing and managing information security vulnerabilities.
e Continuously improving information security and incident management as a result of
analysing information security incidents and vulnerabilities.

In practice, the goal is to:
e Minimize the number and severity of security incidents.
e Assemble the core Computer Security Incident Response Team (CSIRT).
e Define an incident response plan.
e Minimize risks and mitigate potential damage.

11.1.5.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Catalogue This document is for internal use only.
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Catalogue Validity for Self-Assessment for Certification

StarAudit Global
Trusted Cloud DE
Austrian Cloud AT No No

11.1.5.3 Reference Information

http://www.iso.org/iso/catalogue detail?csnumber=44379
https://www.enisa.europa.eu/activities/cert/support/incident-management

StarAudit Catalogue This document is for internal use only.
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11.1.6 A03-S01-C01-Q06

Are all involved staff members obliged to undergo Awareness Training (including IT

security) on a regular basis?

' A - Evidence of training and testing by a training institute for 1SO-27001-compliant

training
) e

B - Evidence of training and testing
Evidence of training and testing by a training institute authorised for ISO

C - Training plan and participation plan provided

Mandatory

R 27001 training.
B Good Policies are in place and confirmed (signed) by each employee or
vicariously for all employees by the workers’ union.
C Sufficient Training plan and participation plan provided.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

11.1.6.1  Background Information

e Product assurance
o ISO/IEC 15408, Common Criteria
o ISO/IEC 19790, Security Requirements for Cryptographic Modules (similar to NIST
FIPS 140-2)
o ISO/IEC TR/19791, Security Assessment of Operational Systems

e Process assurance

ISO/IEC 21827, SSE Capability Maturity Model (SSE-CMM®)

o ISO/IEC 17799, Code of Practice for Information Security Management.
o COBIT — Control Objectives for Information and Related Technology

o ISA S99 standard draft: Concepts and Process Guidance

O

11.1.6.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Catalogue This document is for internal use only.
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Catalogue Validity for Self-Assessment for Certification

StarAudit Global
Trusted Cloud DE
Austrian Cloud AT

11.1.6.3 Reference Information

http://www.enisa.europa.eu/activities/cert/support/exercise/good-practice-guide-on-training-
methodologies
http://www.enisa.europa.eu/activities/cert/support/exercise/roadmap-to-provide-more-
proactive-and-efficient-cert-training

StarAudit Catalogue This document is for internal use only.
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11.1.7 A03-S01-C01-Q07

Are the operational staff trained in policies related to access to personal data and
data privacy (especially according to the EU General Data Privacy Regulation)?

This is a combined control for three stars (“C”) or four stars (“B”). By choosing

answer “A”, the Cloud Service Provider shows a higher level of maturity within the

4-star rating.

A - Dedicated training with attestation;

B - Policies in place and confirmed by each individual;

C - Policies referenced in HR contract.

Mandatory

] e

Dedicated training with attestation for staff and appropriate

Excellent
“Guarantees for Subcontractors” are available.
Policies in place and confirmed (signed) by each employee or vicariously
B Good for all employees by the workers’ union. If applicable, data privacy
clauses are considered in the contracts with involved subcontractors.
- Policies are referenced in HR contract. If applicable, data privacy clauses
Sufficient ] . s
are considered in the contracts with involved subcontractors.
Major gaps Please comment on reasoning

Not acceptable Please comment on reasoning

m m O 0O

Not applicable Please comment on reasoning

11.1.7.1  Background Information

e An overview of personal data privacy in the EU
e The importance of an organisation-wide commitment to compliance with applicable data
privacy laws
e Basic EU data privacy principles
o Legal bases for collection, storage and use of personal data
Processing personal data
Notice requirements
Access by data subjects
Handling sensitive data
Other rights and duties
Transferring personal data
Handling complaints

O O O O O O O

StarAudit Catalogue This document is for internal use only.
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o Compliance guidelines

11.1.7.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Trusted Cloud DE No

No
Austrian Cloud AT Yes . No

11.1.7.3 Reference Information

http://www.echr.coe.int/Documents/Handbook data protection ENG.pdf

StarAudit Catalogue
Date: 15/12/20, Version 4.0 Rev. 04
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11.1.8 A03-S01-C01-Q08

Based on regular risk assessments or impact analyses, all relevant areas where
adequate data protection is required are identified. The scope includes all relevant
areas including applications, network, interfaces, storage, backup, archive and
third-party/subcontractor access.

m The need for data protection measures is regularly identified and defined (where

data are transferred, stored or processed)
T e

An adequate data protection certification (or guarantee acceptable
A Excellent according to the EU General Data Protection Regulation) for the Cloud
Service Provider is available.

Evaluation:

The risk appetite is defined and regularly reviewed (regularly meaning at least
every two years). Depending on the service and changing threat scenarios, once
per year may be the appropriate interval.

Optional for standard StarAudit, mandatory for the higher security level (e.g. health
services, research, development, intellectual property, insurance and financial
industry)

Adequate data protection measures (cryptography, anonymization,
B Good tokenization...) are identified, regularly reviewed and implemented. The
effectiveness of these measures is tested on a regularly.
. Data protection measures (cryptography, anonymization, tokenization...)
Sufficient . o .
are identified and defined.
Major gaps Please comment on reasoning

Not acceptable Please comment on reasoning

m m g 0O

Not applicable Please comment on reasoning

11.1.8.1  Background Information

11.1.8.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global

Trusted Cloud DE No No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.

Contact: info@staraudit.org Page 86



/a

uroCloud
=

StarAudit Catalogue StarAudit Area 3: Information Security

Austrian Cloud AT No No

11.1.8.3 Reference Information

StarAudit Catalogue This document is for internal use only.
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11.2 Preventive Measures

11.2.1 A03-S01-C02-Q01

SEIELE - Are regular security checks or penetration tests performed?

Rating: FAHRK (N) REEE (B) KEE ()

Proactive security monitoring and verification of procedures.

Mandatory

] e

Continuous monitoring of known vulnerabilities and cyber threats;

R regular penetration testing (at least every 6 months).
B Good Continuous monitoring of known vulnerabilities and cyber threats;
regular penetration testing (at least every 12 months).
C Sufficient Regular penetration testing (at least every 12 months).
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

11.2.1.1  Background Information

One-time or periodic provider assessments such as ISO 2700x, SSAE 16 or ISAE 3402 assure that a
certain set of controls and procedures was in place during the evaluation period. While these
assessments are a vital component of effective security management, they are nevertheless
insufficient without additional feedback in the intervals between assessments since they do not
provide real-time information, regular checkpoints or threshold-based alerting. Besides, the
effectiveness of cyber security provisions must be measured by individually defined penetration
tests in respect to the nature of the concrete functional and technical architecture of the specific
cloud service.

11.2.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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Trusted Cloud DE No No

11.2.1.3 Reference Information

https://www.enisa.europa.eu/activities/Resilience-and-CIIP
http://www.enisa.europa.eu/activities/Resilience-and-ClIP/cloud-computing/procure-secure-a-
guide-to-monitoring-of-security-service-levels-in-cloud-contracts

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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11.2.2 A03-S01-C02-Q02

Are regular emergency/disaster recovery tests (drills) performed and documented?

m Show the capability to deal with emergency situations and reduce the risk and

length of service interruptions.

Mandatory

0 T

Excellent Certified by ISO 27001 (within the scope of the audit).

Documented evidence of planning, preparation and drills (including
backup and restoration) for all contingencies including natural disasters,

B Good epidemics and labour disputes, carried out at least once during the past
18 months.
Documented evidence of planning, preparation and drills for backup and

C Sufficient restoration, carried out at least once during the past 18 months or
planned within the next 6 months.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

Not applicable Please comment on reasoning

11.2.2.1  Background Information

Although most of the arrangements for cloud service resilience focus on technical provisioning, it
is highly recommended to also identify potential non-technical situations that might affect the
cloud service and lead to its interruption. This can be caused by extreme weather conditions with
extended loss of electrical power, strikes, or disasters like flooding or earthquakes in the vicinity of
the physical location of the cloud service provisioning. In any case, this evaluation targets
awareness of such potential situations and how to deal with them, even if their occurrence is
highly unlikely. A first starting point is to provide evidence of appropriate recovery procedures
after an unexpected service disruption. A further step is the definition of processes for various
exceptional situations that might affect service continuity.

11.2.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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Catalogue Validity for Self-Assessment for Certification

Trusted Cloud DE No No
Austrian Cloud AT No No

11.2.2.3 Reference Information

https://resilience.enisa.europa.eu/cloud-security-and-resilience/publications/critical-cloud-
computing

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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11.2.3 A03-S01-C02-Q03

Is the entitlement and authorization process for new customers appropriate?

m Protect other customers from being affected by suspicious or anonymous users

(cyber and crime threats).

Mandatory

0 T

Excellent Certified in accordance with I1ISO 27001 (within the scope of the audit).
Customer and legal representatives are fully approved with justification

B Good by company registration, ideally through a written contract upfront.

C Sufficient A customer verification process is in place to avoid anonymous access to
the service.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

11.2.3.1  Background Information

Any cloud service that is used in a public mode is generally provided in a multi-tenant model used
by customers that might act as malicious parties. Services that can be booked by credit card
without any further proof of a legal entity behind this entitlement will allow access to the service
by users with criminal intent. Just consider a drug cartel that uses a cloud service for the
promotion of illegal products. Such a situation might lead to the complete cloud service being
taken offline for forensic analysis by law enforcement, which in turn would affect all other
customers as well.

11.2.3.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global

Trusted Cloud DE No No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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Austrian Cloud AT No No

11.2.3.3 Reference Information

https://www.enisa.europa.eu/activities/cert/support/exercise/files/IncidentHandlingIntheCloudh
andbook.pdf

http://www.enisa.europa.eu/activities/Resilience-and-CIIP/cloud-computing/critical-cloud-

computing/

StarAudit Catalogue This document is for internal use only.
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11.2.4 A03-S01-C02-Q04

Do the current security procedures meet common requirements for web and
application security with respect to the chosen technology?

Evaluation:

Rating: G

Mandatory

D e

Certified in accordance with ISO 27001 (within the scope of the audit).
Either no OWASP Top 10 error was identified during penetration tests, or
appropriate remediation or mitigating measures for identified OWASP
Top 10 errors were implemented within one month.

A Excellent

In line with ENISA good practices for web security (or another
international appropriate). Either no OWASP Top 10 error was identified

B Good during penetration tests, or appropriate remediation or mitigating
measures for identified OWASP Top 10 errors were implemented within
one quarter.

Existence of a management process to reduce the risk of cyberattacks

ST R within the technology stack for web applications.

Major gaps Please comment on reasoning
Not acceptable Please comment on reasoning

m m g 0O

Not applicable Please comment on reasoning

11.2.4.1  Background Information

It is obvious that the protection level of cloud services must meet the highest standards of web
security. This implies appropriate patch management of any publicly available web services and
the underlying application servers, web servers, CMS and any other PaaS and SaaS components in
regard to known vulnerabilities. This process must also include all peripheral systems of the cloud
service like support and ticket management, WIKIs etc.

11.2.4.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Catalogue This document is for internal use only.
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Catalogue Validity for Self-Assessment for Certification

StarAudit Global
Trusted Cloud DE
Austrian Cloud AT

11.2.4.3 Reference Information

https://www.enisa.europa.eu/publications/critical-cloud-computing

StarAudit Catalogue This document is for internal use only.
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11.2.5 A03-S501-C02-Q05

Evaluation: Quality assurance tests (e.g. scans and penetration tests) are determined and
managed based on the architecture overview and management decision.
Rating: kR (A) FREE (B) *¥E (C)
The security management team governs and steers quality assurance (e.g. scans
and penetration tests) including remediation activities.

e

Quality assurance tests (e.g. scans, penetration tests) are part of IT
operation or security management duties. They are planned in advance

A Excellent according to risk and relevant findings are managed/tracked. Without
penetration tests, no new solutions (or major changes to existing ones)
are activated in production systems.

Determination of which applications, IT systems and IT environments need be
penetration tested (e.g. Internet facing, production systems, high critical solutions).

Mandatory

Penetration tests are planned according to risk and conducted on a

B Good regular basis. The resulting findings are managed.

C Sufficient Penetr:a\tion tests are planned on a regular basis and conducted
accordingly.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

11.2.5.1  Background Information

11.2.5.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

Trusted Cloud DE No

No
No

Austrian Cloud AT

StarAudit Catalogue This document is for internal use only.
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11.3 Audit Ability
11.3.1 A03-S01-C03-Q01

Evaluation: Is the Cloud Service Customer entitled to audit the data centre including the
supporting infrastructure and interview staff upon request?
m Compliance with local regulations, if applicable.
m Not mandatory (optional)

] e

Official entitlement to access the data centre with clear procedures,

Fealeit terms and conditions.
Data centre access options according to local regulations applying to
B Good .
the Cloud Service Customer.
Data centre audit is allowed at least once per year and IT compliance or
C Sufficient IT security reports are provided (e.g. ISO 27001, 1SO 20000 or
ISAE3402).
D Major gaps Please comment on reasoning

Not acceptable  Please comment on reasoning
Not applicable Please comment on reasoning

11.3.1.1  Background Information

In various countries, the data controller is obligated to check the data processor up to the level of
data hosting and must be entitled to perform corresponding visits. This does not mean, however,
that a Cloud Service Provider is required to offer such on-site visits free of charge.

11.3.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global

Trusted Cloud  DE _ No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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valid

Austrian Cloud AT No No

11.3.1.3 Reference Information

https://staraudit.orgfileadmin/userdaten/emaillinks/ecsa-data-privacy-audit-guide.pdf

StarAudit Catalogue This document is for internal use only.
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11.3.2 A03-S01-C03-Q02

Are specific audits/certifications in place for the data centres used? Not
mandatory (optional).

Evaluation:

Rat.ng * %k %k % *k

Additional certifications beyond the scope of StarAudit.

Not mandatory (optional)

) T

Excellent DCSA — Data Centre StarAudit Interconnected Site
B Good DCSA — Data Centre StarAudit Single Site
.. At least one data-centre-specific audit/certification or framework is
C Sufficient . . . . .
considered and a corresponding audit report is provided.

D Major gaps Please comment on reasoning

E Not acceptable  Please comment on reasoning

F Not applicable Please comment on reasoning

11.3.2.1  Background Information

StarAudit is focused exclusively on general provisioning aspects that might directly affect the cloud
service itself. The existence of a data-centre-specific audit with a much wider scope may be
relevant for the Cloud Service Customer’s choice.

11.3.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Validity for Self-Assessment for Certification

StarAudit Global
Austrian Cloud AT No No

11.3.2.3 Reference Information

http://www.dcaudit.com/about-dcsa.html
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12 Technical Security Measures
12.1 Cyber Security
12.1.1 A03-502-C01-Q01

Is the infrastructure protected by a firewall system that conforms to current
technology standards?

Evaluation:

Rating: I

Evidence of baseline protection.

Mandatory
e e
A Excellent Certified in accordance with I1ISO 27001 (within the scope of the audit).
B Good Reference technologies as per ENISA recommendation are in place.
C Sufficient Firewall mechanism is in place and up to date.
D Major gaps Please comment on reasoning
E Not acceptable  Please comment on reasoning
F Not applicable Please comment on reasoning

12.1.1.1  Background Information

Besides the general protection level against attacks from the outside, protection of the Virtual
Private Cloud and prevention of crossover attacks between various tenant infrastructures are
additional requirements for appropriate firewall management in regard to infrastructure services.

12.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Trusted Cloud DE No

No
Austrian Cloud AT Yes . No
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12.1.1.3 Reference Information

http://csrc.nist.gov/publications/nistpubs/800-41-Revl/sp800-41-revl.pdf
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12.1.2 A03-502-C01-Q02

Evaluation: Is the system protected against DoS and DDoS attacks from the Internet?

Rating: G

Evidence of baseline protection.

Mandatory
e e
A Excellent Certified in accordance with I1ISO 27001 (within the scope of the audit).
B Good Internal audit report about effectiveness of DDoS attack prevention.
C Sufficient DDoS prevention mechanism and appliances in place.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

12.1.2.1  Background Information

Elasticity is a key benefit of cloud computing. This elasticity helps to cope with load peaks and
mitigates the risk of overload or DDoS attacks. It is difficult to mitigate the impact of peak usage or
a DDosS attack with limited computing resources.

Distributed denial-of-service attacks (DDoS) occur when multiple attackers launch simultaneous
DoS attacks against a single target. In DDoS attacks, attackers use as much firepower as possible
(usually through compromised computer systems/botnets) to make their attack difficult to defend
against. The perpetrators of DDoS attacks usually target high-profile websites/services or use
these attacks as part of bigger efforts to achieve their malicious goals. Even though these types of
attacks do not directly target the confidentiality or integrity of the information resources of a
target, they can result in significant financial and reputation loss.
Key findings:
e DoS attacks seem to be abandoning the simple flood-based approach (UDP, ICMP, and SYN
floods). They are increasing in sophistication and in the number of applications they target
(HTTP, DNS and SMTP are the most frequent targets).
e Modern DoS attack tools mostly work at the application layer and are publicly available.
e DDoS bitrates of 20 Gbps are the new norm, and the barrier of 100 Gbps was already
broken during 2011.
e Hacktivism, vandalism and extortion are the major DDoS attack motivations.

StarAudit Catalogue This document is for internal use only.
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e In 2012, IPv6 DDoS attacks were reported for the first time.

12.1.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment

Trusted Cloud DE No No
Austrian Cloud AT No No

12.1.2.3 Reference Information

http://www.enisa.europa.eu/activities/Resilience-and-ClIP/cloud-computing/critical-cloud-

computing/

http://www.digitalattackmap.com
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12.1.3 A03-S02-C01-Q03

Evaluation: Is access to the service secured through either Virtual Private Network (VPN) or
" Virtual Private Cloud (VPC) access? Not mandatory (optional).

m Show isolation level of connected users for highly sensitive areas (e.g. medical

patient data).
e

Not mandatory (optional)

A Excellent Not applicable.

B Good Secured and monitored VPC.

C Sufficient Access to the cloud service only via VPN.
D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

12.1.3.1  Background Information

Just like a Virtual Private Network (VPN) provides secure data transfer over the public Internet, the
use of dedicated VPN access to a cloud service introduces a higher protection level due to the
ramp-up process upfront for customer entitlement and greater security of communication with
the backend.

In the case of Virtual Private Clouds (VPC), which are in fact not at the level of true private clouds,
the protection level as well as typical points of failure and how to avoid them are key
considerations of this evaluation. VPCs provide secure data transfer between a private enterprise
and a public cloud provider, ensuring that each customer’s data remain isolated from every other
customer’s data both in transit and inside the cloud provider’s network. This can be accomplished
by implementing security policies requiring some or all of the following elements: encryption,
tunnelling, private IP addressing, or allocation of a unique VLAN to each customer.

12.1.3.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Catalogue This document is for internal use only.
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StarAudit Global
Trusted Cloud DE No No
Austrian Cloud AT No No

12.1.3.3 Reference Information

http://media.amazonwebservices.com/Extend your IT infrastructure with Amazon VPC.pdf
https://www.owasp.org/index.php/Cloud-10 Multi Tenancy and Physical Security
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12.1.4 A03-502-C01-Q04

Evaluation: Is a virus scanner used to protect against viruses, Trojans, malware, etc.?

Rating: IS

m Appropriate baseline security against cyber threats.
I e

Continuous external and internal scanning of public sites for malware.
A Excellent The antivirus detection pattern and IPS are updated within 1 hour
(defined average value).

Mandatory

Fully documented cyber defence procedures and management. The

B Good antivirus detection pattern and IPS (or IDS) are updated within 3 hours
(defined average value).

C Sufficient Appropriate cyber defence measures in place. The antivirus detection
pattern and IDS are updated within 1 day (defined average value).

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

12.1.4.1  Background Information

Consider the situation of someone uploading malware to a forum or support system in the same
network segment as a key cloud service. Such a situation may lead to the blacklisting of an IP
address within less than 4 hours. Although the affected system is not the core cloud service,
customers might not be able to access the service anymore.

Besides, the situation of a cloud service appearing to distribute malware may seriously damage
the reputation of the entire service delivery chain.

12.1.4.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global
StarAudit Catalogue This document is for internal use only.
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Trusted Cloud DE No No

Austrian Cloud AT Nes L No

12.1.4.3 Reference Information

http://www.botfree.eu/
https://www.facebook.com/botfree.eu
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12.1.5 A03-502-C01-Q05

Evaluation: Is an overall and holistic protection concept for the cloud service in place and
approved by management?
The overall and holistic protection concept for the cloud service is implemented,
tested and updated.

D e

A comprehensive security concept for the cloud service is defined,
A Excellent regularly updated and part of an external quality assurance audit (e.g.
within the scope of the ISO 27001 certificate).

A comprehensive security concept for the cloud service is defined,

B Good approved, and regularly tested and updated.

C Sufficient An overall security concept for the cloud service is defined and
approved.

D Major gaps Please comment on reasoning

E Not acceptable  Please comment on reasoning

F Not applicable Please comment on reasoning

12.1.5.1  Background Information

12.1.5.1 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Validity for Self-Assessment

for Certification

Trusted Cloud DE No No
Austrian Cloud AT No No

12.1.5.2 Reference Information

StarAudit Catalogue This document is for internal use only.
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12.1.6 A03-502-C01-Q06

The cloud service is sufficiently protected against current (well-known and
impending) threats.

Evaluation:

Rating: KKK (N) HHKK(B) KKK(C )

The cloud service is sufficiently protected against all currently known threats.

Mandatory

e L
A

In addition to B: An external assessment report or certification (e.g. ISO
27001) confirms the adequate protection level.

In addition to C: An internal risk assessment considers and evaluates
upcoming threats. Implemented protection measures are evaluated

Excellent

B Good and tested on a regular basis. Lessons learned after relevant cyber
incidents are part of the incident process.
Adequate protection measures are defined and implemented (e.g.

C Sufficient continuous intrusion detection, security incident response team is
defined).

Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

12.1.6.1  Background Information

12.1.6.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

Trusted Cloud DE No No

Austrian Cloud AT No No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.

Contact: info@staraudit.org Page 110



ﬁuc(loud

StarAudit

12.1.6.3 Reference Information

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
Contact: info@staraudit.org Page 111



StarAudit Catalogue Area 3: Information Security

12.2 Resilience

12.2.1 A03-502-C02-Q01

AEINEVELE s load balancing implemented to increase reliability and scalability?

Rating: SR

Evidence of appropriate load balancing across redundant services.

Mandatory

] e

Effectiveness of load balancer and failover is tested and reported at least

Excellent

once per year.

B Good Evidence of prevention, protection, response and recovery
arrangements.

C Sufficient Network is capable of end-to-end resilience.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

12.2.1.1  Background Information

There are several types of load balancing including:
e Network
e HTTP
e Content-based
e (Cross-region

In any case, it is necessary to provide evidence of an appropriate setup to support the type of load
balancing required by the service level agreement and the functional background.

12.2.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Catalogue This document is for internal use only.
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StarAudit Global
Trusted Cloud DE
Austrian Cloud AT

12.2.1.3 Reference Information

https://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/e2eres
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12.3 Password Management

12.3.1 A03-502-C03-Q01

Evaluation: Is the password management system automated?

Rating: ok ok

No user intervention in the management of customer passwords is permitted.

Mandatory
e e
A Excellent Certified in accordance with I1ISO 27001 (within the scope of the audit).
B Good Special secured password management.
C Sufficient Password management is fully automated.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

12.3.1.1  Background Information

Cloud service providers should never store passwords as plain text. Only cryptographic versions of
the passwords (cryptographic hashes or digests) should be stored.

But even with this level of security, attackers are capable of cracking password hashes very
efficiently using widely available password dictionaries and precomputed hash lists. Recently,
attackers easily decrypted 3 million passwords from a LinkedIn password hash leak. Leaked hashes
are later used to extend existing password dictionaries and tables, making further attacks even
more efficient.

As technology advances, older hashing algorithms (crypt, MD5, SHA-1 and others) are becoming
ever easier to compute and should be replaced by more complex and attack-resistant algorithms.
Today, every password hash algorithm should employ a further layer of security by implementing
salt and multiple iterations over the initial hash (e.g. BCrypt, Salted SHA-256).

12.3.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Catalogue This document is for internal use only.
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Catalogue Validity for Self-Assessment for Certification

StarAudit Global
Trusted Cloud DE
Austrian Cloud AT

12.3.1.3 Reference Information

https://www.enisa.europa.eu/publications/flash-notes/password-security-a-joint-effort-between-
end-users-and-service-providers
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12.3.2 A03-502-C03-Q02

SEIERLLE S Are the passwords secured against unauthorized access?
Rating: ok ok

Protection of passwords against decryption and unauthorized access.

Mandatory
e e
A Excellent Certified in accordance with I1ISO 27001 (within the scope of the audit).
B Good Special protection for password storage in place.
C Sufficient Password are stored in a secure fashion.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

12.3.2.1  Background Information

Prevent data leaks:

Hashes not only need to be attack-resistant: Like with any sensitive information, they should also
be stored in a secure environment that makes data leaks less likely. Over the past years, most
online data breaches were accomplished using SQL injection attacks. Service providers should
defend themselves against these attacks by implementing a proper SDLC (software development
life cycle), paying special attention to validation methods for inputs, parameters and variables. The
efficiency of the security checks should be verified regularly through audits and penetration tests.

Secure authentication:

Every password-based authentication scheme should rely on a proper password policy enforcing
password requirements (e.g. minimum length, complexity, renewal frequency) adapted to the
sensitivity of the service provided. A more secure online authentication system should rely on a
combination of mechanisms to reduce the success rates of possible online attacks. Login attempt
throttling mechanisms like CAPTCHA and per-source limitation further increase the security of an
online authentication system and prevent automated attacks.

When providing access to sensitive or critical information, Cloud Service Providers should
implement two-factor authentication schemes. By using a smartphone as a second factor (e.g.

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
Contact: info@staraudit.org Page 116



StarAudit Catalogue Area 3: Information Security

SMS one-time password, dedicated mobile application), the security of the login process can be
strengthened.

12.3.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Global
Trusted Cloud DE No No

Austrian Cloud AT Nes L No

12.3.2.3 Reference Information

https://www.enisa.europa.eu/activities/identity-and-trust/library/past-work-
areas/web2sec/web2sec

https://www.enisa.europa.eu/publications/flash-notes/password-security-a-joint-effort-between-
end-users-and-service-providers
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13 Data Confidentiality
13.1 Data Encryption
13.1.1 A03-S03-C01-Q01

Evaluation: Is the communication between the user and the service fully encrypted?
Rating: ok ok

Only allow https communication between end user and cloud service.

Mandatory
o e

A Excellent Not applicable.

B Good Not applicable.

C sufficient All communications and data exchange with the cloud server are

encrypted.

D Major gaps Please comment on reasoning

E Not acceptable  Please comment on reasoning

F Not applicable Please comment on reasoning

13.1.1.1  Background Information

The ability to authenticate users is key to providing strong forms of privacy protection for the
contents of communications. Public key cryptography may be used to bootstrap a private session
key between two parties from public keys that are authenticated as belonging to the two parties.
However, the quality and degree of such authentication may vary depending on the protocols and
architectures used.

State-of-the-art authentication protocols provide protection against attacks. In particular, they
prevent third parties from inferring the identities of authenticating parties, do not leak those
identities through impersonation, and cannot infer the identity of parties in a secure session.

An example authentication protocol with state-of-the art privacy features is Just Fast Keying (JFK),
which builds on ISO 9798-3. The JFK protocol comes in two variants, JFKi providing initiator
privacy, and JFKr providing responder privacy. Upon completion, both protocols provide
communicating parties the assurance that they are talking to the claimed entity through the use of
certificates and public key cryptography. They also derive a fresh session key to protect the

StarAudit Catalogue This document is for internal use only.
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authenticity, integrity and confidentiality of further messages. All variants of JFK have been
designed to resist resource depletion attacks and provide forward secrecy.

13.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Global
Trusted Cloud ~ DE _ No
Nes I o

Austrian Cloud AT

13.1.1.3 Reference Information

https://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/privacy-and-data-
protection-by-design
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13.1.2 A03-503-C01-Q02

Are the encryption technologies in use uncompromised and at a sufficient
encryption level?

Evaluation:

Rating: ok ok

Encryption level in keeping with current market standard.

Mandatory

D e

Highest possible encryption level established and confirmed

A Fealeit uncompromised according to current information.

B Good According to NIST 800-52 Rev 1.

C Sufficient At least 256-bit AES synchronous or 1024-bit asynchronous encryption.
D Major gaps Please comment on reasoning

E Not acceptable  Please comment on reasoning

F Not applicable Please comment on reasoning

13.1.2.1  Background Information

The following guidelines are addressed:

1. In the past, many cryptographic and security protocols were designed by networking protocol
experts, not by cryptographic protocol experts. The design of cryptographic protocols is
particularly challenging, and the associated security checks to guarantee correctness are vastly
more complicated than those for cryptographic schemes. Researchers need to work on simplifying
the analysis and enabling automated tools to provide strong guarantees using computational
soundness results.

2. More attention needs to be paid to automated verification that the concrete implementation of
a protocol actually meets a given security goal. This is distinct from proving that an abstract
protocol meets a given security goal as described above. This problem is particularly challenging
compared to normal automatic code verification due to the interactive nature of protocols.
Researchers therefore need to examine how such automated tools can guarantee correct
implementation of a protocol design.

3. Designers and engineers should refrain from “optimising” well-studied protocols to achieve
some specific application need unless they are prepared to revisit and re-evaluate the above
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security verifications. Small, seemingly insignificant changes in protocols can invalidate existing
security proofs.

The key problem with protocols today is that many originate from cryptographic designs that are
many years (or even decades) old. Cryptographic protocols therefore suffer from legacy issues
more than the underlying cryptographic components. The goal should be to work towards a better
cryptographic protocol infrastructure that does not exhibit such problems. The following
guidelines are recommended for organisations developing new protocols.

13.1.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global
Trusted Cloud DE No No

Austrian Cloud AT Nes L No

13.1.2.3 Reference Information

http://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-52r1.pdf

https://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/algorithms-key-
size-and-parameters-report-2014

https://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/study-on-
cryptographic-protocols

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.

Contact: info@staraudit.org Page 121



/E;Jrocloud
oo

StarAudit Catalogue StarAudit Area 3: Information Security

13.1.3 A03-5S03-C01-Q03

Are all data stored in encrypted form on data storage devices? Not mandatory
(optional).

Evaluation:

Rating: IS

Evidence of encryption mechanism for stored data.

Not mandatory (optional)

D e

A Excellent Certified according to ISO 27001 (within the scope of the audit).
B Good The system is designed for encryption storage by default.

C Sufficient The service supports data encryption.

D Major gaps Please comment on reasoning

E Not acceptable  Please comment on reasoning

F Not applicable Please comment on reasoning

13.1.3.1  Background Information

Some Cloud Service Providers advertise a full encryption path to data stored in the cloud. In most
cases, this is based on infrastructure services with collaboration tools and software for file
deposits in the cloud. It is questionable to what extent related metadata are similarly secured, and
at the current level of technology, it is most unlikely that such a statement is applicable to data
stored in databases for functional use.

Due to these constraints, this evaluation is conditional and only applicable if the vendor/Cloud
Service Provider promotes such a feature. In this case the end-to-end encryption process must be
verified.

13.1.3.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global

Trusted Cloud DE No No
StarAudit Catalogue This document is for internal use only.
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valid

Austrian Cloud AT No No

13.1.3.3 Reference Information

https://www.idgard.de/pdf/Sealed Cloud for WS on wissenschaftliche Ergebnisse von Truste
d Cloud.pdf
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13.1.4 A03-S03-C01-Q04

Are backups sufficiently secured against unauthorized access, e.g. by means of
encryption?

Evaluation:

Rating: I

Archived data is included in all security processes.

Mandatory
o e

A Excellent Certified according to ISO 27001 (within the scope of the audit).

B Good ISO 27001-compliant archiving process.

C Sufficient Archiving procedures documented and confirmed to be secure.

D Major gaps Please comment on reasoning

E Not acceptable  Please comment on reasoning

F Not applicable Please comment on reasoning

13.1.4.1  Background Information

Since customer data are stored in data archives and backups, these objects must be treated with
the same security considerations as the live systems. Due to the externalisation of data, controls
and measures in place for the productive cloud infrastructure are often not applied to backups
and archives.

As a result, detailed policies and procedures for backups must be in place. This should include
procedures for the management of removable media as well as methods for securely destroying
media that are no longer needed. Depending on its business requirements, the Cloud Service
Customer may wish to enact an independent backup strategy. This is particularly relevant where
time-critical access to backups is required.

13.1.4.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global
StarAudit Catalogue This document is for internal use only.
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Trusted Cloud DE No No

Austrian Cloud AT Nes L No

13.1.4.3 Reference Information

https://www.enisa.europa.eu/activities/risk-management/files/deliverables/cloud-computing-
risk-assessment
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13.1.5 A03-503-C01-Q05

Is end-to-end encryption that prevents unauthorized access by administration
Evaluation: persons and other third parties implemented up to the persistent storage level?
Not mandatory (optional).

Key management is performed by the Cloud Service Customer. The Cloud Service
Provider should not be able to decrypt stored objects.

Fully functional architecture

Not mandatory (optional)

) T

Excellent Not applicable.
B Good Not applicable.
C Sufficient At least 256-bit encryption with keys created by the Cloud Service
Customer.
D Major gaps Please comment on reasoning
E Not acceptable  Please comment on reasoning
F Not applicable Please comment on reasoning

13.1.5.1  Background Information

This evaluation extends the scope of A03-S03-C01-Q03 with the requirement that the keys used
for the encryption of data are solely managed by the Cloud Service Customer and no disclosure to
third parties (including the Cloud Service Provider) is required to allow decryption.

However, such an approach is no replacement for the general data privacy requirements, as such
procedures might be already compromised or could be compromised in the future (as has already
been reported for several encryption technologies).

13.1.5.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global

Trusted Cloud DE No No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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Austrian Cloud AT No No

13.1.5.3 Reference Information

https://www.sit.fraunhofer.de/fileadmin/dokumente/studien und technical reports/Cloud-
Storage-Security a4.pdf

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
Contact: info@staraudit.org Page 127
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13.1.6 A03-503-C01-Q06

Is log tracking implemented for all login activities, and is it auditable by the Cloud
Service Customer? Not mandatory (optional).

Evaluation:

Rat|ng * %k %k % *k

Transparency concerning account activities for the Cloud Service Customer

Not mandatory (optional)

) T

Excellent ISO27001 or ISAE3402 compliance attestation.
Special rules and monitoring options in place that comply with local

B Good .
data privacy rules.
C Sufficient Appropriate mechanism and monitoring options are in place.
D Major gaps Please comment on reasoning
E Not acceptable  Please comment on reasoning
F Not applicable Please comment on reasoning

13.1.6.1  Background Information

Accepting the Cloud Service Customer as data controller requires an appropriate mechanism to
identify events of customer-specific data access. This includes access by the support and
operations staff of the Cloud Service Provider.

13.1.6.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global
Trusted Cloud DE No No
Austrian Cloud AT No No

13.1.6.3 Reference Information

http://csrc.nist.gov/publications/nistpubs/800-92/SP800-92.pdf

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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13.2 Access Control
13.2.1 A03-S03-C02-Q01

Is the Cloud Service Customer entitled to use its identity and access right
management system to assign roles?

Evaluation:

Rating: IS

Granular access control can be configured by the Cloud Service Customer.

Mandatory
s [t

A Excellent Customer identity management can be used (e.g. SAML).

B Good Full identity management capabilities available.

C Sufficient Typical roles and rights can be assigned to each account.

D Major gaps Please comment on reasoning

E Not acceptable  Please comment on reasoning

F Not applicable Please comment on reasoning

13.2.1.1  Background Information

Accepting the Cloud Service Customer as data controller requires the provision of appropriate
functionality for controlling access rights to the CSC’s data. In any case, the data controller is the
ruling entity and there should be no hidden pre-assessments that could lead to uncertainty about
who is allowed to access which data objects. Only the data controller is entitled to define the
criteria for such relationships.

13.2.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global

Trusted Cloud DE No No

Austrian Cloud AT No No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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13.2.1.3 Reference Information

https://staraudit.org/fileadmin/userdaten/emaillinks/ecsa-data-privacy-audit-guide.pdf

https://www.enisa.europa.eu/activities/risk-management/files/deliverables/cloud-computing-
information-assurance-framework

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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13.2.2 A03-503-C02-Q02

Evaluation: Is the data access encapsulated via defined user interfaces?

Rating: IS

No native database access to production data.

Mandatory

e
A

Access only via secured virtual systems without any file transfer

Excellent . . o
xeetien options and only through special Ul applications.

Special application for data maintenance with clear functional

B Good e
specification.
C Sufficient Direct SQL or similar is not allowed for individuals.
D Major gaps Please comment on reasoning
E Not acceptable  Please comment on reasoning
F Not applicable Please comment on reasoning

13.2.2.1  Background Information

As best practice, any access to a production backend should be controlled via pre-defined
interfaces for support and operations. The use of native SQL or similar means must be denied or
strictly limited, i.e. requiring confirmation by multiple persons and occurring only within a fully
controlled and monitored environment.

13.2.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment

for Certification

Trusted Cloud DE No No

Austrian Cloud AT No No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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13.2.2.3  Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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13.3 Separation Control
13.3.1 A03-S03-C03-Q01

Evaluation: Is the use of production data separated from testing and staging systems?

Rating: ey

Clear separation of production and testing systems.

Mandatory
e e
A Excellent Not applicable.
B Good Clear policies for the separation of testing and production data.
C Sufficient Each test and production system is technically separated and clearly
labelled.
D Major gaps Please comment on reasoning
E Not acceptable  Please comment on reasoning
F Not applicable Please comment on reasoning

13.3.1.1  Background Information

It is necessary to clearly indicate the type of system (testing, staging, production) for every user
and to prevent the entry of sensitive data while accessing non-production services. This implies a
clear separation of such systems and the prevention of data transfer between these instances, as
well as separation of any boundary systems.

13.3.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Trusted Cloud DE No

No
Austrian Cloud AT Yes . No

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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13.3.1.3 Reference Information

https://www.enisa.europa.eu/activities/risk-management/files/deliverables/cloud-computing-
information-assurance-framework

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
Contact: info@staraudit.org Page 134
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13.3.2 A03-503-C03-Q02

Is a separation of master and transactional data implemented?

Prevent recombination of personal data with transaction data through a single
database account.

Mandatory

] e

No direct interactive SQL database access allowed; fully separated

Excellent
account profiles for each data area.
B Good Special monitoring to identify unauthorized dual access.
- D r re clearl r nd no overlappin nts ar
Sufficient atfa\ areas are clearly separated and no overlapping accounts are
available.
Major gaps Please comment on reasoning

Not acceptable  Please comment on reasoning

m m O 0O

Not applicable Please comment on reasoning

13.3.2.1  Background Information

The separation of personal information and transactional data is a simple requirement to avoid
easy correlation of activities to individual persons.

13.3.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Validity for Self-Assessment for Certification

StarAudit Global
Trusted Cloud DE No No
Austrian Cloud AT No No

13.3.2.3 Reference Information

http://www.user.tu-berlin.de/komm/CD/paper/061623.pdf

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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13.3.3 A03-503-C03-Q03

A role-based access management system is in place that supports the process of
Evaluation: identifying contradicting assigned access rights. Exceptions (for contradicting
roles/access rights) are approved by management.

Access rights management considers contradicting roles and ensures “segregation
of duties” where necessary to decrease the probability of internal fraud and meet
statutory requirements.

T e

No direct interactive SQL database access allowed; fully separated
account profiles for each data area. In addition to Level C, no
contradicting roles are assigned to a single person or if so, then only if
approved by management as an exception.

A Excellent

Special monitoring to identify unauthorized dual access. In addition to
B Good Level C, no contradicting roles are assigned to a single person or if so,
then only if approved by management as an exception.
Role policies are in place and a mandatory workflow tool enabling
C Sufficient traceability, reporting and review of assigned access rights is used for
access rights management.

D Major gaps Please comment on reasoning
E Not acceptable  Please comment on reasoning
F Not applicable Please comment on reasoning

13.3.3.1  Background Information

The effectiveness of control A03-S03-C01-Q06 in terms of data separation is only assured through
a related policy and measures to avoid simultaneous access to both data spaces.

13.3.3.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
Contact: info@staraudit.org Page 136
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StarAudit Global
Trusted Cloud DE No No
Austrian Cloud AT No No

13.3.3.3 Reference Information

http://www.user.tu-berlin.de/komm/CD/paper/061623.pdf

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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14 Cryptographic Assessment
14.1 Credential Cryptographic Controls
14.1.1 A03-S04-C01-Q01

SEILERLLE S Are all data transported in encrypted fashion (data in transit)?

Rating: I

Proof of the use of appropriate transport encryption methods.

Not mandatory (optional)

D e
A

Data in transit are always encrypted according to a current BSI
recommendation (please specify).

Excellent

Data in transit through public networks (e.g. Internet) is encrypted

B Good according to a current BSI recommendation (please specify).

c Sufficient Data in transit.is encrypted accc?rding to manufacturer
recommendations (please specify).

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

14.1.1.1 Background Information

14.1.1.2 Compatibility Matrix

This Cloud quality control is used in the following catalogues:

Catalogue for Self-Assessment for Certification

StarAudit Globally Yes Y
Trusted Cloud DE No No
Austrian Cloud AT No No

14.1.1.3 Reference Information

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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14.1.2 A03-504-C01-Q02

SEIERLE - Are all data stored in encrypted fashion (data at rest)?

Rating: I

Proof of the use of appropriate storage encryption methods.

Mandatory

e
A

All data at rest are encrypted according to a current BSI recommendation
(please specify).

Only selected data at rest are encrypted according to a current BSI

Excellent

B Good recommendation (please specify).

C Sufficient Only selected fiata at rest are e.ncrypted according to manufacturer
recommendations (please specify).

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

14.1.2.1 Background Information

14.1.2.2 Compatibility Matrix

This Cloud quality control is used in the following catalogues:

for Certification

Trusted Cloud DE No No
Austrian Cloud AT No No

14.1.2.3 Reference Information

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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14.1.3 A03-504-C01-Q03

AEIENLIE S |s key management in use?

Rating: I

Proof of the confidentiality of cryptography keys.

Mandatory

T e

A Excellent Key management according to current BSI recommendations is in use

(please specify).
B Good A recognized system for key management is in use (please specify).
C Sufficient Proprietary methods for key management are in use.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

14.1.3.1 Background Information

14.1.3.2 Compatibility Matrix

This Cloud quality control is used in the following catalogues:

for Certification

Trusted Cloud DE No No
Austrian Cloud AT No No

14.1.3.3 Reference Information

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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The assessment of the data centre (DC) areas used is highly relevant for several reasons. First of
all, it is necessary to provide evidence of professional data centre management and equipment.
Due to the fact that the Cloud Service Customer is unable to see potential issues in terms of
environment and area security, redundancy of resources, and appropriate policies and procedures
to protect the Cloud Service Customer’s data and provide core resilience until the service fails,
such an assessment is a key baseline for cloud services. In the worst case, the service could be
provisioned under the desk of the development team.

The evaluations defined in StarAudit are focused on the key elements for appropriate service
provisioning, but cannot be viewed as replacement for general considerations regarding the
choice of data centre or co-location. More in-depth considerations on technical and mechanical
criteria are covered by data-centre-specific audits like DCSA (Data Centre StarAudit).
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16 Proper Facility and IT Co-location Management

16.1 Proof of Minimum Requirements of Data Centre Operations and Facility
Management. Analysis of Existing Certifications or On-site Visit

16.1.1 A04-S01-C01-Q01

AEINENLL S Does the data centre meet the minimum requirements?

Rating: * %k % to %k 3% %k %k k
http://www.dcaudit.com/about-dcsa.htmI#9
Evidence of cooling, power supply redundancy, and access control policies.

Mandatory

D e

Maintenance and replacement of every component (including valves,
A Excellent pipes, etc.) is possible without affecting service availability. Redundancy
is between 2n and 2n+1.

Maintenance and replacement of every major component (climate

B Good control, UPS, etc.) is possible without affecting service availability.
Redundancy is between n+1 and 2n.

C Sufficient Every relevant or important component is installed with at least parallel
redundancy (n+1).

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

16.1.1.1  Background Information

The key requirements are the redundancy of resources (power, cooling) and communication
infrastructure as well as a sufficient security level to protect the specific cloud service against
unauthorized access.

16.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Validity for Self-Assessment

for Certification

Trusted Cloud  DE Yes . No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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Austrian Cloud AT Yes No

Classification and Criteria
3 Stars
e Every relevant or important component is installed with at least parallel redundancy (n+1).
e Inevery case, the risk of a first point of failure is covered.
e  Minimum 70% of the possible points awarded in every category.
e All required documentation presented.

e Maintenance and replacement of every major component (climate control, USP, etc.) is
possible without affecting the availability of the service. Redundancy between n+1 and 2n.

e Inevery case, the risk of a first point of failure is covered.

e  Minimum 80% of the possible points awarded in every category.

e All required documentation presented.

e Maintenance and replacement of every component (including valves, pipes, etc.) is
possible without affecting the availability of the service. Redundancy between 2n and
2n+1.

e Inevery case, the risk of a second point of failure is covered.

e Minimum 90% of the possible points awarded in every category.

e All required documentation presented.
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16.2 Basic Area Security
16.2.1 A04-S01-C02-Q01

Is there a danger and risk analysis for the location of the data centre?

Rating: I

m Transparency about potential area and environment risks.
T e

A Excellent Third party attestation or certification.

B Good Full environmental risk report in place.

C Sufficient Threat report with potential direct impact for availability in place.
D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

16.2.1.1  Background Information

There is a defined set of standards for data centre security and resiliency that can be used as a
reference for the development of custom Cloud Service Provider due diligence processes. The
Telecommunications Industry Association (TIA) 942 standard provides a set of detailed
specifications for rating data centres on their security and resiliency capabilities. The lowest rating
is Tier 1, while the highest possible rating is Tier 4. The higher the rating, the better the built-in
security and resiliency features. A Tier 1 data centre does not need to have a UPS or generator and
may have an annual downtime of up to 28.8 hours. A Tier 4 data centre has every power, network,
security and environmental control duplicated to limit downtime to just 0.4 hours annually.

16.2.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global

Trusted Cloud DE No No

Austrian Cloud AT No No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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16.2.1.3 Reference Information

http://en.wikipedia.org/wiki/Data center

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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16.3 Access Control
16.3.1 A04-S01-C03-Q01

Evaluation: Is there an adequate access and security concept for the data centre?
Rating: I
Area and access protection.

DC access and security documentation.

Mandatory
] e

A Excellent Third party attestation or certification.

B Good Detailed description in reference to 1ISO 27001.

C Sufficient DC access and security documentation in place.

D Major gaps Please comment on reasoning

E Not Please comment on reasoning

acceptable
F Not applicable Please comment on reasoning

16.3.1.1  Background Information

The separation and isolation of cloud infrastructures, and especially their data storage systemes, is
the key scope of this evaluation. Any sharing of storage or server rack space with third parties not
involved as official sub-contractors and not bound by the contractual agreements with the Cloud
Service Customer is not permitted.

16.3.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

for Self-Assessment for Certification

Trusted Cloud DE No
Austrian Cloud AT No

16.3.1.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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16.3.2 A04-501-C03-Q02

Is t;he?locatlon used for the cloud service physically secured against unauthorized
entry:

m Evidence of appropriate access protection to cloud service environment and stored
data.

Mandatory

] e

Front desk registration with temporary access until checkout, special

Excellent
access control to carrier infrastructure.
B Good Full qualified list of individuals with personal access codes.
- Isolated IT resources for data and access services with access control and
C Sufficient o
monitoring.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

16.3.2.1  Background Information

In terms of security and data privacy, any access to the systems used to process and store the
Cloud Service Customer’s data must be tracked and verified upfront against access policies using
appropriate approval mechanism to be implemented by the responsible entity included in the
cloud service contractual obligations.

16.3.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Validity for Self-Assessment for Certification

StarAudit Global
Trusted Cloud DE No No

Austrian Cloud AT Nes o

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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16.3.2.3 Reference Information

Scope: No unauthorized physical access to any part of the appliances dedicated to or used by the
cloud service in scope. Physical barriers (at least separate cages with locks and tracking of access
solely by authorized persons) must be in place.

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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16.4 Fail-safe Operation
16.4.1 A04-S01-C04-Q01

AEIEVLLE |s there a redundant power supply with UPS operation?

Rating: I

Service continuity in case of brief electricity outage.

Mandatory
s [t Jows
A Excellent Bridge time > 60 mins.
B Good Bridge time between 20 and 60 mins.
C Sufficient Bridge time 20 mins.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

16.4.1.1  Background Information

In reference to the Uptime Institute tier classification, the following tier definition meets the
target:

Tier Il — Redundant Capacity Components: Tier |l facilities include redundant critical power and
cooling components to provide select maintenance opportunities and an increased margin of
safety against IT process disruptions that would result from site infrastructure equipment failures.
The redundant components include power and cooling equipment such as UPS modules, chillers or
pumps, and engine generators.

16.4.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Validity for Self-Assessment for Certification

StarAudit Global

Trusted Cloud DE No

No
No

Austrian Cloud AT

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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16.4.1.3 Reference Information

http://journal.uptimeinstitute.com/explaining-uptime-institutes-tier-classification-system/

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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16.4.2 A04-501-C04-Q02

AEITEVRLE s there a redundant Internet connection (IX)?

Rating: IS

The DC is linked to the Internet by at least two separate IX connections.

Mandatory
T e
A Excellent 2 IX connections plus 1 carrier line.
B Good 2 IX carrier connections.
C Sufficient 2 IX line connections.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

16.4.2.1  Background Information
An Internet exchange point (IX or IXP) is a physical infrastructure through which Internet service
providers (ISPs) exchange Internet traffic between their networks (autonomous systems).

IXPs reduce the portion of an ISP's traffic which must be delivered via their upstream transit
providers, thereby reducing the average per-bit delivery cost of their service. Furthermore, the
increased number of paths learned through the IXP improves routing efficiency and fault-
tolerance.

16.4.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Validity for Self-Assessment for Certification

Trusted Cloud DE No

No
Austrian Cloud AT Yes . No

16.4.2.3 Reference Information

http://www.de-cix.net/about/what-is-an-ix/

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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16.4.3 A04-501-C04-Q03

Evaluation: Is the power supply of the cloud infrastructure redundant?

Rating: I

In-house redundant cabling to hardware and appliances.

Mandatory
T e
A Excellent N+1 redundancy layout up to each individual rack.
B Good Redundant cabling with separated UPS.
C Sufficient Redundant cabling up to each individual rack.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

16.4.3.1  Background Information

In reference to the Uptime Institute tier classification, the following tier definition meets the
target:

Tier Il — Redundant Capacity Components: Tier |l facilities include redundant critical power and
cooling components to provide select maintenance opportunities and an increased margin of
safety against IT process disruptions that would result from site infrastructure equipment failures.
The redundant components include power and cooling equipment such as UPS modules, chillers or
pumps, and engine generators.

16.4.3.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

Trusted Cloud DE No

Austrian Cloud AT

No
No

16.4.3.3 Reference Information

http://journal.uptimeinstitute.com/explaining-uptime-institutes-tier-classification-system/

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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16.4.4 A04-501-C04-Q04

AEIELWE S |s the cooling system redundant?

Rating: I

Service continuity in case of cooling outage.

Mandatory
s [t Jow
A Excellent 2n redundancy.
B Good N+1 redundancy.
C Sufficient Cooling system with redundant power supply.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

16.4.4.1 Background Information

In reference to the Uptime Institute tier classification, the following tier definition meets the
target:

Tier Il — Redundant Capacity Components: Tier |l facilities include redundant critical power and
cooling components to provide select maintenance opportunities and an increased margin of
safety against IT process disruptions that would result from site infrastructure equipment failures.
The redundant components include power and cooling equipment such as UPS modules, chillers or
pumps, and engine generators.

16.4.4.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

Trusted Cloud DE No

Austrian Cloud AT

No
No

16.4.4.3 Reference Information

http://journal.uptimeinstitute.com/explaining-uptime-institutes-tier-classification-system/

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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16.4.5 A04-501-C04-Q05

Are the hardware components adequately separated from other infrastructure? Is
expansion possible if required?

Evaluation:

Rating: I

Appropriate physical isolation level and expansion capabilities.

Mandatory

D e

Full inventory listing with technical and functional description, physical

A Excellent isolation and seamless extension capabilities complying with contract
guarantees.
B Good Full inventory listing with technical and functional description, physical

isolation and extension capability to 5 times the current load.

Relevant infrastructure components are clearly assigned and protected
C Sufficient against unauthorized access with extension capability to 3 times the
current load.

D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
Not applicable Please comment on reasoning

16.4.5.1 Background Information

With the precondition of secured areas with individual access control to the technical equipment
for provisioning of the cloud service, there must be the capability at the DC location to extend the
sourcing in respect to the current load and usage of existing resources to meet the contractual
guarantee of scalability for cloud service resources. The relevant targets are specified in the
Assessment/Target overview.

16.4.5.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

Trusted Cloud DE No

Austrian Cloud AT

No
No

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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16.4.5.3 Reference Information

Information required about the

Cloud infrastructure equipment for the related service

Access control to dedicated area

Currently used racks and options for extension

Current usage projection and extension activities for the last 12 months
Lead time to extend equipment according to a 12-month projection

General Target:
Evidence of area separation with access control. Area separation can be achieved through cages
(floor to ceiling) and electronic access control with two-factor validation.

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
Contact: info@staraudit.org Page 156
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16.4.6 A04-501-C04-Q06

How high is the availability level in the individual data centres?

m A>99.5;:B>99,0; C>98,5.

I e

Rating:

A Excellent >99.5

B Good >99.0

C Sufficient >98.5

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning
16.4.6.1 Background Information

The definition of availability is
A, = (total time - down time) / total time.

Determining tolerable down time is practical. From this, the required availability may be calculated

easily.

Availability % Downtime per year Downtime per month Downtime per week
90% ("one nine") 36.5 days 72 hours 16.8 hours
95% 18.25 days 36 hours 8.4 hours
97% 10.96 days 21.6 hours 5.04 hours
98% 7.30 days 14.4 hours 3.36 hours
99% ("two nines") 3.65 days 7.20 hours 1.68 hours
99.5% 1.83 days 3.60 hours 50.4 minutes
99.8% 17.52 hours 86.23 minutes 20.16 minutes
99.9% ("three nines") 8.76 hours 43.8 minutes 10.1 minutes
99.95% 4.38 hours 21.56 minutes 5.04 minutes
99.99% ("four nines") 52.56 minutes 4.32 minutes 1.01 minutes
99.995% 26.28 minutes 2.16 minutes 30.24 seconds
99.999% ("five nines") 5.26 minutes 25.9 seconds 6.05 seconds
99.9999% ("six nines") 31.5 seconds 2.59 seconds 604.8 milliseconds
99.99999% ("seven nines") 3.15seconds,  262.97 milliseconds 60.48 milliseconds
99.999999% ("eight nines") 1 315.569 milliseconds|  26.297 milliseconds 6.048 milliseconds
99.9999999% ("nine nines")| 31.5569 milliseconds, ~ 2.6297 milliseconds| 0.6048 milliseconds

StarAudit Catalogue
Date: 15/12/20, Version 4.0 Rev. 04

Contact: info@staraudit.org

This document is for internal use only.
Any modification, online-publication or public download is prohibited.
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Uptime and availability are not synonymous. A system can be up, but not available, e.g. in the case
of a network outage.

16.4.6.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

for Self-Assessment for Certification

Catalogue Validity

Trusted Cloud DE No
Austrian Cloud AT No
16.4.6.3  Reference Information
TIA 942: http://www.tiaonline.org
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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16.4.7 A04-501-C04-Q07

SEINEVELE How high is the availability level using a redundant construction?

Rating: IS

99.9

Availability reports of the last 12 months.

Mandatory
s [t o
A Excellent >99.999
B Good >99.99
C Sufficient >99.9
D Major gaps Please comment on reasoning
E Not Please comment on reasoning
acceptable
F Not applicable Please comment on reasoning

16.4.7.1  Background Information

The calculation of a high availability (HA) cross over two or more DCs is different from the single-
site calculation. There are different approaches to providing HA capabilities through parallel or
serial redundancy, and this evaluation should document the calculation approach chosen by the
Cloud Service Provider and the actual availability for interconnected sites in the past.

16.4.7.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

for Self-Assessment for Certification

Trusted Cloud DE No
Austrian Cloud AT No

16.4.7.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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16.5 Data Centre Organisation
16.5.1 A04-S01-C05-Q01

Is there an operation management handbook?

Rating: I

m Provide overview of standard DC operations guide.
m Index of handbook upfront, full access during onsite audit.

Mandatory

D e

Detailed operation handbook with ongoing audit and update

A Excellent
management.
B Good Detailed operations handbook with role assignments and checkpoints.
C Sufficient Handbook is in place.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

16.5.1.1  Background Information

The operation management handbook allows the auditor to cross-check the evidence of provided
responses against the guidance and policies for the operational staff. This evaluation must be
performed in reference to other audit areas wherever it affects the DC operations, e.g. backup and
archive management, access control procedures, etc.

16.5.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

for Self-Assessment for Certification

Trusted Cloud DE No
Austrian Cloud AT No

16.5.1.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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16.5.2 A04-501-C05-Q02

Evaluation: Is there an emergency plan, and are there emergency work stations?

Rating: IS

Emergency guide for DC customer and usage permission for the responsible CSP.

Mandatory

N

Excellent Execution of emergency drill with reporting.

A

Detailed emergency procedures and recovery plan with appropriate

B Good . .
equipment to operate the infrastructure.
.- Emergency plan and appropriate number of emergency workplaces for
C Sufficient . . .
Cloud Service Provider system admin in place.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

16.5.2.1  Background Information

In case of an emergency, it may be necessary to work on-site to recover the services, especially
during a network outage (no remote access) in conjunction with server failure situations (requires
controlled recovery procedures). The number of remote working places and working rooms and
the permission for the responsible Cloud Service Provider to use the facilities during emergency
situations must be documented.

16.5.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

Trusted Cloud DE No No
Austrian Cloud AT No No

16.5.2.3 Reference Information

http://www.enisa.europa.eu/activities/Resilience-and-ClIP/cyber-crisis-cooperation

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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16.5.3 A04-501-C05-Q03

Is data centre redundancy assured across distributed data centres?

m Evidence of failover scenarios with seamless continuity of service.
m Failover and redundancy plan.
m Mandatory

D e

Fully documented failover testing and reporting of service continuity

A Fealeit within the last two years.

B Good Reports of failover capabilities are available.

C Sufficient Full description of failover concept across data centres.
D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

16.5.3.1  Background Information

Implementation of a high availability network requires consideration of the following issues:

e Definition and measurement of availability

e Fault management and diagnosis — assists in preventing recurrence of failures, but requires
a well-instrumented network e.g. to provide event correlation

e Device-level hardware reliability — fault tolerance is a key factor for minimizing hardware
influence on the overall failure rate. The level of fault tolerance of devices should be suited
to the availability metric related to the network hardware

e QOperational best practices — they are applied to hardware, software and auxiliary
equipment since they can reduce the overall failure rate

o Network-level redundancy — the designers’ attention to network-level redundancy should
be focused where it can have the greatest impact on the overall availability metric

e Network design and tuning — can maximize the resiliency and availability of network
devices

e Load balancing across redundant network devices — important because load sharing can
reduce the cost of dual network elements and redundant links;

e Server fault tolerance — crucial for service availability

16.5.3.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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Catalogue Validity for Certification

StarAudit Global
Trusted Cloud DE
Austrian Cloud AT No No

16.5.3.3 Reference Information

http://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/e2eres

https://www.enisa.europa.eu/media/press-releases/eu-agency-presents-1st-report-ever-on-how-
to-measure-resilience

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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16.5.4 A04-501-C05-Q04

Is there a fire protection report?
m Evidence of fire protection measures.

Risk assessment report.

I e

A Excellent Audit for fire protection and risk assessment report.
B Good Fire protection report by appropriate third party.

C Sufficient Documented fire protection preparation.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

16.5.4.1 Background Information

A fire protection report is a baseline requirement.

16.5.4.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Global
Trusted Cloud DE No No
Austrian Cloud AT No No

16.5.4.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.

Contact: info@staraudit.org Page 164



StarAudit
Catalogue

/‘

TRUSTED DIGITAL COMPETENCE PLATFORM /

StarAudit

valid only if published on
aaaaaa dit.org

Area 5
Cloud Service Operational Processes



D BY EUR
N\DE ¢,
©
& %,

=

The operation of cloud services introduces certain challenges that differ from the current well-
documented requirements as described in various publications like ITIL.

On the one hand, the mechanism of cloud service provisioning is characterised by multi-provider
sourcing with high agility in reassembling and extension to further sourcing units that might
introduce further partners.

On the other hand, the introduction of virtualisation technologies, the capability to define virtual
server and virtual network appliances up to the level of software-defined networks, and new
delivery models for applications and pre-configured operating systems have changed the classic
roles of operating personnel dramatically.

Our key considerations are focused on
e appropriate customer support and
e appropriate service management,

as these are the questions of greatest concern to customers. Naturally, all parties involved in the
provisioning of the service need to engage in appropriate service operation management, but
ultimately the responsible end point is responsible for the quality of each sub-entity. In this sense,
StarAudit focuses on key aspects to address the service management capabilities and support
measurements as key performance indicators. Any further in-depth assessment would require
specific evaluations in respect to the nature, the technology and the deployment of the service,
which are beyond the current scope.



Area 5: Cloud Service Operational
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18 Appropriate Customer Support
18.1 Validation of Support Service
18.1.1 A05-501-C01-Q01

How is user authentication performed with regard to support?

m Appropriate mechanism for authentication before acting in support of a customer’s

specific request.

Mandatory

e e

A Excellent Secret token by phone, two-factor authentication online.
B Good Contract ID verification by phone, two-factor authentication online.
C Sufficient Standard password check online, no customer-specific support online.
D Major gaps Please comment on reasoning
Not .
E Please comment on reasoning
acceptable
F Not applicable Please comment on reasoning

18.1.1.1  Background Information

To protect the Cloud Service Customer’s assets, it is necessary to provide an appropriate
authentication mechanism for support entitlement to avoid unwanted disclosure of information
and coordinate the communication mechanism between the Cloud Service Provider and Cloud
Service Customer. In addition, the involvement of sub-contractors for issue resolution requires a
clear communication setup between all involved parties.

18.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global

Trusted Cloud DE No No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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Austrian Cloud AT Nes L No

18.1.1.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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18.1.2 A05-501-C01-Q02

AEITEVLLE What is the guaranteed response time?
Rating: FAHAAK (N) FKKK (B) KKK (C)

Guaranteed response time (not resolution time) for a service request.

Mandatory
e e
A Excellent 4 hours.
B Good 1 working day.
C Sufficient > 1 working day.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

18.1.2.1 Background Information

A clear support matrix must be communicated as part of the service agreement. The specified
targets are indicators for the effectiveness of service management at the entry point. During an
audit, the incidents with high deviation need to be checked individually to identify potential gaps
in the communication and support process and the related tools.

18.1.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Trusted Cloud DE No
Austrian Cloud AT No

18.1.2.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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18.1.3 A05-S01-C01-Q03

1 . . ? . . . .
Evaluation: What.ls the average resolution time? Differentiation according to degree of
severity.
m Average resolution time for standard priority.

Provide support matrix and response/resolution target according to
severity level.
T e

A Excellent 1 working day.

B Good < 3 working days.

C Sufficient < 4 working days.

D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

18.1.3.1  Background Information

A clear support matrix must be communicated as part of the service agreement. The specified
targets are indicators for the effectiveness of the overall backend support process with all involved
parties. During an audit, the incidents with high deviation need to be checked individually to
identify potential gaps in the backend communication and support process.

18.1.3.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Austrian Cloud AT No No

18.1.3.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.

Contact: info@staraudit.org Page 170



/E;JmCIoud

=)

StarAudit Catalogue StarAudit Area 5: Cloud Service Operational
Processes

18.1.4 A05-S01-C01-Q04

Does the Cloud Service Customer have read access to the contractor’s ticketing
system?

Evaluation:

Rating: AR (N) KKK (B) KKK (C)

Allow the Cloud Service Customer to track ticket status/activity.

Mandatory
o e

A Excellent Ticket progress can be tracked online by the Cloud Service Customer.

B Good Ticket status can be tracked online.

C Sufficient Email notification of status change.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

18.1.4.1 Background Information

It is essential for the Cloud Service Customer to be able to keep track of ongoing issues, tickets and
other activities seamlessly since it is no longer the controller of the service. To avoid a situation of
“loss of control” over externalised IT services, the Cloud Service Customer and especially its IT
department needs to remain abreast of the progress of incident resolution and be able to
coordinate potential escalation procedures.

18.1.4.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global
Trusted Cloud DE No No
Austrian Cloud AT No No

18.1.4.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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18.1.5 A05-S01-C01-Q05

AEENLLES What is the availability of the support line (operating hours)?
Rating: FAHAAK (N) FKKK (B) KKK (C)

Show support availability.

Mandatory
e e
A Excellent 24 hours a day, 7 days a week.
12 hours a day, 7 days a week (during typical daylight times between 6
B Good
am and 8 pm).
Sufficient Business working hours, no support during weekends or public holidays.
Major gaps Please comment on reasoning

Not acceptable Please comment on reasoning

m m O 0O

Not applicable Please comment on reasoning

18.1.5.1  Background Information

Not all cloud services require a 24/7 support line. Evaluation and requirement specification is
primarily up to the Cloud Service Customer. It is helpful if the Cloud Service Provider offers several
support plan options relevant to the Cloud Service Customer’s user case and typical demand.

18.1.5.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Trusted Cloud DE No
Austrian Cloud AT No

18.1.5.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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19 Appropriate Service Management
19.1 Validation of Basic Principles of Service Management

19.1.1 A05-502-C01-Q01

Are the essential criteria in accordance with 1ISO 20000-1 fulfilled?

Rating: I

m Fulfilment of service management system (SMS) requirements.

D e

A Excellent Certified SMS.

B Good SMS in compliance with key principles of ISO 20000-1.
C Sufficient SMS is in place.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

19.1.1.1  Background Information

The core principle of cloud IT provisioning is “as a Service”, and it is therefore highly relevant that
the Cloud Service Provider is structured such that it is able to implement the typical requirements
of a service management system up to a certified process for high-end assessment.

19.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Austrian Cloud AT No No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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19.1.1.3 Reference Information

http://www.iso.org/iso/iso catalogue/catalogue ics/catalogue detail ics.htm?csnumber=51986

ISO/IEC 20000-1:2011 (Part 1) is the formal specification defining the requirements for a service
management system. The scope includes:
e General requirements for a service management system
Design of and transition to new or changed services
Service delivery processes
Relationship processes
Resolution processes
Control processes

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
Contact: info@staraudit.org Page 174
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19.2 Incident Management

19.2.1 A05-502-C02-Q01

Is an incident management system for the service available to the Cloud Service
Customer?

Evaluation:

Rating: I

Appropriate capability to deal with service incidents.

Mandatory

] e

Fully integrated ISMS with links to all cloud service supply operations for

R incident resolution.
B Good Fully integrated ISMS with links to all Cloud Service Provider operations
for incident resolution.
C Sufficient Baseline functionality of ISMS in place.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

19.2.1.1  Background Information

The existence of an electronically-based incident management system is a standard requirement
in terms of transparency, effectiveness, recovery and reporting.

19.2.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Global

Trusted Cloud DE No No

Austrian Cloud AT No No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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Description/Summary

Incident management provides the processes, tools and concepts for the fast recovery of service
quality in a defined service. It deals with service issues as well as all other service and user
requests recorded by a service desk. It also monitors the completion of requests by the service
desk and by all other service units. Finally, incident management is responsible for informing the
requester about the status of its service request.

Incident management in ...
e |TIL V2: part of Service Support
e |TIL V3: part of Service Operation
e ISO/IEC 20000: part of Resolution Processes
e COBIT: part of Delivery and Support

Objectives
The purpose of incident management is to recover normal (i.e. agreed) service operation as
quickly as possible after an incident has been detected/reported.

Incident management contributes to an integrated service management approach by achieving
the following goals:
e Everyincident and all related data are recorded.
e Everyincident runs through a set of standardised activities and procedures in order to
ensure effective and efficient processing.
e Everyincident is categorised and prioritised in regard to (potential) impact and urgency in
order to schedule its resolution in a business-oriented way.
e Functional and hierarchical escalation procedures are in place to ensure that each incident
is investigated by qualified members of staff, i.e. by internal or external experts.
e Well-defined functional escalation levels ensure that all incidents are handled in a cost-
efficient way and that experts are not burdened with non-expert diagnosis and resolution
activities.
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19.2.2 A05-502-C02-Q02

Are the relevant subcontractors thoroughly integrated into the incident
management system?

Evaluation:

Rating: IS

Inclusion of all service-relevant subcontractors in regard to incident management.

Mandatory
T e
A Excellent Full downstream/upstream automation with all involved partners.
B Good Integration up to DC level.
C Sufficient Integration up to IT Infrastructure level.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

19.2.2.1 Background Information

The interaction between different service and incident management systems is a challenging task.
A reference for this task is the OSS (Operations Support System) as used in the telecom and IT
sector with several APl and format declarations. For this evaluation, it is not relevant to what
extent an automated interaction between relevant systems has been established as long as the
procedures and the effectiveness of the interaction can be confirmed.

19.2.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global
Trusted Cloud DE No No
Austrian Cloud AT No No

19.2.2.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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19.3 Problem Management

19.3.1 A05-502-C03-Q01

Are the roles and tasks defined for the problem management system?

m Efficient problem management.
] T

Excellent ISO 20000 certificate with appropriate scope is in place.
B Good All relevant roles are configured in the problem management system.
- Core roles and tasks are described and referenced in the business
C Sufficient i
operation handbook.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

19.3.1.1  Background Information

The goal of problem management is to minimize both the number and severity of incidents and
potential problems affecting the business/organisation.

Problem management should aim to reduce the adverse impact of incidents and problems caused
by errors within the IT infrastructure, and to prevent recurrence of incidents related to these
errors.

Problems should be addressed in priority order, with higher priority given to the resolution of
problems that can cause serious disruption of critical IT services.

It is also within the responsibility of problem management is to ensure that incident information is
documented in such a way that it is readily available to support all problem management
activities.

Problem management has reactive and proactive aspects:
e Reactive: problem solving when one or more incidents occur
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Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
Contact: info@staraudit.org Page 178



StarAudit Catalogue Area 5: Cloud Service Operational

Processes

e Proactive: identifying and solving problems and known errors before incidents occur in the
first place

The benefits of problem management can be reduced by:

e The absence of a good incident control process, and therefore the absence of detailed data on
incidents (necessary for the correct identification of problems).

e The failure to link incident records with problem/error records.

e Alack of management or leadership commitment causing support staff (usually also involved
with reactive incident control activities) to be unable to allocate sufficient time to structural
problem-solving activities.

e The role of the service desk (all incident reports must come through the service desk; difficulties
may arise if the service desk is dealing with multiple reports of incidents and the technician is not
fully aware of the extent of the problem).

e Afailure to set aside time to build and update the call log or incident sheets, thereby restricting
the delivery of benefits.

e Aninability to determine accurately the impact of incidents and problems on the
business/organisation; consequently, critical incidents and problems may not be given the
correct priority.

19.3.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global
Trusted Cloud DE No No

19.3.1.3 Reference Information

https://www.mitsm.de/problem-management-en
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19.4 Change Management
19.4.1 A05-S02-C04-Q01

Are changes in services reported to the Cloud Service Customer in advance when
an impact is expected on the operation of the service?

Evaluation:

Rating: I

Appropriate customer information about potential service disruption/changes.

Mandatory

] e

Standard maintenance plan for the coming 12 months, regularly

Excellent B

B Good Customer is notified via negotiated channels at least 6 weeks before
planned changes.

c Sufficient Customer is notified via negotiated channels at least 4 weeks before
planned changes.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

19.4.1.1 Background Information

It is important to keep the Cloud Service Customer in the communication loop about planned
changes which might impact the service availability. This does not imply the need to ask for
approval or confirmation, but at least the Cloud Service Customer is enabled to plan its work and
requirements accordingly. Consider a marketing agency that is planning a weekend survey by
phone and hires 20 call centre agents to work with a SaaS CRM during this time. It would be
important for the Cloud Service Customer to know upfront that there might be unexpected
outages, as even just 30 minutes will have a serious impact on the Cloud Service Customer’s
campaign.

19.4.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification
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StarAudit Global
Trusted Cloud DE
Austrian Cloud AT

19.4.1.3 Reference Information

None.
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19.5 Configuration Management

19.5.1 A05-502-C05-Q01

Ls thi configuration management documented and appropriate for the service
yper:

Rating: I
o e
A

Evidence of appropriate configuration management in respect to the specific cloud
service.

Mandatory

Excellent ISO 20000 certificate with appropriate scope is in place.
B Good Electronic configuration management system is in place.
C Sufficient Configuration management is described in the business operation
handbook.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

19.5.1.1  Background Information

There are currently no common guidelines even though configuration management is becoming
increasingly relevant for cloud services due to the level of customization by configuration to meet
special requirements within a standardised application and service set.

19.5.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Trusted Cloud  DE Yes . No

Austrian Cloud AT No No
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http://www.iso.org/iso/catalogue detail?csnumber=51986

All configuration items (Cls) relating to a service are processed by configuration management.
Configuration management provides the data used by all other ITSM processes. The data is used
e.g. to

e identify and process incidents

e assess the impact of an incident

e identify faulty equipment

e identify the users affected by potential problems

The data is stored and processed within a configuration management system (CMS) with
interfaces to all other ITSM processes. The CMS also contains information about which support
group should be assigned to which categories of incidents. Incident management can maintain the
status of faulty Cls.

Several ITSM Processes can assist configuration management in auditing infrastructure, e.g. when
e working to resolve an incident
e working to investigate a problem
e implementing a change

Configuration management in
e ITIL V2: part of Service Support
e ITIL V3: part of Service Transition (SACM)

Objectives

The purpose of configuration management is to identify, record, control, report, audit and verify
service assets and configuration items including baselines, versions, constituent components and
their attributes and relationships. Configuration management should efficiently and effectively
support the service management processes by providing accurate configuration information.
There is very close cooperation and teamwork with the configuration management process.

One of the main objectives is to ensure, manage and protect the integrity of the assets and
configuration items and their relationships required to control the services.



/E;nccloyd
oY)

StarAudit Catalogue StarAudit Area 5: Cloud Service Operational
Processes

19.6 Release Management

19.6.1 A05-502-C06-Q01

Is there a staging concept for development, acceptance and production systems?

Clearly separate production from the staging system and follow quality rules for
staged deployments.

D e

Full ITIL conformity for application deployment and release

A Excellent
management.
B Good Three-tier deployment (testing/acceptance/production).
C Sufficient Two tier deployment (acceptance/production).
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

19.6.1.1  Background Information

The centralised and multi-tenant approach to cloud service provisioning requires a very sensitive
planning of changes and careful testing upfront. Typically, a staging concept with testing,
acceptance and production systems — so called DTAP with a leading development cycle — should
be in place.

19.6.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Validity for Self-Assessment for Certification

StarAudit Global

Trusted Cloud DE No No

Austrian Cloud AT No No
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19.6.1.3 Reference Information

Release management aims to provide new or updated services and Cls as defined by service
portfolio management and/or change management for the production environment. It also aims
to assure their integrity and functionality as defined by the service description. Release
management is exclusively triggered by the change management process.

Objectives

e release a new software product

e release a new hardware model

e release a new version of an existing software product

e release a new version of an existing hardware model

e release a service with new functionality
StarAudit Catalogue This document is for internal use only.
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19.7 Capacity Management
19.7.1 A05-502-C07-Q01

SEIENLLE - Are the system resources continuously monitored?
Rating: ey

Proactive resource monitoring to identify SLA-related issues.

Mandatory
o e
A Excellent Monitoring with link to alert and incident management.
B Good Internal dashboard with clear SLA reference.
C Sufficient Monitoring is in place.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

19.7.1.1  Background Information

Due to the high flexibility required for cloud services in terms of up- and downscaling, it is
necessary to monitor system resources to allow further relevant actions.

19.7.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Validity for Self-Assessment for Certification

Trusted Cloud DE No

No
Austrian Cloud AT Yes . No

19.7.1.3 Reference Information

Information capacity management deals with the implementation and monitoring of a predefined
capacity level for the IT environment. Capacity management balances the capacity level required
by the customer with current and planned resources. Capacity analysis as a starting point, based
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on service definitions, SLAs and patterns of business activity (PBA) helps to define the customer
requirements at the capacity level. The internal minimal capacity requirement is referred to as the
IT basic capacity level. Additional capacity requirements by the customer must be defined on an
individual basis.

The basic purpose of capacity management is to keep required SLAs balanced with reasonable
costs and efforts.

Objectives
To introduce and maintain a required level of capacity as defined by the customer and senior
management.

Information capacity management contributes to an integrated service management approach by
fulfilling the following functions:

e I|dentifying and defining the internal and external capacity requirements

e Planning of capacity procedures

e Developing the capacity plan

e Creating a capacity chapter in the SLA and service description

e Managing the implementation of capacity actions

e Application sizing

e Evaluating the capacity procedures and capacity measures (including analysis of capacity

peaks)

e (Capacity reporting

e (Capacity improvement

e Maintaining a capacity database (CDB)
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19.7.2 A05-502-C07-Q02

SEIELE S Are thresholds defined for the provision of additional resources?

Rating: I

Provide evidence for scalability of the cloud service.

Mandatory
e e
A Excellent Extended capacity pool provisioning upon demand.
B Good Automated capacity extension plan mechanism.
- Capacity plan, usage monitoring and procedure to extend capacity are
C Sufficient pacity p 8 8 P pactty
documented.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

19.7.2.1  Background Information

It is necessary to define thresholds for further action in terms of commissioning/decommissioning
of IT resources for internal use. Information about current usage, scalability plans and procedures
for resource extension must be reported.

19.7.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Austrian Cloud AT No No

19.7.2.3 Reference Information

None.
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19.8 Availability Management
19.8.1 A05-502-C08-Q01
SEINEVLLE |s there an availability management system in place for the hardware?

Rating: ey

Appropriate procedures for hardware availability management.

Mandatory
e e
A Excellent ISO 27001 certificate with appropriate scope is in place.
B Good Availability management system is in place.
C Sufficient Procedures for availability management is in place.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

19.8.1.1 Background Information

Information availability management deals with the implementation and monitoring of a
predefined availability level for the IT environment. Availability management balances the
assurance level for disaster cases with the necessary resources, requirements and costs.
Availability analysis and business requirements based on service definitions, SLAs and costs to
implement the customer requirements in regard to availability serve as a starting point. The
internal minimal availability requirement is referred to as the IT basic recovery level. Additional
availability requirements by the customer must be defined on an individual basis. A further
challenge is to balance the internally required availability level with service levels provided by the
external and internal service provider for IT services.

The basic purpose of availability management is to keep required SLAs balanced with reasonable
costs and effort.

19.8.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Catalogue This document is for internal use only.
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StarAudit Global Yes Yes
Trusted Cloud DE No No
Austrian Cloud AT Yes No

Ensure that agreed facilities, services and resources can be maintained at an agreed level of
availability within an agreed timeframe.

Information availability management contributes to an integrated service management approach
by fulfilling the following functions:

e Identifying and defining the internal and external availability requirements

e Performing business impact analysis and a risk analysis in regard to availability

e Planning of availability strategy and procedures

e Managing the implementation of availability actions and their organisation

e Evaluating the availability procedures (preventive and recovery case) and availability

measures

e Availability reporting

e Availability audit and improvement
StarAudit Catalogue This document is for internal use only.
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19.8.2 A05-502-C08-Q02
ARV |s there an availability management system in place for applications?

Rating: I

Appropriate procedures for application availability management.

Mandatory
e e
A Excellent ISO 27001 certificate with appropriate scope is in place.
B Good Availability management system in place.
C Sufficient Procedures for availability management in place.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

19.8.2.1  Background Information

Information availability management deals with the implementation and monitoring of a
predefined availability level for the IT environment. Availability management balances the
assurance level for disaster cases with the necessary resources, requirements and costs.
Availability analysis and business requirements based on service definitions, SLAs and costs to
implement the requirements of the Cloud Service Customer in regard to availability serve as a
starting point. The internal minimal availability requirement is referred to as the IT basic recovery
level. Additional availability requirements by the Cloud Service Customer must be defined on an
individual basis. A further challenge is to balance the internally required availability level with
service levels provided by the external and internal service provider for IT services.

The basic purpose of availability management is to keep required SLAs balanced with reasonable
costs and effort.

19.8.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global
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Trusted Cloud DE No No
Austrian Cloud AT Yes No

Ensure that agreed facilities, services and resources can be maintained at an agreed level of
availability within an agreed timeframe.
Information availability management contributes to an integrated service management approach
by fulfilling the following functions:

e Identifying and defining the internal and external availability requirements

e Performing business impact analysis and a risk analysis in regard to availability

e Planning of availability strategy and procedures

e Managing the implementation of availability actions and their organisation

e Evaluating the availability procedures (preventive and recovery case) and availability

measures
e Availability reporting
e Availability audit and improvement
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19.9 Emergency Management

19.9.1 A05-S02-C09-Q01

Evaluation: Is there emergency planning with detailed definitions of emergencies and a
catalogue of corresponding measures to be taken?

m Clear emergency procedures to mitigate business impact for the Cloud Service

Customer.

Mandatory

] e

Tested procedures with evidence of recovery time after emergency
Excellent

situations.
B Good Dedicated emergency hotline and communication channels for
customers are available.
Sufficient Emergency plan with appropriate description of actions is in place.
Major gaps Please comment on reasoning

Not acceptable Please comment on reasoning

m m QO 0O

Not applicable Please comment on reasoning

19.9.1.1  Background Information

The relevance and extent of a detailed emergency plan is related to the surrounding conditions
and potential situations that might lead to serious issues in regard to the provisioning of the
service. Such situations may include:
e Total system failure (server reported as no longer responding to a system check; Cloud
Service Customer’s account is not in arrears or terminated pursuant to the agreement)
e Total application failure (no part of the application is functioning or server is no longer
responding to HTTP requests)
e Loss of power
e Loss of access to network bandwidth

19.9.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:
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Catalogue Validity for Self-Assessment for Certification

StarAudit Global
Trusted Cloud DE
Austrian Cloud AT

19.9.1.3 Reference Information

http://www.sans.org/reading-room/whitepapers/recovery/disaster-recovery-plan-strategies-
processes-564
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19.9.2 A05-502-C09-Q02
AEITEVLLE S |s there an emergency handbook with action plans?
Rating: IS

Clear processes for dealing with emergency situations.

Emergency handbook.

Mandatory
e e

A Excellent Regular emergency trainings at least one a year.

B Good Procedures in emergency handbook tested for effectiveness.

C Sufficient Emergency handbook in place.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

19.9.2.1 Background Information

A manual with clear instructions for service operations up to the level of DC facility management
should be available.

19.9.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Validity for Self-Assessment

for Certification

Trusted Cloud DE No No
Austrian Cloud AT No No

19.9.2.3 Reference Information

https://www.savvisstation.savvis.com/docs/welcome/welcome guide html/implementation/Cust
omer%20Information%20Guide%20and%20Handbook.pdf
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19.10 Risk Management
19.10.1A05-S02-C10-Q01

Has a risk analysis been performed for the estimation of damages to the Cloud
Service Provider in the event of an outage at the data centre?

Evaluation:

Rating: I

Internal Cloud Service Provider risk analysis.

Mandatory
e e

A Excellent DC facility is part of an ongoing risk assessment management system.

B Good A risk plan and procedures to mitigate potential situations is in place.

C Sufficient A risk plan has been developed.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

19.10.1.1 Background Information

The level of risk is assessed based on the likelihood of an incident scenario, mapped against the
estimated negative impact.

The likelihood of an incident scenario is given by a threat exploiting a vulnerability with a given
likelihood.

In many cases, the estimation of likelihood depends heavily on the cloud model or architecture
under consideration.

The risk scale could also be mapped to a simple overall risk rating:
e Low risk: 0-2
e Medium Risk: 3-5
e High Risk: 6-8

Likelihood of incident scenario
e Very Low (Very Unlikely)
e Low (Unlikely)
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e Medium (Possible)
e High (Likely)
e Very High (Frequent)

Business Impact
Very Low
Low
Medium
High
Very High

19.10.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Trusted Cloud DE No No
Austrian Cloud AT No No

19.10.1.3 Reference Information

https://resilience.enisa.europa.eu/cloud-security-and-resilience/publications/cloud-computing-
benefits-risks-and-recommendations-for-information-security
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19.11 Operation Management
19.11.1A05-S02-C11-Q01

Are there operation management handbooks for all applications run in the data
centre and related to the cloud service?

Evaluation:

Rating: ok ok ok ok

Appropriate service portfolio management.

Mandatory
s [t [
A Excellent N/A
B Good All interdependencies between applications are well documented.
C Sufficient Service portfolio management is in place.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

19.11.1.1 Background Information

Service portfolio management is the process responsible for the assembly of an initial service
design package (SDP) for each service and its maintenance through the service life cycle. This also
involves cooperating with the continual service improvement process. The SDP may be altered
and extended by other service management processes. However, service portfolio management is
the process retaining ownership and overall responsibility for all SDPs, in particular for all service
descriptions and documentation. The entirety of all available SDPs forms the service portfolio.
Since customers should be provided with a customer-specific view of this portfolio (the service
catalogue), service catalogue administration is an important administrative sub-process related to
service portfolio management.

Although the continual service improvement process is gaining more and more importance in
recent discussions, in our understanding it is part of service portfolio management. This
understanding helps to:

e reduce the complexity of IT service methods and processes

e increase the understanding for the correlation of IT service management

Service portfolio management in
StarAudit Catalogue This document is for internal use only.
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e |TILV2: not available
e |TIL V3: part of Service Design and separate section on Continual Service Improvement

Process
e |ISO/IEC 20000: part of Planning and Implementing New or Changed Services

e COBIT

19.11.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

Trusted Cloud DE No No
Austrian Cloud AT No No

19.11.1.3 Reference Information

The purpose of service portfolio management is to create, manage and improve a service portfolio
containing a detailed design package for each IT service.

Service portfolio management contributes to an integrated service management approach by
fulfilling the following functions:
e Every service planned and operated by the provider is documented
e Every new service runs through a set of standardised activities and procedures to ensure
that essential management-relevant information for service delivery and support is
documented and provided to the relevant management processes
e Every service and its design packages are reviewed at regular intervals
e Every service is reviewed within the continual service improvement process
e Through the service portfolio, an information base for a service catalogue is provided

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.

Contact: info@staraudit.org Page 199



StarAudit Catalogue Area 5: Cloud Service Operational

Processes
19.12 Backup Management
19.12.1A05-502-C12-Q01
Evaluation: Is there a data backup management system?
Rating: ey
Backup management practise.
Mandatory
e e
Excellent ISO 27001 -certified backup system.
Good Electronic management of backups in place.
Sufficient At least daily full backups with recovery option within 7 days.

Major gaps Please comment on reasoning
Not acceptable Please comment on reasoning

Not applicable Please comment on reasoning

19.12.1.1 Background Information

Detailed policies and procedures for backups. This should include procedures for the management
of removable media and methods for securely destroying storage media that are no longer
required. Depending on its business requirements, the Cloud Service Customer may wish
implement an independent backup strategy. This is particularly relevant where time-critical access
to backups is required.

19.12.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Trusted Cloud DE No

No
Austrian Cloud AT Yes . No
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19.12.2A05-502-C12-Q02

SEILERLLE S On what types of media are the backup data archived, and for how long?

Rating: I

Appropriate backup media and retention periods.

Mandatory
e e
A Excellent N/A
B Good Multiple physically separated and secured archive media.
- Data media are appropriate for securely backing up the system and the
Sufficient . )
Cloud Service Customer’s data.
Major gaps Please comment on reasoning

Not acceptable Please comment on reasoning

m m O 0O

Not applicable Please comment on reasoning

19.12.2.1 Background Information

Provide transparency for the Cloud Service Customer about backup management and the devices
that will contain customer data requiring the highest protection level. Especially for exit scenarios,
it must be clear at what time and by which procedure a specific set of customer data within a
backup can be deleted.

19.12.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Trusted Cloud DE No

No
Austrian Cloud AT Yes . No

19.12.2.3 Reference Information

None.
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19.12.3A05-502-C12-Q03

Can data recovery be requested by the Cloud Service Customer, and with what lead
time?

Evaluation:

Rating: I

Allow individual recovery of specific Cloud Service Customer data upon request.

Mandatory

D e

Specific Cloud Service Customer data can be recovered within less than

A Excellent
one day.
B Good Specific Cloud Service Customer data can be recovered within 1 day.
C Sufficient Full Cloud Service Customer data can be recovered within 2 days.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

19.12.3.1 Background Information

The Cloud Service Customer must be able to mandate a recovery of its specific data without being
limited by systematic constraints of a multi-tenant architecture.

19.12.3.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Global
Trusted Cloud DE No No

Austrian Cloud AT Nes L No

19.12.3.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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19.12.4A05-502-C12-Q04

AEIERLLE - At what intervals do backups of the movement data occur?
Rating: FAHAAK (N) FKKK (B) KKK (C)

Frequency of backup cycles.

Mandatory
e e

A Excellent Full redundancy through real-time replication.

B Good < 4 hours.

C Sufficient 24 hours.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

19.12.4.1 Background Information

For backup/recovery considerations, the timing options for recovery as well as the offset of the
recovered data set must be clearly defined.

19.12.4.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Trusted Cloud DE No

No
Austrian Cloud AT Yes . No

19.12.4.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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19.12.5A05-502-C12-Q05

Are the backup media (tapes, CDs, etc.) stored securely (e.g. in a bank safety
deposit box or safe)?

Evaluation:

Rating: I

Secure data archives.

Mandatory

D e

Media is secured in special storage with fire protection at two separate

A Excellent .
locations.
B Good Media is secured in special storage with fire protection.
C Sufficient Media is secured in special storage.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

19.12.5.1 Background Information

Backups are subject to the same security requirements as production systems due to the general
protection requirements for customer data.

19.12.5.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Global
Trusted Cloud DE No No
Austrian Cloud AT No No

19.12.5.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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19.12.6A05-502-C12-Q06

Are the application data mirrored and permanently available using a failover
procedure?

Evaluation:

Rating: IS

Full service redundancy.

Mandatory
o e

A Excellent Multiple online versions with mirrored data storage.

B Good Second online version with mirrored data storage.

C Sufficient Second standby version with mirrored data storage.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

19.12.6.1 Background Information

For a five-star assessment, a high availability infrastructure is required.

19.12.6.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Trusted Cloud DE No No
Austrian Cloud AT No No

19.12.6.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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19.13 Quality Management
19.13.1A05-502-C13-Q01
Evaluation: Is there a quality assurance process for the development of software?
Rating: el
Application quality.
Mandatory
e e
A Excellent ISO 9216-compliance for quality management for software development.
B Good Quality management process in place throughout the development
cycle.
C Sufficient Quality assurance process in place.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

19.13.1.1 Background Information

Despite the agile enhancement approach to cloud services, it is extremely important to apply a
quality assurance process for application development.

19.13.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Trusted Cloud DE No No
Austrian Cloud AT No No

19.13.1.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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19.13.2A05-502-C13-Q02

Evaluation: Are quality criteria defined, and are they checked and documented through
" appropriate process specifications?
m Application quality.

D e
A

Excellent ISO 9126-compliance.
B Good Quality management process in place throughout the development
cycle.
C Sufficient Criteria and process specification in place.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

19.13.2.1 Background Information

19.13.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Validity for Self-Assessment for Certification

Trusted Cloud DE No No
Austrian Cloud AT No No

19.13.2.3 Reference Information

The quality model presented in the first part of the standard ISO/IEC 9126-1 classifies software
quality by a structured set of characteristics and sub-characteristics as follows:

Functionality — A set of attributes that bear on the existence of a set of functions and their
specified properties. The functions satisfy stated or implied needs.

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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e Suitability

e Accuracy
e Interoperability
e Security

e Functionality compliance

Reliability — A set of attributes that bear on the capability of software to maintain its level of
performance under stated conditions for a stated period of time.

e Maturity

e Fault tolerance

e Recoverability

e Reliability compliance

Usability — A set of attributes that bear on the effort needed for use as well as on the individual
assessment of such use by a stated or implied set of users.

e Understandability

e Learnability

e Operability

e Attractiveness

e Usability compliance

Efficiency — A set of attributes that bear on the relationship between the level of performance of
the software and the amount of resources used under stated conditions.

e Time behaviour

e Resource utilization

e Efficiency compliance

Maintainability — A set of attributes that bear on the effort needed to make specified
modifications.

e Analysability

e Changeability

e Stability

e Testability

e Maintainability compliance

Portability — A set of attributes that bear on the ability of software to be transferred from one
environment to another.

e Adaptability

e Installability

e Co-existence

e Replaceability

e Portability compliance
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The scope of the laaS assessment is to clarify fundamentals of the service layout in terms of
functional and technical criteria. The evaluations are focused on the following aspects:

e Reference architecture
e System management
e Security

e License management

It is important to note that in most cases the reference architecture will feature numerous
variations due to the functional scope of the service and lack of common standards for laaS
provisioning. A primary reference is provided by the ISO 17789 standard based on key
considerations by ITU. It is worthwhile to provide an appropriate reference information for this
assessment in terms of structure and terminology according to this ISO standard.

Furthermore, it must be shown that the service follows the NIST criteria for cloud service
provisioning.

The security assessment refers to appropriate isolation measures to protect the Cloud Service
Customer’s environment and data against unauthorized access. The related risks result from the
fact that multiple clients use shared technologies for booked provisioning and can therefore act as
malicious users behind the typical perimeter security measures.

Finally, the usage of preconfigured operating systems and further applications may introduce a
high risk for customers if the authorization for licensed products is not confirmed for the service
model. As the Cloud Service Customer itself is the party using the products, it might be seen as
part of a license dispute or at least be directly affected in case of denial of license use by the IP
holder.
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21 Reference Architecture
21.1 Analysis of Employed Technology
21.1.1 AI6-S01-C01-Q01

Is the complete cloud stack documented, including all technologies used?

m Transparency about technical service layout and key services as functional and

technical overview.

Submission of the cloud architecture description.

Mandatory

) T

Excellent Architecture described in reference to ISO 17789:2013 (draft).
B Good A fupctlonal and technical graphical overview with description of each
service component.

C Sufficient A listing of service components and employed technologies.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

21.1.1.1

Background Information

Clarity about the technical stack enables third parties to identify potential risks or uncertainties
that might affect customers during use of the service. Such an overview should also indicate the
areas managed by sub-contractors as cross-evidence to related controls in Area 2 and Area 3.

21.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Validity for Self-Assessment for Certification

Trusted Cloud DE
Austrian Cloud AT

StarAudit Catalogue This document is for internal use only.
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21.1.1.3 Reference Information

http://www.iso.org/iso/home/store/catalogue tc/catalogue detail.htm?csnumber=60545

StarAudit Catalogue This document is for internal use only.
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22 System Management
22.1 Self-Provisioning
22.1.1 Al6-502-C01-Q01

Can the Cloud Service Customer book and configure its system resources itself and
are the corresponding procedures fully documented?

Evaluation:

Rating: I

Self-service and self-provisioning capabilities.

Mandatory
e e
A Excellent User can manage the complete service offering via web interfaces.
B Good User can create, deploy and configure its booked resources via web
interfaces.
Sufficient User can configure its booked resources via web interfaces.
Major gaps Please comment on reasoning

Not acceptable Please comment on reasoning

m m O 0O

Not applicable Please comment on reasoning

22.1.1.1  Background Information

The requested capabilities are core requirements to fulfil the basic criteria of a cloud service in
reference to the widely accepted NIST definition SP800-145.

22.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Trusted Cloud  DE Yes . No

Austrian Cloud AT No No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.

Contact: info@staraudit.org Page 214



@mg@v‘!
2

StarAudit Catalogue StarAudit Area 6i: Application laaS

22.1.1.3 Reference Information

http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf

StarAudit Catalogue This document is for internal use only.
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22.1.2 Al6-S02-C01-Q02

Evaluation: Can the Cloud Service Customer administrator supervise the state of the system,
and are the corresponding procedures fully documented?

Rating: I

m Control and monitoring of the service by the Cloud Service Customer.
e e

Web tools and APIs with full separation of Cloud Service Customer usage

A Excellent data and anonymised use by the Cloud Service Provider solely for billing
purposes (if necessary).

B Good Self-service dashboard for admins to monitor system status parameters.

C Sufficient APIs in place to check relevant system status parameters.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

22.1.2.1  Background Information

It must be verified that the Cloud Service Customer has the ability to manage the booked service
in relation to the confirmed service level agreements. In regard to data privacy requirements, the
admin interfaces for the Cloud Service Customer must be capable of fulfilling local legal
requirements for the role of a data controller.

22.1.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global

Austrian Cloud AT No No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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22.1.2.3 Reference Information

Institutions may not want their use of the cloud service to be monitored by the provider, either
due to concerns regarding the outcome of such monitoring or because it might disclose
confidential data to the provider.

Cloud providers have different policies with respect to monitoring, for example:
e monitoring the nature and patterns of use (such as bandwidth consumption)
e monitoring use specifically for the purpose of ensuring high quality of service provisioning
e for statistical analysis
e for enforcing their Acceptable Use Policy (AUP)

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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23 Security
23.1 Access Hypervisor
23.1.1 Al6-S03-C01-Q01

Evaluation: Is two-factor authentication in place for the provisioning access?

Rating: I

Secure admin access.

Mandatory
o e
A Excellent ISO 27001-compliant authentication.
B Good elD authentication.
C Sufficient Two-factor authentication with at least one dynamic key is in place.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

23.1.1.1 Background Information

Admin access to a customer management interface must be secured according to market
standards for critical and sensitive services.

23.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Trusted Cloud DE No No

Austrian Cloud AT No No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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23.1.1.3 Reference Information

https://www.enisa.europa.eu/activities/risk-management/files/deliverables/cloud-computing-
information-assurance-framework?searchterm=cloud+assurance

https://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/map-auth-lev

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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23.1.2 Al6-S03-C01-Q02

. " s e 1 P
Evaluation: Can admin acce§s be limited to a customer-specific direct connection? Not
mandatory (optional).
m Network access to the admin interface can be limited to a customer-specific direct

connection.

Not mandatory (optional)

D e

A Excellent Fully federated hybrid cloud

B Good Cloud Service Customer is allowed to set up its own connection point.
C Sufficient A Virtual Private Cloud can be configured.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

23.1.2.1 Background Information

This conditional control can indicate a higher security level with support for pre-isolation at the
network level. This is a typical requirement to manage hybrid IT with a direct link between on-
premise and cloud IT.

23.1.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Validity for Self-Assessment for Certification

StarAudit Global
Trusted Cloud DE No No
Austrian Cloud AT No No

23.1.2.3 Reference Information

https://resilience.enisa.europa.eu/cloud-security-and-resilience

StarAudit Catalogue This document is for internal use only.
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23.1.3 Al6-S03-C01-Q03

SEIELLE - Are there user directives to ensure the security of virtual machines?

Rating: I

Guidance to avoid vulnerability from customer-managed systems.

Mandatory
e e

A Excellent Continuous monitoring of security risks with procedures for remediation.
B Good Provisioning of tools and services to identify security risks.

C Sufficient Standard recommendations to reduce security risks for the services used.
D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

23.1.3.1 Background Information

Ongoing monitoring for suspicious activity (login, traffic between hypervisor instances and
unassigned infrastructure components, ...) must be performed to maintain an appropriate
isolation level. Any vulnerabilities of the employed technologies must be tracked and addressed to
maintain an appropriate security level.

23.1.3.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment

for Certification

Trusted Cloud DE No No
Austrian Cloud AT No No

23.1.3.3 Reference Information

https://resilience.enisa.europa.eu/cloud-security-and-resilience/publications/cloud-computing-
benefits-risks-and-recommendations-for-information-security

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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http://www.vmware.com/pdf/vi3 security hardening wp.pdf

http://technet.microsoft.com/en-us/library/dd548285.aspx

StarAudit Catalogue This document is for internal use only.
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23.1.4 AlI6-S03-C01-Q04

SEILELE - Are the operating systems automatically protected against known vulnerabilities?

Rating: I

Avoid security risks due to deployment of outdated OS versions.

Mandatory

I e
A

Continuous security scans for known vulnerabilities and zero-day-

Excellent . . o e
exploits with remediation and/or mitigation plan.

B Good After activation, VMs with pre-configured OS are updated automatically.

c Sufficient All provisioned VMs with pre-configured OS are updated at least monthly
with all relevant security patches.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

23.1.4.1 Background Information

Outdated and unsecure operating systems and application components, offered as part of the
infrastructure services, must be automatically patched to the current level as specified by the
responsible product owners before use in concrete customer deployments.

23.1.4.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

Trusted Cloud DE No No

Austrian Cloud AT No No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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23.1.4.3 Reference Information

http://www.enisa.europa.eu/activities/risk-management/files/deliverables/cloud-computing-
information-assurance-framework

http://www.enisa.europa.eu/activities/Resilience-and-ClIP/critical-infrastructure-and-
services/scada-industrial-control-systems/window-of-exposure-a-real-problem-for-scada-systems

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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23.1.5 Al6-S03-C01-Q05

Are virtualized operating systems provided in hardened condition?

m All provided OS are hardened by default according to vendor specific

recommendations.

Mandatory

] e

Scan and compliance report for each activated VM available upon
Excellent

demand.
Fully documented changes to achieve hardening status available and
B Good .
applied to all VM templates.
C Sufficient Procedures to apply recommendations by OS vendor in place.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

23.1.5.1 Background Information

Besides patch management, it is important to harden the pre-configured operating systems to
avoid unexpected vulnerabilities and force the Cloud Service Customer to activate services
intentionally (e.g. ports, services ...)

23.1.5.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Validity for Self-Assessment for Certification

StarAudit Global

Trusted Cloud DE No No

Austrian Cloud AT No No
StarAudit Catalogue This document is for internal use only.
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23.1.5.3 Reference Information

http://www.sans.org/reading-room/whitepapers/analyst/guide-virtualization-hardening-guides-
34900

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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24 License Management
24.1 Operating System
24.1.1 Al6-S04-C01-Q01

Evaluation: Are there appropriate authorisations by the licensor of the operating systems that
are made available for deployment?

m Show evidence that the Cloud Service Provider is entitled to offer the respective

operating systems.

Mandatory

] e

OS vendor approval statement about the correct provisioning of all

R offered OS.
B Good Full liability statement by the Cloud Service Provider in case of dispute
about correct license usage.
Sufficient Contract with vendor is in place.
Major gaps Please comment on reasoning

Not acceptable Please comment on reasoning

m m O 0O

Not applicable Please comment on reasoning

24.1.1.1  Background Information

The usage of preconfigured operating systems and further applications may introduce a high risk
for customers if the authorisation for licensed products is not confirmed for the respective service
model. As the Cloud Service Customer itself is the party using these products, it could be seen as
part of a license dispute or at least be directly affected in case of denial of license use by the IP
holder.

24.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global
StarAudit Catalogue This document is for internal use only.
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Trusted Cloud DE No No

Austrian Cloud AT Nes L No

24.1.1.3 Reference Information

Individual license policies for the relevant operating systems and central services.

StarAudit Catalogue This document is for internal use only.
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The scope of the PaaS assessment is to clarify fundamentals of the service layout in terms of
functional and technical criteria. The evaluations are focused on the following aspects:

e Reference architecture
e Security
e Management

It is important to note that in most cases the reference architecture will feature numerous
variations due to the functional scope of the service and lack of common standards for PaaS
provisioning. A primary reference is provided by the ISO 17789 standard based on key
considerations by ITU. It is worthwhile to provide appropriate reference information for this
assessment in terms of structure and terminology according to this ISO standard. The definition
for platform services is quite open and in most cases very specific for certain use cases and target
groups. A goal of the architecture exercise is to identify critical aspects in terms of isolation, cross-
dependencies between the core layer and the custom build application and services, and support
for quality assurance in the backend and frontend services.

The security assessment refers to appropriate isolation measures to protect the customer
environment and data against unauthorized access. The related risks result from the fact that
multiple clients use shared technologies for backend services and are entitled to build further
application services on top of these backend services with a variety of development tools and
languages. Among the core considerations of this assessment are measures to avoid side effects in
the backend that are caused by wrong usage with custom build codes and might affect foreground
services by other parties.
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26 Reference Architecture
26.1 Analysis of Employed Technologies
26.1.1 AP6-S01-C01-Q01

Is the complete cloud stack documented, including all technologies used?

m Transparency about technical service layout and key services as functional and

technical overview.

Submission of the cloud architecture description.

Mandatory

T T

Excellent Architecture described in reference to ISO 17789:2013 (draft).
B Good A fupctlonal and technical graphical overview with descriptions of all
service components.
Sufficient A listing of service components and employed technology.
Major gaps Please comment on reasoning

Not acceptable Please comment on reasoning

m m O 0O

Not applicable Please comment on reasoning

26.1.1.1  Background Information

Clarity about the technical stack enables third parties to identify potential risks or uncertainties
that might affect customers during use of the service. Such an overview should also indicate the
areas managed by sub-contractors as cross-evidence to related controls in Area 2 and Area 3.

26.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Validity for Self-Assessment for Certification

Trusted Cloud DE
Austrian Cloud AT

StarAudit Catalogue This document is for internal use only.
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26.1.1.3 Reference Information

http://www.iso.org/iso/home/store/catalogue tc/catalogue detail.htm?csnumber=60545

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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27 Security
27.1 Isolation
27.1.1 AP6-S02-C01-Q01

Evaluation: Are thg provided applications accordingly isolated, and is this isolation confirmed
by testing?

m No influence by other customer-built applications within the PaaS runtime

environment.

Mandatory

0 T

Excellent ISO 27001 certificate with appropriate scope is in place.

B Good Besides containerisation, the Cloud Service Customer’s code is checked
for vulnerabilities with appropriate remediation procedures.

C Sufficient Contginerisati.on according to chosen technology stack conforms to best
security practice.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

27.1.1.1  Background Information

This evaluation refers to appropriate isolation measures to protect the Cloud Service Customer’s
environment and data against unauthorized access. The related risks result from the fact that
multiple clients use shared technologies for backend services and are entitled to build further
application services on top of these backend services with a variety of development tools and
languages. Among the core considerations of this evaluation are measures to avoid side effects in
the backend that are caused by wrong usage with custom build codes and might affect foreground
services by other parties.

27.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
Contact: info@staraudit.org Page 233
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Catalogue Validity for Self-Assessment for Certification

StarAudit Global
Trusted Cloud DE
Austrian Cloud AT

27.1.1.3 Reference Information

Focus on container architecture and appropriate security recommendations for e.g. J2EE, .NET,
0SGi and virtual machines in respect to security hazards.
https://developer.salesforce.com/page/Multi_Tenant Architecture

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.

Contact: info@staraudit.org Page 234



/E;Jrocloud
oo

StarAudit Catalogue StarAudit Area 6p: Application Paa$S

27.2 Security Technology
27.2.1 AP6-S02-C02-Q01

Evaluation: Are the safety measures in regard to the provided PaaS technology appropriate for
web and application security?

m Baseline security

0 T

Excellent Certified in accordance with I1ISO 27001 (within the scope of the audit).
B Good In line with ENISA good practices for web security.
. Existence of a management process to reduce the risk of cyber-attacks
C Sufficient oy .
within the technology stack for web applications.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

27.2.1.1  Background Information

It is obvious that the protection level of cloud services must meet the highest standards of web
security. This implies appropriate patch management of any publicly available web services and
the underlying application servers, web servers, CMS and any other PaaS and SaaS components
against known vulnerabilities. This must also include any peripheral system of the cloud service
like support and ticket management, WIKIs etc. Moreover, continuous scanning and assessment of
customer-deployed services must be established to identify critical vulnerabilities in those
services.

27.2.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global

Trusted Cloud DE No No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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Austrian Cloud AT Nes L No

27.2.1.3 Reference Information

https://www.enisa.europa.eu/activities/Resilience-and-ClIP/critical-applications/web-security

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.

Contact: info@staraudit.org Page 236



{9ED BY EURgy,
BS &

(E‘urodoud
mroliove)

StarAudit Catalogue StarAudit Area 6p: Application PaaS

28 Management
28.1 Deployment
28.1.1 AP6-S03-C01-Q01

Evaluation: Is the deployment support for PaaS components appropriate for staging and
' release management?

Rating: G
e

Full ITIL conformity for application deployment and release

Clearly separate production from staging systems and follow quality rules for
staged deployments.

A Excellent
management.
B Good Three-tier deployment (testing/acceptance/production).
C Sufficient Two-tier deployment (acceptance/production).
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

28.1.1.1 Background Information

The acronym DTAP is short for Development, Testing, Acceptance and Production. It is a rather
common acronym in ICT and refers to a phased approach to software testing and deployment:

e The program or component is initially developed on a development system. This
development environment might have no testing capabilities.

e Once the developer thinks it is ready, the product is copied to a testing environment to
verify that it works as intended. This testing environment should be standardised and as
similar as possible to the target environment.

o |f testing is successful, the product is copied to an acceptance testing environment. During
acceptance testing, the customer tests the product in this environment to verify that it
meets all expectations.

e |f the customer accepts the product, it is deployed to a production environment, making it
available to all users of the system.

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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28.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

Trusted Cloud DE No No

Austrian Cloud AT Nes L No

28.1.1.3 Reference Information

Staging indicates an intermediate deployment and approval service between development and
production environments.

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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The provisioning of applications in the SaaS model is the most common approach, with a huge
bandwidth of offerings in the market.

This provider model introduces the highest separation between the user and the provider, as the
control of access to data and backend infrastructure is completely managed by the provider. To
address this circumstance, the evaluations in this section focus on

e Interoperability and portability
e User support

Interoperability is a key concept to avoid the problem of vendor lock-in and to maintain the
principle of the Cloud Service Customer as data controller. This approach implies a clear
separation of service functionality and data access.

User support is highly relevant for coordinating the support stream between the facilitator of the
application service and the user, which typically requires appropriate support for the service
operations of the Cloud Service Customer to keep track of incidents, resolution and general
control over SLA compliance.
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30 Interoperability and Portability
30.1 Export Format
30.1.1 AS6-S01-C01-Q01

Does a sufficient documentation of the export formats exist?
m Portability of Cloud Service Customer data.

m Full specification of export formats.

Mandatory

] e

All recommendations by OASIS TOSCA are implemented and confirmed

Excell
xcellent by the Cloud Service Provider.
Full SQL dump and appropriate XML export of Cloud Service Customer
B Good . .
data is available.
- Export format is documented with Cloud Service Customer metadata and
C Sufficient - .
referential integrity.
D Major gaps Please commend on reasoning
E Not acceptable Please commend on reasoning
F Not applicable Please commend on reasoning

30.1.1.1 Background Information

Following the principle of data ownership by the Cloud Service Customer, it must be ensured that
the Cloud Service Customer remains the sovereign of its assets and is able to export data it owns
at any time in appropriate formats that guarantee:

e Completeness of data

o Referential integrity

e Interfaces independent from the typical user interface or application service availability

30.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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StarAudit Global
Trusted Cloud DE
Austrian Cloud AT

30.1.1.3 Reference Information

Topology and Orchestration Specification for Cloud Applications (TOSCA):
http://docs.oasis-open.org/tosca/TOSCA/v1.0/0s/TOSCA-v1.0-os.pdf

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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30.1.2 AS6-S01-C01-Q02

Evaluation: Is it guaranteed that the entire referential integrity including access authorizations
is represented in the export?
m Portability of Cloud Service Customer data without losing transaction and metadata

information.
e
A

Full description of data model and referential integrity.

Mandatory

All recommendations by OASIS TOSCA are implemented and confirmed

Excellent . .
by the Cloud Service Provider.
B Good Various use case descriptions for migration into abstract target systems.
- Abstract procedure description for migration of the entire Cloud Service
Sufficient ,
Customer’s data model.
Major gaps Please comment on reasoning

Not acceptable Please comment on reasoning

m m g 0O

Not applicable Please comment on reasoning

30.1.2.1 Background Information

The full integrity of data export formats must be proven through an appropriate migration task
between a production instance and a separate test repository, with basic integrity checks for
reusability of the ported data sets with the standard application interface.

30.1.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Validity for Self-Assessment for Certification

Trusted Cloud DE No
Austrian Cloud AT No

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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30.1.2.3 Reference Information

None.

30.1.3 AS6-S01-C01-Q03

ACIELLIE S Which export formats are made available?

Rating: FAHRK (N) REEE (B) KEE ()

Appropriate common data export formats.

Mandatory

] e

Fully synchronised interface of transactional data and related metadata

Excellent

information.
XML export format with embedded binary data and full schema
B Good s
description.
Sufficient ASCII text / CSV format plus data objects.
Major gaps Please comment on reasoning

Not acceptable Please comment on reasoning

m m O 0O

Not applicable Please comment on reasoning

30.1.3.1 Background Information

The type of export format is a primary indicator for the completeness of the projection. Although
a CSV or delimited ASCII file export does not indicate readiness for complex data projection,
whether such formats meet the requirements depends on the specific use case. XML exports are
most appropriate for further migration tasks, while SQL dumps might provide the highest level of
integrity. Such an export need not necessarily reflect the real production layout due to IP
protection, but it must be documented that an export with the offered intermediate format can
be reimported into production usage with the same service as source and target system.

30.1.3.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.

Contact: info@staraudit.org Page 244




/a

uroCloud
=

StarAudit Catalogue StarAudit

StarAudit Global
Trusted Cloud DE
Austrian Cloud AT

30.1.3.3 Reference Information

None.

StarAudit Catalogue
Date: 15/12/20, Version 4.0 Rev. 04
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30.1.4 AS6-S01-C01-Q04

Are the interfaces usable in multiple versions?

m Allow the Cloud Service Customer to plan training and migration procedures before

a major change of interfaces becomes effective.

Documentation of the versioning concept.

Mandatory

] e

The Cloud Service Customer can opt for the interface version
Excellent

individually.

B Good The Cloud Service Customer can plan the changeover to a newer version
within 6 months after announcement of the new major release.

C Sufficient The application allows at least the use of two major interface versions
and changes do not occur more than once every 3 months.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

30.1.4.1 Background Information

Considering complex applications like ERP, any major change to the user interface and/or business
process specification will require appropriate training and preparation on the Cloud Service
Customer side. The required lead time is highly dependent on the use case and must be balanced
against the common need of all customers for general enhancements. It is recommended to clarify
this requirement as part of the service description and service level agreement.

30.1.4.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global

Trusted Cloud DE No No

Austrian Cloud AT No No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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30.1.4.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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30.1.5 AS6-S01-C01-Q05
SEILELE . Are all meta data available as data objects? Not mandatory (optional).
Rating: I

Full auditing of export data.

Documentation of meta data used for persistent storage and access management.

Not mandatory (optional) if not confirmed by CSP to be tamper-proof

I e
A

Excellent ISAE 3402 compliance attestation.
B Good Procedures and APIs for real-time replication of transactions are in place.
. All related meta data that are tracked for the logical data model are
C Sufficient
stored and can be exported.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

30.1.5.1 Background Information

The storing of meta data for migration is highly relevant for data transfers in accordance with
audit requirements. A typical example is the processing of data subject to certain regulations, e.g.
financial bookkeeping.

30.1.5.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment

for Certification

Trusted Cloud DE No No
Austrian Cloud AT No No

30.1.5.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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30.1.6 AS6-S01-C01-Q06

Is data migration possible independent of the manufacturer?

Rating: IS

o )
m Description of migration scenarios.

e
A

Mandatory

Excellent Attestation of portability by third party auditor.
B Good Full compliance with OASIS TOSCA recommendations.
C Sufficient At least one reference sample for migration to a different technology
stack.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

30.1.6.1 Background Information

The Cloud Service Provider should describe a migration path with all supported data structures,
tools, APIs or other elements as a migration reference that can be used without further support by
the Cloud Service Provider. This reduces the risk of vendor lock-in and issues in case of the service
itself and/or the Cloud Service Provider becoming inoperable.

30.1.6.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Validity for Self-Assessment for Certification

Trusted Cloud DE No No
Austrian Cloud AT No No

30.1.6.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.

Contact: info@staraudit.org Page 249



/Z

uroCloud
=

StarAudit Catalogue StarAudit Area 6s: Application SaaS

30.2 Integration
30.2.1 AS6-S01-C02-Q01

Are 'Fher?e APls, e.g. REST or SOAP, for integration of the solution into other
services?:

Rating: I

m Interoperability.
m API description and sample use cases.

Mandatory
T e
A Excellent All user interface interactions can be executed by APIs.
B Good All repository interactions can be executed by APIs.
C Sufficient A core set of APIs is in place and documented.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

30.2.1.1 Background Information

None.

30.2.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Global
Austrian Cloud AT No No

30.2.1.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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30.2.2 AS6-501-C02-Q02

Evaluation: Is there an SDK/developer platform for APl integration?

Rating: IS

Interoperability.

SDK description and integration patterns.

Mandatory
e e
A Excellent An SDK for common IDEs and integration technologies is in place.
B Good An SDK is in place.
C Sufficient A full API description with integration samples is in place.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

30.2.2.1 Background Information

None.

30.2.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Trusted Cloud DE No No
Austrian Cloud AT No No

30.2.2.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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31 User Support
31.1 Documentation
31.1.1 AS6-S02-C01-Q01

Evaluation: Does a user documentation exist?
Rating: I

m Reference to user online/offline documentation.

Mandatory

D e

A detailed documentation grouped by user roles and functions is

A Excellent .
available.
B Good Extended web guidance with tutorials is available.
C Sufficient User manual covers the main aspects of the application.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

31.1.1.1 Background Information

None.

31.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Trusted Cloud DE No
Austrian Cloud AT No

31.1.1.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.

Contact: info@staraudit.org Page 252



/Z

uroCloud
=

StarAudit Catalogue StarAudit Area 6s: Application SaaS

31.1.2 AS6-502-C01-Q02

Is there a training plan?

Rating: I

m User training.
m Training plan and scoping.

e

A detailed cascaded training plan with all relevant guides and tutorials is

Mandatory

A Excellent .
in place.
B Good Training and e-learning offered by the Cloud Service Provider.
C Sufficient A recommended standard training path is in place.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

31.1.2.1 Background Information

None.

31.1.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Trusted Cloud DE No
Austrian Cloud AT No

31.1.2.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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31.1.3 AS6-502-C01-Q03

AEIELLIE Are training courses offered?

Rating: IS

Appropriate education offerings.

Training concept and regional offering.

Mandatory

e
A

Regular offer of on-site or academy training courses by the Cloud Service

R Provider or a partner; at least every three months per country.
B Good Regular offer of on-site or academy training courses by the Cloud Service
Provider or a partner.
C Sufficient Concepts and e-trainings in local language are available.
D Major gaps Please comment on reasoning.
E Not acceptable Please comment on reasoning.
F Not applicable Please comment on reasoning.

31.1.3.1 Background Information

None.

31.1.3.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Austrian Cloud AT No No

31.1.3.3 Reference Information

None.
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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EU Regulation No. 2016/679 (General Data Protection Regulation, GDPR) on the protection of
individuals with regard to the processing of personal data, on the free movement of such data and
repealing Directive 95/46/EC entered into force on 25 May 2016 and is applicable from 25 May
2018 after a period of 24 months. It harmonises the rules for processing of personal data by
private companies and public bodies throughout the EU. The GDPR is directly applicable in all EU
member states without an implementing act. However, accompanying domestic legislative
measures are permitted on an ad hoc basis.

The essential cornerstones of the GDPR relevant to EuroCloud StarAudit are:

e Strengthening the rights of data subjects (more transparency; anchoring the right to be
forgotten; consent only applies if voluntary, active and unambiguous)

e New focus on data security (mandatory adequate security measures; data misuse and
security breaches must be reported to supervisory authorities)

Area 7 was therefore implemented with a focus on the provider, product and process in terms of
data protection as well as other data-protection-related criteria pertaining to data protection
aspects of other StarAudit areas.
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33 Provider-Related Data Protection Criteria
33.1 Data Protection Representative

33.1.1 A07-S01-C01-Q01

Has the Cloud Service Provider nominated a data protection representative who
SEIEL L serves as the dedicated point of contact for the Cloud Service Customer in data-
protection-related matters?

m Appointment of a data protection representative

e

A data protection representative is formally appointed (name and
contact details published on the website) and proof of data-protection-

A Excellent . .. o . .
specific training and certificates with regard to the relevant geographic
region can be provided (e.g. CIPP/E certification from IAPP for Europe).
A data protection representative is formally appointed (name and

B Good contact options published on the website or provided on demand), but
neither specifically trained in data protection nor formally certified with
regard to the relevant geographic region.

C Sufficient A data protection representative is nominated, but no evidence of formal
appointment, training or certification provided.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

33.1.1.1 Background Information

33.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification
No No

StarAudit Global

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
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33.1.1.3 Reference Information

GDPR Articles: 37, 38, 39

StarAudit Catalogue
Date: 15/12/20, Version 4.0 Rev. 04

Contact: info@staraudit.org Page 258

Area 7: Data Protection

No
No

This document is for internal use only.
Any modification, online-publication or public download is prohibited.



(0E0 BY EURopy
ol Lo,
<> %

/E‘-uroOoud
S8 )

StarAudit Catalogue StarAudit Area 7: Data Protection

33.1.2 A07-S01-C01-Q02

Evaluation: How familiar is the data protection representative of the Cloud Service Provider
" with relevant legal, technical and business requirements?
Rating: G

m Appropriate know-how and training of the data protection representative
o e

The data protection representative is able to demonstrate familiarity
with all relevant legal data protection requirements (e.g. professional
education as a lawyer or specific data protection training and formal
certification from IAPP or other) as well as with all relevant business
requirements (e.g. certificates from in-house trainings on the cloud
service) and technical data protection or security requirements (e.g.
professional education in IT or specific technical data protection, or
security training including formal certification from ISACA, IAPP or other).

Mandatory

A Excellent

The data protection representative is able to demonstrate familiarity
with all relevant legal data protection requirements (e.g. professional
education as a lawyer or specific data protection training and formal
certification from IAPP or other) as well as with all relevant business
requirements (e.g. certificates from in-house trainings on the cloud
service).

B Good

The data protection representative is able to demonstrate familiarity
with all relevant legal data protection requirements (e.g. professional
education as a lawyer or specific data protection training and formal
certification from IAPP or other). However, there is a lack of evidence of
familiarity with business requirements as well as with technical data
protection or security.

C Sufficient

D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
Not applicable Please comment on reasoning

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
Contact: info@staraudit.org Page 259
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33.1.2.1 Background Information

33.1.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Global
Trusted Cloud DE No No
Austrian Cloud AT No No

33.1.2.3 Reference Information

GDPR Articles: 37, 38, 39

StarAudit Catalogue
Date: 15/12/20, Version 4.0 Rev. 04
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33.1.3 A07-S01-C01-Q03

What degree of influence is the data protection representative able to exercise on
relevant data protection issues of the Cloud Service Provider?

Evaluation:

Rating: * ok ok ok

Ability of the data protection representative to act quickly

Mandatory

D e

The data protection representative is able to exercise direct influence
A Excellent with immediate impact on critical data protection issues in the service or
organization of the Cloud Service Provider.
The data protection representative is able to exercise indirect influence
B Good with fast impact on critical data protection issues in the service or
organization of the Cloud Service Provider.

The data protection representative is able to exercise indirect influence

C Sufficient with slow impact on critical data protection issues in the service or
organization of the Cloud Service Provider.
D Major gaps Please comment on reasoning

Not acceptable Please comment on reasoning
Not applicable Please comment on reasoning

33.1.3.1 Background Information

33.1.3.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification
No No

StarAudit Global

Trusted Cloud DE No No

Austrian Cloud AT No No
StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.

Contact: info@staraudit.org Page 261



/a

uroCloud
=

StarAudit Catalogue StarAudit Area 7: Data Protection

33.1.3.3 Reference Information

GDPR Articles: 37, 38, 39
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33.2 Data Protection Organization

33.2.1 A07-S01-C02-Q01

How does the data protection organization of the Cloud Service Provider handle

SEIELLLE - conflicting or differing data protection requirements at the local or sector-specific

level in a global data protection program?

m Management of conflicting data protection requirements

D e

A Excellent

B Good

C Sufficient

D Major gaps

E Not acceptable
F Not applicable

StarAudit Catalogue
Date: 15/12/20, Version 4.0 Rev. 04

Contact: info@staraudit.org

There is evidence that conflicts between data protection requirements
and other requirements as well as differences between data protection
requirements at the local or sector-specific level are handled and
resolved in a managed way. Furthermore, there is evidence of principles
guiding this conflict resolution with the aim of ensuring that the option
with the most appropriate level of data protection is always chosen.

There is evidence that conflicts between data protection requirements
and other requirements as well as differences between data protection
requirements at the local or sector-specific level are handled and
resolved in a managed way. Furthermore, there is evidence of principles
guiding this conflict resolution. However, this guidance does not ensure
that the option with the most appropriate level of data protection is
chosen in case of a conflict.

There is evidence that conflicts between data protection requirements
and other requirements as well as differences between data protection
requirements at the local or sector-specific level are handled and
resolved in a managed way. However, there is no evidence of any kind of
principles guiding this conflict resolution.

Please comment on reasoning

Please comment on reasoning

Please comment on reasoning
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33.2.1.1 Background Information

33.2.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Trusted Cloud DE No No
Austrian Cloud AT No No

33.2.1.3 Reference Information

GDPR Article: 35
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33.2.2 A07-S01-C02-Q02

What is the vision of the data protection organization of the Cloud Service Provider
with regard to existing and upcoming data protection requirements?

Evaluation:

Rating: IS

Future-oriented and proactive attitude towards data protection

Mandatory

D e

The vision of the data protection organization as reflected in the
available evidence covers existing and upcoming data protection

A Excellent requirements and includes evidence of the willingness and ability to
translate this vision into the design of the cloud service (see also Area
AQ7 Scope S03 Control C02).

The vision of the data protection organization as reflected in the
available evidence covers existing and upcoming data protection

B Good requirements. However, there is no evidence of the willingness or ability
to translate this vision into the design of the cloud service (see also Area
AQ7 Scope S03 Control C02).
The vision of the data protection organization as reflected in the
available evidence is limited to existing data protection requirements

C Sufficient only, and there is no evidence of the willingness or ability to translate
this vision into the design of the cloud service (see also Area A07 Scope
S03 Control C02).

D Major gaps Please comment on reasoning

Not acceptable Please comment on reasoning
Not applicable Please comment on reasoning

33.2.2.1 Background Information

33.2.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Catalogue This document is for internal use only.
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33.2.2.3 Reference Information

GDPR Articles: 25, 32, 35
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33.2.3 A07-S01-C02-Q03

Evaluation: What relationship exists between the data protection organization and the highest
" level of management of the Cloud Service Provider?

m Collaboration with and backing of the data protection organization by top-level

management
= e

The most senior role in the data protection organization is also a
A Excellent member of the highest level of management of the Cloud Service
Provider (but without any conflict of interests).

Mandatory

The most senior role in the data protection organization has a direct

B Good reporting line to the highest level of management of the Cloud Service
Provider.
The most senior role in the data protection organization has a dotted

C Sufficient reporting line to the highest level of management of the Cloud Service
Provider.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

Not applicable Please comment on reasoning

33.2.3.1 Background Information

33.2.3.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification
No No

StarAudit Global

Trusted Cloud DE No No

Austrian Cloud AT No No
StarAudit Catalogue This document is for internal use only.
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33.2.3.3 Reference Information

GDPR Article: 38
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33.2.4 A07-S01-C02-Q04
Evaluation: How does the data protection organization of the Cloud Service Provider ensure
 effective staff awareness and training in data protection matters?
m Appropriate advanced training of staff regarding data protection

D e

Data protection training using a training approach tailored to relevant
roles and augmented by topic-oriented awareness campaigns is
mandatory for all staff members of the Cloud Service Provider who have
access to personal data.

A Excellent

Data protection training using a global approach augmented by topic-
B Good oriented awareness campaigns is mandatory for all staff members of the
Cloud Service Provider who have access to personal data.

Data protection training using a global “one size fits all” approach is
C Sufficient mandatory for all staff members of the Cloud Service Provider who have
access to personal data.

D Major gaps Please comment on reasoning
Not acceptable Please comment on reasoning
Not applicable Please comment on reasoning

33.2.4.1 Background Information

33.2.4.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification
No No

StarAudit Global

Trusted Cloud DE No No

Austrian Cloud AT No No
StarAudit Catalogue This document is for internal use only.
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33.2.4.3 Reference Information

GDPR Article: 39
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33.2.5 A07-S01-C02-Q05

Evaluation: Does the Cloud Service Provider have a data protection policy?

Rating: I

Appropriate internal guidelines regarding data protection

Mandatory

e

The Cloud Service Provider provides a full copy of its data protection
A Excellent policy to the Cloud Service Customer by default, and the document
satisfies all relevant expectations.

The Cloud Service Provider confirms the existence of a data protection
policy and provides parts of the document to the Cloud Service Customer

B Good upon request; or the Cloud Service Provider provides the full document,
but it does not satisfy all expectations.

C Sufficient The Cloud Service Provider confirms the existence of a data protection
policy, but the document is not provided to the Cloud Service Customer.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

33.2.5.1 Background Information

33.2.5.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification
No No

StarAudit Global
Trusted Cloud DE No No
Austrian Cloud AT No No

33.2.5.3 Reference Information

GDPR Article: 5

StarAudit Catalogue This document is for internal use only.
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33.2.6 A07-S01-C02-Q06

Does the Cloud Service Provider maintain an inventory of records of processing
activities?

Evaluation:

Rating: I

Adequate description of data processing activities

Mandatory

D e

The Cloud Service Provider provides an inventory of records of
A Excellent processing activities to the Cloud Service Customer by default, and the
document includes all required information.

The Cloud Service Provider confirms the existence of an inventory of
records of processing activities and provides parts of the inventory to the

B Good Cloud Service Customer upon request; or the Cloud Service Provider
provides the full inventory, but it does not include all required
information.

The Cloud Service Provider confirms the existence of an inventory of
C Sufficient records of processing activities, but the document is not provided to the
Cloud Service Customer.

D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
Not applicable Please comment on reasoning

33.2.6.1 Background Information

33.2.6.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification
No No

StarAudit Global

Trusted Cloud DE No No

Austrian Cloud AT No No
StarAudit Catalogue This document is for internal use only.
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33.2.6.3 Reference Information
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33.2.7 A07-S01-C02-Q07

How does the Cloud Service Provider respond to requests by law enforcement
AEINEVLLE quthorities for disclosure of personal data controlled by the Cloud Service
Customer?

m Adequate handling of requests for disclosure of personal data

D e

The Cloud Service Provider confirms that it will challenge any requests
for disclosure of personal data by law enforcement authorities (even
legally binding ones) and notify the Cloud Service Customer of any
request (even if it has been advised to abstain from such notification).

A Excellent

The Cloud Service Provider confirms that it will respond only to requests
for disclosure that are legally binding and to notify the Cloud Service
Customer of any request for disclosure of personal data by a law
enforcement authority. However, there is no confirmation that the Cloud
Service Customer will also be notified in the event that the Cloud Service
Provider has been advised to abstain from such notification.

B Good

The Cloud Service Provider confirms that it will notify the Cloud Service
Customer of any request for disclosure of personal data by a law
enforcement authority. However, the Cloud Service Provider will not
check whether such a request is legally binding, and the Cloud Service
Customer will not be notified in the event that the Cloud Service Provider
has been advised to abstain from such notification.

C Sufficient

D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

33.2.7.1 Background Information

33.2.7.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Catalogue This document is for internal use only.
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Catalogue Validity for Self-Assessment for Certification
StarAudit Global No No
Trusted Cloud DE No No
Austrian Cloud AT No No

33.2.7.3 Reference Information

Reference to ISO/IEC 27018: Annex A, Control A.5.1
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34 Product-Related Data Protection Criteria
34.1 Support for Data Subject Rights
34.1.1 A07-S02-C01-Q01

Evaluation: In what way does the cloud service support the Cloud Service Customer in
: responding to requests from data subjects relating to their right to data portability?
Rating: G

m Interoperability concerning data through standardized data formats
o e

The cloud service provides a function directly to the data subjects that
allows the exporting of data related to the data subject as well as the
importing of data provided by the data subject based on a common
standard.

A Excellent

The cloud service provides a function that allows the exporting of data
related to the data subject and the importing of data provided by the
data subject in a universally accepted format (e.g. CSV) while also

B Good supporting or suggesting a common standard to facilitate the task of
exporting the data from one cloud service and importing it into another
cloud service. However, this function cannot be accessed by the data
subject directly.

The cloud service provides a function that allows the exporting of data
related to the data subject and the importing of data provided by the
data subject in a universally accepted format (e.g. CSV). However, this

C Sufficient function cannot be accessed by the data subject directly and does not
support nor suggest any common standards to facilitate the task of
exporting the data from one cloud service and importing it into another
cloud service.

D Major gaps Please comment on reasoning
Not acceptable Please comment on reasoning
Not applicable Please comment on reasoning

StarAudit Catalogue This document is for internal use only.
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34.1.1.1 Background Information

34.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Global
Trusted Cloud DE No No
Austrian Cloud AT No No

34.1.1.3 Reference Information

GDPR Articles: 15, 20
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34.1.2 A07-502-C01-Q02

In what way does the cloud service support the Cloud Service Customer in
Evaluation: responding to requests from data subjects relating to their right of access and right
to rectification?

Access and possibility of rectification of the personal data stored on the data
subject

T e
The cloud service provides a self-service gateway allowing data subjects
to access all data in the cloud service that are related to them directly
and in a user-friendly fashion, as well as to rectify data directly if

A Excellent necessary (irrespective of independent review by a business user that

may be required to approve the rectification). Access to the self-service

gateway is secured (e.g. Transport Layer Security, two-factor
authentication).

The cloud service provides a function allowing all relevant data related to
the data subject to be extracted in a user-friendly format. However,

B Good manual effort is still required to satisfy the request because the data
subject does not have direct access to this function and the cloud service
does not allow the data subject to rectify data directly.

The cloud service provides a function allowing all relevant data related to
the data subject to be extracted in a raw format. However, significant
manual effort is still required to satisfy the request because the data

C Sufficient subject does not have direct access to this function and conversion of the
data into a user-friendly format has to be performed without any
support from the cloud service; furthermore, the cloud service does not
allow the data subject to rectify data directly.

D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

34.1.2.1 Background Information

A positive answer to the previous question A07-S02-C01-Q01 (i.e. at least level C) justifies a
positive answer to this question at the same level (or higher).

StarAudit Catalogue This document is for internal use only.
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34.1.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Global
Trusted Cloud DE No No
Austrian Cloud AT No No

34.1.2.3 Reference Information

Reference to GDPR Articles: 7, 15, 16, 17, 22
Reference to ISO/IEC 27018: Annex A, Control A.1.1
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34.1.3 A07-S02-C01-Q03

In what way does the cloud service support the Cloud Service Customer in
responding to the need to erase data or restrict its processing (either triggered by
the expiration of relevant retention periods or by corresponding requests from
data subjects)?

Adequate mechanisms for the data subject to erase data and restrict data
processing

EEE manatory

] e

The cloud service provides a) a function able to identify relevant data

(upon expiration of retention periods in particular), b) a function

allowing restriction of the processing of relevant data, and c) a further

function allowing effective erasing (i.e. under full consideration of

referential integrity and other technical reasons that might otherwise
block the actual execution of an erasure request).

Evaluation:

A Excellent

The cloud service provides a) a function allowing restriction of the
processing of relevant data, and b) a further function allowing effective
erasing (i.e. under full consideration of referential integrity and other

B Good technical reasons that might otherwise block the actual execution of an
erasure request). However, there is no support or only ineffective
support from the cloud service for identifying relevant data (upon
expiration of retention periods in particular).

The cloud service provides a) a function allowing restriction of the
processing of relevant data, and b) a further function allowing effective
erasing. However, there is no support or ineffective support from the

C Sufficient cloud service for identifying relevant data (upon expiration of retention
periods in particular) and no support for applying the erasure function to
that data without being blocked by referential integrity or other
technical reasons.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning
StarAudit Catalogue This document is for internal use only.
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34.1.3.1 Background Information

34.1.3.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Global
Trusted Cloud DE No No
Austrian Cloud AT No No

34.1.3.3 Reference Information

Reference to GDPR Articles: 17, 18, 19
Reference to ISO/IEC 27018: Annex A, Control A.1.1, A.4.1
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34.1.4 A07-S02-C01-Q04

In what way does the cloud service support the Cloud Service Customer in
Evaluation: responding to the need to notify data subjects (triggered by relevant events in the
course of the data processing occurring in the cloud service)?

m Automatic notification of data subjects when obligated

D e

The cloud service is driven by a business process model that takes data
protection requirements into account and is able to recognize
automatically when a process step triggers an obligation to notify data

A Excellent subjects, informing the business user just in time or with additional
features (e.g. possibility to adjust the process model and/or trigger,
email integration or interface) that eliminate nearly all manual effort
required to satisfy the notification obligation.

The cloud service is driven by a business process model that takes data
protection requirements into account and is able to recognize
automatically when a process step triggers an obligation to notify data

B Good subjects, informing the business user just in time. However, there are
major limitations (e.g. no possibility to adjust the process model and/or
trigger, no email integration or interface) that result in a high level of
manual effort to satisfy the notification obligation.

The cloud service provides a technical feature detached from the
business functions that logs any kind of event occurring during the data
processing in the cloud service and offers additional features to utilize
the event log from a business perspective, e.g. by providing direct access

C Sufficient to the event log to the business user and offering options for effectively
filtering out non-relevant log entries (with regard to the need to notify
data subjects). However, the means provided do not identify notification
obligations automatically or just in time, and there is no support from
the cloud service to actually satisfy the obligation.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning
StarAudit Catalogue This document is for internal use only.
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34.1.4.1 Background Information

34.1.4.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Global
Trusted Cloud DE No No
Austrian Cloud AT No No

34.1.4.3 Reference Information

Reference to GDPR Articles: 12, 13, 14, 19, 22
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34.1.5 A07-S02-C01-Q05

In what way does the cloud service support the Cloud Service Customer in the
Evaluation: handling of requests from data subjects regarding the data processing occurring in
the cloud service?

m An appropriate mechanism to handle requests from data subjects is accessible to

the Cloud Service Client
] e

The cloud service provides systematic operational and administrative
support for the handling and management of requests from data

A Excellent subjects by way of a ticket system that has an interface and is able to
forward requests to other systems and accept requests from other
systems (e.g. forwarded requests to erase data).

The cloud service provides systematic operational and administrative
support for the handling and management of requests from data
subjects by way of a ticket system. However, this request handler has no
interface and is neither able to forward requests to other systems nor to
accept requests from other systems (e.g. forwarded requests to erase
data).

The cloud service provides some operational support regarding requests
from data subjects relating to their right of access and rights to
rectification, erasure of data, restriction of processing, data portability as
well as the obligation to notify. However, there is no administrative
function integrated into the cloud service that supports the Cloud Service
Customer in the handling and management of these or other requests
(e.g. requests related to the right to object against processing or to
withdraw consent) systematically by way of a ticket system.

B Good

C Sufficient

D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

34.1.5.1 Background Information

A positive answer to all of the previous questions A07-S02-C01-Q01 to Q04 (at least at level C)
justifies a positive answer to this question at the same level (or higher).

StarAudit Catalogue This document is for internal use only.
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34.1.5.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Global
Trusted Cloud DE No No
Austrian Cloud AT No No

34.1.5.3 Reference Information

Reference to GDPR Articles: 7, 12, 15, 16, 17, 18, 20, 21, 22
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35 Process-Related Data Protection Criteria
35.1 Data Protection Planning
35.1.1 A07-S03-C01-Q01

Does the Cloud Service Provider conduct data protection impact assessments in
SEIELLE S case of anticipated high risks to the rights of the data subjects resulting from the
processing?

m Accessible documentation of privacy or data protection impact assessments

e

The Cloud Service Provider provides the Cloud Service Customer with
A Excellent documentation about privacy or data protection impact assessments
that includes all essential information.

The Cloud Service Provider provides the Cloud Service Customer with
B Good documentation about data protection impact assessments. However, the
documentation lacks essential information.

The Cloud Service Provider confirms the implementation of a process
ensuring that data protection impact assessments are conducted in cases

C Sufficient of anticipated high risks for the rights of the data subjects, but the
corresponding documentation (e.g. process description, assessment
report) is not provided to the Cloud Service Customer.

D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

35.1.1.1 Background Information

35.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Catalogue This document is for internal use only.
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valid

StarAudit Global No No
Trusted Cloud DE No No
Austrian Cloud AT No No

35.1.1.3 Reference Information

Reference to GDPR Article: 30
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35.1.2 A07-S03-C01-Q02

Does the Cloud Service Provider consult the responsible supervisory authority in
SEINEL S cases of high risks to the rights of the data subjects resulting from the processing
and an absence of measures to mitigate those risks?

Process of consulting the responsible supervisory authority accepted by the data
protection authority

e e
The Cloud Service Provider confirms the implementation of a process
ensuring that the supervisory authority is consulted in all cases of high
risks to the rights of the data subjects and an absence of measures to

A Excellent mitigate those risks prior to beginning the processing. A process

description as well as relevant information about residual risks accepted

by the data protection authority is provided to the Cloud Service
Customer.

The Cloud Service Provider confirms the implementation of a process
ensuring that the supervisory authority is consulted in all cases of high
risks to the rights of the data subjects and an absence of measures to

B Good mitigate those risks prior to beginning the processing. A process
description is provided as supporting evidence. However, information
about residual risks accepted by the data protection authority is not
provided to the Cloud Service Customer.

The Cloud Service Provider confirms the implementation of a process
ensuring that the supervisory authority is consulted in all cases of high
risks to the rights of the data subjects and an absence of measures to

C Sufficient mitigate those risks prior to beginning the processing. However, neither
a process description as supporting evidence nor any information about
residual risks accepted by the data protection authority is provided to
the Cloud Service Customer.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning
StarAudit Catalogue This document is for internal use only.
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35.1.2.1 Background Information

35.1.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Global
Trusted Cloud DE No No
Austrian Cloud AT No No

35.1.2.3 Reference Information

Reference to GDPR Article: 36
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Date: 15/12/20, Version 4.0 Rev. 04
Contact: info@staraudit.org Page 289

This document is for internal use only.
Any modification, online-publication or public download is prohibited.



(0E0 BY EURopy
ol Lo,
<> %

/E‘-uroOoud
SLES ST

StarAudit Catalogue StarAudit Area 7: Data Protection

35.2 Data Protection Design
35.2.1 A07-S03-C02-Q01

Does the Cloud Service Provider consider data protection by design and by default
AEINEVLLE to be an integral part of the system development life cycle in order to satisfy
corresponding requirements of the Cloud Service Customer?

m Data-protection-oriented development to fulfil legal data protection principles

D e

The Cloud Service Provider provides a description of a process that takes
the risks for the data subjects into account and ensures that the
functions of the cloud services used by the Cloud Service Customer
process only necessary personal data by default. Furthermore, evidence

A Excellent for the application of this process is provided to the Cloud Service
Customer, e.g. integrated support for the performance of the duties of
the Cloud Service Customer in regard to the rights of the data subjects
related to the personal data processed by the cloud service (see also
Area A07 Scope A02).

The Cloud Service Provider provides a description of a process that takes
the risks for the data subjects into account and ensures that the
functions of the cloud services used by the Cloud Service Customer
process only necessary personal data by default. However, no evidence
for the application of this process is provided to the Cloud Service
Customer.

B Good

The Cloud Service Provider confirms the implementation of a process in
place that takes the risks for the data subjects into account and ensures

C Sufficient that the functions of the cloud services used by the Cloud Service
Customer process only necessary personal data by default. However, no
process description is provided to the Cloud Service Customer.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning
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35.2.1.1 Background Information

35.2.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Global
Trusted Cloud DE No No
Austrian Cloud AT No No

35.2.1.3 Reference Information

Reference to GDPR Article: 25
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36 Other Data-Protection-Related Criteria
36.1 Record of Processing Activities

36.1.1 A07-S04-C01-Q01

Evaluation: Does the Cloud Service Provider as a processor maintain records of processing
| activities?

Rating: ok ok

m Up-to-date records of processing activities
e e

The Cloud Service Provider maintains detailed records of the processing
A Excellent activities and has implemented a process to regularly update those
records.

Mandatory

The Cloud Service Provider maintains records of the processing activities

B Good and has implemented a process to update those records in case of
significant changes.

C Sufficient The Cloud Service Provider maintains records of the processing activities.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

36.1.1.1 Background Information

Please provide relevant evidence: Submission of the records and description of the update process
if applicable.

“Each processor and, where applicable, the processor’s representative shall maintain a record of
all categories of processing activities carried out on behalf of a controller, containing: ...” (Art. 30
(2) GDPR)

[Note: The content of the records and of the implemented process are not examined.]

36.1.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Catalogue This document is for internal use only.
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Catalogue Validity for Self-Assessment for Certification
StarAudit Global No No
Trusted Cloud DE No No
Austrian Cloud AT No No

36.1.1.3 Reference Information

Reference to GDPR Article: 30
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36.1.2 A07-S04-C01-Q02

Evaluation: Are the duration of data processing and the deletion of data clearly defined? Not
" mandatory (optional)

m The data controller is obligated to keep track of the existence of personal data by

data processors.

Mandatory

] e

The Cloud Service Customer receives written confirmation of data

Excellent
deletion after termination.
The Cloud Service Provider confirms that archives of shared data are
overwritten/deleted after a specified period of time, as well as that

B Good . . oy
expired data will be completely deleted within 3 months of contract
termination.
- Contract describes the duration for the data processing and deletion

Sufficient
procedures.

Major gaps Please comment on reasoning

Not acceptable Please comment on reasoning

m m O 0O

Not applicable Please comment on reasoning

36.1.2.1 Background Information

Both parties need to avoid a situation where it is not clear where personal data is stored and how
long it will take to confirm a final deletion from any data repository (database, archive, mirrored
data spaces or backups). Due to the fact that individual data cannot be isolated in the archive
media of multi-tenant data stores, a clear policy and appropriate procedure need to be
established to guarantee final deletion after an acceptable period of time.

36.1.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Global
StarAudit Catalogue This document is for internal use only.
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Trusted Cloud DE No No
Austrian Cloud AT Yes No

36.1.2.3 Reference Information

Contract clauses should include a requirement for the provider to have the technical capability to
enforce data deletion and disposal policies.

The customer should also ensure that the data is purged from the provider’s infrastructure at
contract termination, as well as when the data is transferred to another physical location or
otherwise exits the cloud environment. The customer should require the provider to support
secure deletion of data at the consumer’s request as well as sanitization of all computing
resources.
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valid ot

36.2 GDPR and IT Security
36.2.1 A07-S04-C02-Q01

Does the Cloud Service Provider have IT security implemented according to Art. 32
GDPR — Security of Processing?

Evaluation:

Rating: ok ok

Technical and organisational state-of-the-art IT security

Mandatory

D e

The Cloud Service Provider has implemented state-of-the-art technical
A Excellent and organizational measures that ensure a high level of security, as well
as a process to maintain this state-of-the-art security level.

The Cloud Service Provider has implemented technical and
organizational measures that ensure a level of security appropriate to

B Good . . . L
the risks resulting from the processing, as well as a process to maintain
this security level.

The Cloud Service Provider has implemented some technical and

C sufficient organizational measures to ensure a sufficient level of security in regard
to the risks resulting from the processing. The Cloud Service Provider has
not yet implemented a process to maintain this security level.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

Not applicable Please comment on reasoning

36.2.1.1 Background Information

Notes: Please provide relevant evidence

Notes: “Taking into account the state of the art, the costs of implementation and the nature,
scope, context and purposes of processing as well as the risk of varying likelihood and severity for
the rights and freedoms of natural persons, the controller and the processor shall implement
appropriate technical and organizational measures to ensure a level of security appropriate to the
risk, including inter alia as appropriate: ...” (Art. 32 GDPR)

This orientation goes beyond the implementation of pure IT security.

StarAudit Catalogue This document is for internal use only.
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36.2.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification
StarAudit Global

Trusted Cloud DE No No

Austrian Cloud AT No No

36.2.1.3 Reference Information

Reference to GDPR Article: 32
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36.3 Training of Employees of the Cloud Service Provider

36.3.1 A07-S04-C03-Q01

Does the Cloud Service Provider ensure that its employees do not process personal
data without instructions from the Cloud Service Provider?

Evaluation:

Rating: I

Proper and continuous training of staff processing personal data

Mandatory

D e

The Cloud Service Provider ensures training for every employee
processing personal data. The training continues regularly, taking into

A Fealeit account new interpretations of the GDPR regulations and the changing
risks involved in the processing activities.
The Cloud Service Provider ensures training for every employee

B Good processing personal data. The training is applied according to the risk

level of the processing activities that the individual employee deals with.

The Cloud Service Provider ensures one-time training for every employee
processing personal data (e.g. when the employee is appointed).

Major gaps Please comment on reasoning

Sufficient

Not acceptable Please comment on reasoning

m m g 0O

Not applicable Please comment on reasoning

36.3.1.1 Background Information

36.3.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification
No No

StarAudit Global

Trusted Cloud DE No No

Austrian Cloud AT No No
StarAudit Catalogue This document is for internal use only.
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36.3.1.3 Reference Information

Reference to GDPR Articles: 29, 32
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36.4 Data Protection Impact Assessment

36.4.1 A07-S04-C04-Q01

Evaluation: Has the Cloud Service Provider determined whether a data protection impact
assessment (DPIA) is necessary for the cloud service?
Rating: I

m Documented examination of need for a DPIA
e e

The Cloud Service Provider has implemented a process to detect when a
DPIA is necessary, has documented the results of the corresponding

A Excellent . . .
analysis and has implemented a process to keep the analysis and the
documentation updated.
The Cloud Service Provider has analysed whether a DPIA is necessary and
B Good .
has documented the results of that analysis.
- The Cloud Service Provider has started to analyse whether a DPIA is
C Sufficient . . .
necessary and is documenting this process.
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

36.4.1.1 Background Information

The service offered by the Cloud Service Provider may trigger an obligation for the Cloud Service
Customer to perform a DPIA. According to Art. 28 GDPR, the Cloud Service Provider is required to
support the Cloud Service Customer in this process, and the Cloud Service Customer can thus
legitimately expect the Cloud Service Provider to provide this form of support together with the
cloud service itself.

36.4.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification

StarAudit Catalogue This document is for internal use only.
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StarAudit Global No No
Trusted Cloud DE No No
Austrian Cloud AT No No

36.4.1.3 Reference Information

Reference to GDPR Articles: 35, 36

StarAudit Catalogue This document is for internal use only.
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36.4.2 A07-504-C04-Q02

Evaluation: Did the Cloud Service Provider check whether the supervisory authority should be
"~ consulted prior to processing?

Rating: IS

m Documented examination of the need to consult the supervisory authority
T e

The Cloud Service Provider has implemented a process to detect
whether prior consultation is necessary, has documented the results of

A Fealeit the corresponding analysis and has implemented a process to keep the
analysis and the documentation updated.

B Good The Cloud Service Provider has analysed whether prior consultation is
necessary and has documented the results of that analysis.

C Sufficient The Cloud Service Provider has started to analyse whether prior
consultation necessary and is documenting this process.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

36.4.2.1 Background Information

According to Art. 36 GDPR, the Cloud Service Customer is obligated to coordinate the cloud service
with the data protection authority. The comments on Art. 35 GDPR apply accordingly.

Art. 36 (1) GDPR: “The controller shall consult the supervisory authority prior to processing where
a data protection impact assessment under Article 35 indicates that the processing would result in
a high risk in the absence of measures taken by the controller to mitigate the risk.”

36.4.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification
No No

StarAudit Global

StarAudit Catalogue This document is for internal use only.
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Trusted Cloud DE No
Austrian Cloud AT No
36.4.2.3 Reference Information

Reference to GDPR Articles: 35, 36
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36.5 Contractual Compliance with GDPR
36.5.1 A07-S04-C05-Q01

Has the Cloud Service Provider implemented the (new) requirements of Art. 28
GDPR?

Rating: I

Evaluation:

Contractual compliance with Art. 28 GDPR

Mandatory

D e

The Cloud Service Provider has implemented the requirements of Art. 28
as well as a process to check the requirements regularly with regard to

A Excellent changes in the interpretation of Art. 28 GDPR. The Cloud Service Provider
has informed the Cloud Service Customer about how and where the new
requirements according to the GDPR are implemented in the contract.

The Cloud Service Provider has implemented the requirements of Art. 28

B Good as well as a process to check the requirements regularly with regard to
changes in the interpretation of Art. 28 GDPR.

C Sufficient The Cloud Service Provider has evaluated the need to change the
contract with regard to the new requirements, but has made no changes.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

36.5.1.1 Background Information

Art. 28 GDPR contains data-protection-related requirements for the design of the contract
between the Cloud Service Provider and the Cloud Service Customer.

36.5.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification
No No

StarAudit Global
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Reference to GDPR Article: 28
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36.5.2 A07-504-C05-Q02

Has the Cloud Service Provider taken into account the new regulations concerning
joint controllership?

Evaluation:

Rating: * ok ok

Compliance with obligations regarding joint controllership

Mandatory

D e

The Cloud Service Provider and the joint controller have determined
their respective responsibilities for compliance with all obligations, in

A Excellent . . . . .
particular with regard to the exercise of the rights of the data subjects.
This determination exists in written form.

B Good The Cloud Service Provider and the joint controller have determined

their respective responsibilities for compliance with the obligations.

The Cloud Service Provider and the joint controller have discussed their
C Sufficient respective responsibilities for compliance with the obligations and come
to the conclusion that a determination is not necessary.

D Major gaps Please comment on reasoning
Not acceptable Please comment on reasoning
Not applicable Please comment on reasoning

36.5.2.1  Background Information

A Cloud Service Customer and a Cloud Service Provider will typically not be joint controllers as per
Art. 26 GDPR. The interpretation of this regulation is unclear, however, and the opposite state of
affairs can therefore not be excluded at this time. Hence the Cloud Service Provider should have
addressed this issue and ideally have included appropriate determinations in the contract.

36.5.2.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification
No No

StarAudit Global

StarAudit Catalogue This document is for internal use only.
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36.5.3 A07-S04-C05-Q03

Evaluation:

Rating: I

How will the Cloud Service Provider notify the Cloud Service Customer in case of a
personal data breach?

Timely notification of the Cloud Service Customer in case of a personal data breach

Mandatory

D e

A Excellent

B Good

C Sufficient

D Major gaps

E Not acceptable
F Not applicable

The Cloud Service Provider has implemented a process determining
when and how to notify the Cloud Service Customer without undue
delay. The contract between the Cloud Service Provider and the Cloud
Service Customer regulates the notification process.

The Cloud Service Provider has implemented a process determining
when and how to notify the Cloud Service Customer without undue
delay.

The Cloud Service Provider knows when and how to notify the Cloud
Service Customer, but has not implemented a process.

Please comment on reasoning

Please comment on reasoning

Please comment on reasoning

36.5.3.1 Background Information

36.5.3.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

Catalogue Validity for Self-Assessment for Certification
No No

StarAudit
Trusted Cloud

Austrian Cloud

StarAudit Catalogue
Date: 15/12/20, Version 4.0 Rev. 04

Contact: info@staraudit.org
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36.5.3.3 Reference Information

Reference to GDPR Article: 33
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36.6 GDPR Organization and Documentation
36.6.1 A07-S04-C06-Q01

Evaluation: Is the Cloud Service Provider prepared to fulfil the new obligations to organize and
document data accountability or are said obligations already implemented?

Rating: ok ok
e

The Cloud Service Provider provides a project schedule stating the
timeframe objectives for implementing the obligations, especially Art. 5,

GDPR compliance regarding the organization and documentation of data
accountability

Mandatory

A el 12, 24, 30, 32, 33, 34, 35, 36 GDPR, or has already implemented the
obligations and documented the implications.
The Cloud Service Provider provides a draft of a project schedule stating

B Good the timeframe objectives for implementing the obligations, especially
Art. 5,12, 24, 30, 32, 33, 34, 35, 36 GDPR, and provides a data protection
mission statement.

C Sufficient The Cloud Service Provider provides a data protection mission
statement.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

36.6.1.1 Background Information

The GDPR stipulates requirements concerning verification, documentation and organization of
compliance with data protection law for all data processors. This does not represent a direct
obligation of the Cloud Service Provider vis-a-vis the Cloud Service Customer, but a separate legal
obligation. At the same time, however, the degree of compliance with this obligation signalizes
the Cloud Service Provider’s handling of the GDPR and the maturity of its adaptation. This is
relevant for the Cloud Service Customer’s choice of a suitable Cloud Service Provider, and a Cloud
Service Provider that ignores the GDPR will not pass careful scrutiny and will thus be less likely to
be selected.

StarAudit Catalogue This document is for internal use only.
Date: 15/12/20, Version 4.0 Rev. 04 Any modification, online-publication or public download is prohibited.
Contact: info@staraudit.org Page 310



StarAudit Catalogue Area 7: Data Protection

36.6.1.2 Compatibility Matrix

This cloud quality control is used in the following catalogues:

StarAudit Global
Trusted Cloud DE No No
Austrian Cloud AT No No

36.6.1.3 Reference Information

Reference to GDPR Articles: 5, 12, 24, 30, 32, 33, 34, 35, 36, 3
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37 Technical Data Privacy Assessment
37.1 Credential Add-on Controls
37.1.1 A07-505-C01-Q01

Evaluation: Are stored passwords secure against dictionary attacks?
Rating: I

Adequate password security mechanisms are implemented.

Mandatory

D e
A

Mechanisms to prevent password-based derivation in accordance with
NIST 800-132 are in place.

The system uses a strong password policy along with randomly

Excellent

B Good generated salt values when hashing passwords.

c Sufficient The system uses randomly generated salt values when hashing
passwords.

D Major gaps Please comment on reasoning

E Not acceptable  Please comment on reasoning

F Not applicable Please comment on reasoning.

37.1.1.1 Background Information

37.1.1.2 Compatibility Matrix

This Cloud quality control is used in the following catalogues:

Catalogue for Self-Assessment for Certification

Trusted Cloud DE No No
Austrian Cloud AT No No

37.1.1.3 Reference Information

https://nvipubs.nist.gov/nistpubs/Leqacy/SP/nistspecialpublication800-132.pdf
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37.1.2 A07-S05-C01-Q02

Evaluation: Does the service ensure the security of biometric data?

Rating: IS

Biometric data collected from users are adequately protected.

Mandatory

I e

Mechanisms to protect biometric data in accordance with ISO/IEC 24745

A Excellent .
are in place.
B Good Biometric data is encrypted and stored locally (e.g. user’s device).
C Sufficient Biometric data is always stored locally (e.g. user’s device).
D Major gaps Please comment on reasoning
E Not acceptable Please comment on reasoning
F Not applicable Please comment on reasoning

37.1.2.1 Background Information

Please select not applicable if the service does not collect biometric data from its users.

37.1.2.2 Compatibility Matrix

This Cloud quality control is used in the following catalogues:

for Certification

StarAudit Globally Yes Y
Trusted Cloud DE No No
Austrian Cloud AT No No

37.1.2.3 Reference Information

https://www.iso.org/obp/ui/#iso:std:iso-iec:24745:ed-1:v1:en
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37.1.3 A07-S05-C01-Q03

Does the application development life cycle integrate security seamlessly into the
underlying software modules and contributing factors that affect its security, such
as data, technology, application development life cycle processes, supporting
processes and actors?

Evaluation:

%k %k % %k

The selected security measures are integrated throughout the development life
cycle.

Mandatory
) T
Excellent Follows ISO/IEC 27034-1 security guidelines.
B Good Security considerations in SDLC in accordance with NIST 800-64 Revision

2.
Seamless security is ensured by following a secure SDLC and through

C Sufficient . . . . .
rigorous unit and integration testing.
D Major gaps Please comment on reasoning
Not .
E Please comment on reasoning
acceptable
F Not applicable Please comment on reasoning

37.1.3.1 Background Information

37.1.3.2 Compatibility Matrix

This Cloud quality control is used in the following catalogues:

Catalogue for Self-Assessment for Certification

StarAudit Globally
Trusted Cloud DE No No
Austrian Cloud AT No No

37.1.3.3 Reference Information

https://www.iso.org/obp/ui/#iso:std:iso-iec:27034:-1:ed-1:v1:en
https://csrc.nist.gov/publications/detail/sp/800-64/rev-2/final
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StarAudit Catalogue Area 7: Data Protection

37.1.4 A07-S05-C01-Q04

Evaluation: Does the service return and remove customer assets after the end of the contract?

Rating: I

The service returns or removes all customer data, files, cryptographic materials etc.

Mandatory

N e
A

Customer assets are returned and removed in accordance with ISO/IEC

Excellent 27017

The service ensures the return of customer assets before deletion

B Good caused by the end of the contract.

C Sufficient The service provides functionality to return customer assets before
deletion caused by the end of the contract.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

37.1.4.1 Background Information

37.1.4.2 Compatibility Matrix

This Cloud quality control is used in the following catalogues:

for Certification

StarAudit Globally Yes Y
Trusted Cloud DE No No
Austrian Cloud AT No No

37.1.4.3 Reference Information

https://www.iso.org/standard/43757.html
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StarAudit Catalogue Area 7: Data Protection

37.1.5 A07-S05-C01-Q05

Does the service ensure rightful and secure data deletion (data erasure)?

m Data are erased or disposed of properly when a user stops using the service or

deletes certain content.

Mandatory

I e

A Excellent An erasure strategy in accordance with NIST SP 800-88 Rev 1 is in place.
B Good The service immediately erases the user’s data after performing reviews.
C Sufficient The service erases the user’s data following a decision flow.

D Major gaps Please comment on reasoning

E Not acceptable Please comment on reasoning

F Not applicable Please comment on reasoning

37.1.5.1 Background Information

Some contracts do not explicitly address the situation of contract termination.
This might lead into uncertainties, especially in the context of data restitution after contract
termination.

37.1.5.2 Compatibility Matrix

This Cloud quality control is used in the following catalogues:

Catalogue for Self-Assessment for Certification

StarAudit Globally
Trusted Cloud DE No No
Austrian Cloud AT No No

37.1.5.3 Reference Information

https://nvipubs.nist.qov/nistpubs/specialpublications/nist.sp.800-88r1.pdf
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